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«They say things are happening at the border, but nobody knows which border» (Mark Strand)

Decentralised autonomous organizations: looking for a suitable
regulatory treatment

by Marco Bodellini and Dalvinder Singh

Abstract: Decentralised autonomous organisations (DAOs) represent a new innovative type of investment vehicle that may fundamentally change the way business
and social ventures are constructed and managed, as they offer, inter alia, enhanced supervision, auditing and democracy.

Yet, there has been no legal examination of the relevant advantages and opportunities. Specifically, the legal nature of DAOs in terms of existing legal forms, such as
partnerships or collective investment schemes, and the inherent risks and disadvantages of these novel digital creatures based on blockchain technology have not been
explored yet. The latter include inter alia technology risk, transfer risk and cybersecurity risk.

These issues could be solved or managed with the introduction of principle and standard-based safe harbour rules followed by a new convention, a Law of the Cyber
Entities (Lex Corpus Cybernetica) that mirrors the eleven Principles for Business contained in the UK FCA Handbook. Such convention could be overseen by a new
standard-setter organisation similar to the Basel Committee on Banking Supervision, which could include international regulatory and supervisory bodies along with
regulators.

Summary: 1. Introduction – 2. Decentralised autonomous organisations and ‘The DAO’ – 3. UK general partnerships. – 4. US investment contracts. – 5.
EU investment funds. – 6. UK collective investment schemes. – 7. Safe harbour rules and lex corpus cybernetica. – 8. Concluding remarks

1. In November 2008, an unknown person or group of persons called ‘Satoshi Nakamoto’[1]launched ‘Bitcoin’, a new cryptographically secure digital
payment system, and its native cryptocurrency, ‘bitcoin’. With these came the underlying blockchain technology,[2] a type of distributed ledger
technology (DLT), which solved the inherent double-spendingissue of digital assets.

Blockchain technology promises greater financial inclusion of the world’s 2.5bn unbanked,[3] smarter and more efficient financial systems and growth of
the digital economy by utilising the full potential of the Fourth Industrial Age.[4] Its potential use-cases within financial technology (FinTech),[5]
regulatory technology (RegTech),[6] and wider general market use (BigTech),[7] are increasing daily as entrepreneurs and firms experiment new
innovative solutions.[8]

FinTech-related improvements alone are expected to keep on growing, with the digital economy potentially reaching 25% ($24,615bn) of the world
economy over the next few years.[9] Consequently, the impact of FinTech, RegTech and BigTech on the global digital economy cannot be understated.
[10]

With the Financial Conduct Authority’s (FCA)[11] Project Innovate and other initiatives, the UK is already a leading FinTech start-up hub.[12] To
consolidate this position, the House of Lords in its 2017 report urged the government to further increase its focus on DLT.[13]

The greater inter-connectedness ushered in by the FinTech-revolution with the ‘Internet of Things’ (IoT)[14] has led to the development of new business
models and businesses, so-called ‘FinTechs’.[15] Among them is a new business model established as an unincorporated entity in the form of ‘The DAO’,
an acronym for ‘The Decentralised Autonomous Organisation’.[16] This has stimulated global debate as to the legal nature and classification of ‘The
DAO’ and DAOs generally. Yet, relatively little published work has seemingly been dedicated to this subject.[17] There does not seem to exist any
meaningful legal analysis of ‘The DAO’ and its possible relationship with other unincorporated businesses, such as partnerships and collective
investment schemes (CISs),[18] and the legal framework governing DAOs remains unclear.[19] This leads to the purpose of this paper, which seeks to
analyse and discuss whether ‘The DAO’ is adequately encompassed in the existing framework for partnerships and CISs under EU and UK law (and to
a certain extent US law), or if it constitutes a new type of legal entity that calls for a ‘law of cyber entities’ (‘lex corpus cybernetica’).

Because of ‘The DAO’s international nature, references will be made to EU law, UK law and to a certain extent US law. The legal analysis will be made
on the basis of the ‘black letter’-method, which ‘… focuses almost entirely on the law’s own language of statutes and case law to make sense of the legal
world.’[20] This paper is structured as follows: after this introduction, chapter 2 presents and defines ‘The DAO’ and DAOs in general, and analyses
associated advantages and disadvantages. Chapters 3, 4, 5 and 6 analyse whether ‘The DAO’ would constitute a partnership under UK law, a US
investment contract, an EU investment fund, and/or a UK collective investment scheme, respectively. Chapter 7 argues in favour of the need for a Lex
Corpus Cybernetica and discusses on how it may be structured. Chapter 8 concludes.

On 30 April 2016, Slock.it lead by Christoph Jentzsch launched ‘The DAO’. Besides the definition of ‘The DAO’ provided in its Whitepaper, Jentzsch
further described it as a for-profit entity where investors would participate through purchases of its cryptotokens[21] with Ether. The tokens gave
governance, economic and information rights in the form of, inter alia, voting and rewards/value appreciation. DAOs were, therefore, referred to as
digital corporations.[22] Indeed, Jentzsch likened the purchase of tokens to ‘… buying shares in a company and getting … dividend’,[23] and he
envisioned that ‘The DAO’ could acquire physical assets and form independent business relations with external service providers.[24]

Besides Jentzsch’s general description of this new phenomenon, there is no uniformly applied definition of a DAO,[25] and some even consider Bitcoin
to be the original DAO.[26] This is slightly different from Tapscott and Tapscott’s definition of DAOs, this being ‘open networked enterprises (ONEs)
combined with autonomous agents—software that makes decisions and acts on them without human intervention—we get what we’re calling a
distributed autonomous enterprise that requires little or no traditional management or hierarchy to generate customer value and owner wealth. And we
think that very large numbers of people, thousands or millions, might be able to collaborate in creating a venture and sharing in the wealth it creates—
distributing, rather than redistributing, wealth’.[27]
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In this paper, a DAO is understood as an unincorporated, DLT-structured, ‘smart contracts’-enabled, profit or non-profit,[28] entity or system, which is
ultimately controlled collectively by its participants. Funds for DAOs are typically raised from participants globally through crowdfunding schemes,
specifically initial coin offerings(ICOs).[29]

This broad definition allows, inter alia, DAOs to be established:

i) independently or on existing DLT-systems;[30]

ii) with different administrative setups. For example, some users may have greater administrative powers than others; and

iii) with or without the participants having any previous or existing formal and/or legal connection to each other.[31]

DAO’s attributes entail both general advantages and disadvantages.

The advantages of DAOs include a high level of information symmetry, real-time asset tracking, system integrity, system availability, cost efficiency,
direct participation, democratic inclusion, and cross-border investor collaboration to generate and share wealth through associated system-issued
cryptotokens, as these investment vehicles are marketed directly to investors through the Internet. Moreover, the larger a DAO is, the more robust,
secure and useful will it generally be as new applications are added onto its protocol layer.

The disadvantages include FinTech risks such as legal and regulatory risk,[32] blockchain risk, smart protocol risk, and ICO risk.[33] Furthermore, as
stakeholders may collectively have little strategic leadership, severe governance and compliance issues may arise.

Although there is no uniform definition, ‘The DAO’ and other DAOs can be likened to an innovative business model whereby investors globally can
partake in new disruptive technologies and projects. To better understand the advantages and disadvantages of these schemes, their mechanics are
discussed. Three fundamental mechanisms of ‘The DAO’ can be identified: (i) its underlying blockchain technology; (ii) the smart contractapplications
programmed on top of the blockchain; and (iii) the ICO funding mechanism typically opted for.

2.1. Blockchain technology

A blockchain is in essence a cryptographically secure, distributed ledger. On a more technical level, blockchains can be understood in terms of their
characteristics as either permissioned or permissionless (open),[34] digitally distributed, transparent and immutable ledgers, which can record anything
expressible in code in timestamped and chronologically arrayed blocks.[35]

In permissionless blockchains such as ‘The DAO’, the often pseudonymous users can propose new transactions from each of their system-connected
nodes, such as computers, smartphones and tablets,[36] whereas the compiling and creation of new size-limited blocks containing those transactions are
proposed and maintained by specific nodes called ‘miners’.[37] Any node can become a miner and thereby earn mining-fees and coinbase transactions.
[38] This typically requires specialist hardware, such as application-specific integrated circuits (ASICs), and is very energy-cost intensive.[39]

Users can also propose amendments to a blockchain’s existing features, such as transaction-speed, and implementation of additional features, such as
‘smart contracts’ and off-chain ledgers.[40] These characteristics facilitate trust and system-robustness, as the coded value cannot be double-spent or
undone.[41] This makes golden copies known from centralised systems redundant, as all the distributed electronic devices connected to a blockchain, so-
called ‘nodes’,[42] are able to keep records of that collective ledger.

A blockchain ensures agreement amongst its participants through a consensus mechanism. That is, the tool by which a new block, amongst all the
proposed blocks, is accepted and added on the chain. Examples hereof are: Proof-of-Work (PoW), as applied in Bitcoin;[43] Proof-of-Stake (PoS),[44] as
applied in NEO;[45] Proof-of-Burn,[46] as applied in Slimcoin;[47] and hybrids such as the PoW-PoS-mechanism applied in the Decred-blockchain.[48]
This analysis focuses on PoW, as it is currently the most adopted consensus mechanism within the cryptoeconomy.

With PoW, miners race to solve a mathematical puzzle to find a random number, a so-called ‘nonce’,[49] by spending electricity as proof of their work.
[50] This also solves the issue of unintended forks, as the longest forked-version of the blockchain wins because of the greater electricity consumption.
[51] The miner[52] who finds the unique number can add its block to the blockchain.[53] The consequence of miners compiling and proposing new
blocks is that they to some extent have administrative powers within the system.

Blockchains may be coded independently as ‘meta-chains’ or programmed on top of existing blockchains as ‘alt-chains’. With the latter, a hard forked-
version of the underlying blockchain will be created, and this may have a different consensus mechanism.[54]

2.1.1. Blockchain potentials and risks

The transformative power of blockchains and other distributed ledgers may result in the replacement of legacy systems. It may develop into a key driver
for the global digital economy and new information, data and knowledge societies, as it allows for new innovative ways of information and asset
exchange, validation, and sharing across large distributed networks.[55] Several potential use-cases have been identified, including cost reduction,
greater efficiency and increased digitalisation of international trade. However, any use case must address the associated risks.

In addition to any legal and regulatory risk and data protection risk, blockchains are inherently susceptible to, inter alia, technology risk, value transfer
risk, security risk, and country risk.

Technology risk exist, inter alia, in the form of bugs and the public-key cryptography, where all users have a pair of private and public keys. The public
key is the transaction reference point, whereas the private key control the blockchain-stored digital assets, as it creates the digital signature used to
authenticate transactions. The private key is stored in the users’ digital wallets (accounts),[56] and if it is lost all access to the digital assets it governs is
lost with no recourse mechanism.

Value transfer risk exists as all proposed transactions will practically cost a variable transaction fee, as transactions proposed by non-paying nodes risk
being excluded from new blocks by the miners.[57] The difficulty is that in practice users are subjugated to a blind auction, as they have to guess and
pay a sufficiently large fee for their transaction to be approved and registered. Although, most blockchains are unique, this setup of size-limited blocks
and blind auction transaction fees limits their transactions per second.[58] One 2017 study on Bitcoin finds that only 43% of all bitcoin-transactions are
accepted within an hour, with 20% of all transactions unconfirmed after 30 days.[59] However, initiatives for cryptoexchanges to mitigate this issue are
being developed and deployed, for example, Segregated Witness (SegWit) and Plasma Cash, to upgrade various blockchains with lower transaction time
and fees, and smoother incorporation of smart contracts and other decentralised applications (DApps).[60]

Cybersecurity risk exists, inter alia,because of the use of digital wallets connected to the Internet, which are susceptible to hacks, and attacks by dishonest
nodes.
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2.1.2. Governance

One of the major issues with blockchain is governance. ‘The DAO’ sought to solve this with the involvement of so-called ‘Curators’.[61] These were
eleven users chosen by Slock.it who had been delegated ultimate and arbitrary power to whitelist proposals for voting on the blockchain. This arguably
guaranteed system integrity and security in terms of protecting the system against 51%-attacks and upholding of minority stakeholders’ rights,[62]
although there were no official channels for proposal submissions.

However, this also had the unfortunate effect that Curators could only be changed or terminated if they decided to step down themselves, or if the
system’s users unanimously decided to change or terminate Curators through a hard fork.[63] This in effect created a form of digital feudalism, which
was highly ineffective.

In essence, a DAO’s governance mechanism is the result of its underlying protocol. As software, this can easily be modelled as a standard form to fit the
needs of modern corporate governance. Different nodes can be designed and designated, or special status can be conferred to users who register with
the appropriate regulators to ensure a basic level of responsibility, accountability and access for judicial review, as problems can and will arise. For
example, five tiers of Council of Nodes, or ‘Senātus’ are imagined: (i) Executive Node (Curators); (ii) Voting Node (shareholders); (iii) Auditor Nodes
(regulators, accountants, etc); (iv) Operational and Service Nodes (miners); and (v) Developer Nodes. All nodes would then collectively police the
system in accordance with their respective obligations, duties and powers. Nevertheless, DAOs may not be appropriate for larger more complex
industrial businesses or conglomerates.

2.2. Smart protocols

In his 1994 paper titled ‘Smart Contracts’, Nick Szabo coined the now widespread term. He defined a smart contract as ‘… a computerized transaction
protocol that executes the term of a contract’.[64] As such, Szabo thought of a smart contract not as a legal contract, but merely a self-executing Ricardian
Contract.[65]

In the UK, smart contracts can constitute separate digital legal contracts or form part of an oral agreement or contract, if the general requirements (offer,
acceptance, and consideration) are fulfilled.[66] Because these legal criteria are not necessarily existent in a setup where the term ‘smart contract’ is
applied, smart protocol is hereinafter applied instead.

Smart protocols distinguish themselves from conventional ‘event-condition-action’-rules based on Boolean logic[67] in that they are programmed on
blockchains, and that their execution cannot be interfered with when commenced.[68]

For these reasons, smart protocols can be understood as DLT-embedded protocols that self-execute pre-defined outputs (scripts) when pre-defined
conditions are met, and which, once execution is commenced, cannot be interfered with.[69]

Whether a smart protocol’s input-variable has been met is determined through third-party data feed, so-called ‘Oracles’, which pass/fail-test input
against the smart protocol’s requirements. This can, for example, be GPS-input to establish whether a shipment of goods has arrived at a specific port.
[70]

2.3. Initial coin offerings

In general, ICOs, also known as ‘crypto-crowdfunding’ or ‘crowdsale’,[71] may be used to crowdfund[72] or promote distributed projects such as DAOs.

An ICO can be understood as the launch of a new blockchain (meta-chain or alt-chain), with an offer to the investing public or a designated investor
group for the new system’s pre-mined cryptoassets[73] in exchange for fiat currencies, such as USD or EUR, or other cryptoassets, such as bitcoin or
Ether.

As with both blockchains and smart protocols, any application of ICOs must duly address the associated risks, including compliance risk and
reputational risk.

Compliance risk exists as ICOs may be subject to securities laws across the jurisdictions where the associated cryptoassets are offered or investors reside.
For example, the US SEC has brought cease-and-desist proceedings against several ICO issuances, including Munchees Inc[74] and Recoin.[75] For this
and other reasons, several regulators, including FCA[76] and ESMA,[77] have warned against ICOs.

3. Paragraph 3 looks at whether ‘The DAO’ could be qualified as a UK partnership, should it be established in that jurisdiction.

From an economic perspective, firms are in simplified terms collective endeavours whose primary goals are profit maximisation.[78] In a broader
perspective, firms also seek to maximise value for their stakeholders.[79]

From a legal perspective, firms can be established in various forms with each one having various minimum requirements depending on the applicable
private law of the jurisdiction in which the legal entity is seated (lex loci situs).

In the UK, the general partnership (hereinafter simply referred to as ‘partnership’) is the residual business model for joint business undertakings, and
the question is whether DAOs, in general, and ‘The DAO’, in particular, would constitute general partnerships under the UK Partnership Act 1890
(PA1890), ss 9 and 24(1), should they be set up in this jurisdiction.[80]

While partnerships have historically been referred to as ‘companies’,[81] the fundamental difference between partnerships and companies can be
understood in terms of the various incorporation requirements for companies under the UK Companies Act (CA06), s 7 et seq, which do not apply to
partnerships.[82] Being unincorporated, ‘The DAO’ therefore cannot constitute a company. Furthermore, in contrast to companies,[83] Scottish
partnerships[84] and limited liability partnerships (LLPs),[85] English partnerships do not form legal persons.[86] Partnerships may nevertheless
replicate the ability of companies to have a substantial and fluctuating numbers of members.[87]

In general terms, a partnership is the relation which subsists between persons carrying on a business in common with a view of profit.[88] This naturally
implies the existence of an agreement (oral, implied or by conduct)[89] or contract,[90] and some degree of sharing of liability.[91]

Besides these criteria, there are no absolutely necessary features.[92] Neither describing participants as ‘partners’,[93] or sharing of gross returns and net
profits[94] or losses between the participants in themselves form partnerships.[95] Although these facts are naturally taken into consideration, the
assessment of whether a partnership exists is based on an overall and objective assessment of the facts.
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‘The DAO’ has been described as a corporation between a large multitude of pseudonymous or anonymous participants with its associated tokens being
described as ‘shares in a company’.[96] The reference to the corporate structure, however, is not correct as ‘The DAO’is not incorporated. By contrast,
that ‘The DAO’ could constitute a partnership can be argued on the basis of:

1. [97]
2. [98]

Against these arguments it is noted that ‘The DAO’ tokens do not confer any rights against other ‘The DAO’ participants.[99]

Also, it is dubious at best that the participants have intended to form such legal relations with the multitude of dispersed and pseudonymous (or even
anonymous) participants as to create a business in common. Furthermore, although the term ‘company’ has historically been applied to partnerships,
simply describing a scheme as such does not make it so legally.[100]

However, the decisive argument ‘The DAO’ not being a partnership is likely the fact that the scheme is between a large multitude of pseudonymous or
anonymous participants. As noted by Hanbury, ‘… absolute strangers could hardly be said to carry on a business in common’.[101] In the US case
Williamson v Tucker,[102] it was held that ‘Similarly, one would not expect partnership interests sold to large numbers of the general public to provide
any real partnership control; at some point there would be so many partners that a partnership vote would be more like a corporate vote, each partner’s
role having been diluted to the level of a single shareholder in a corporation. Such an arrangement might well constitute an investment contract’.

In that case, the judge instead contemplated whether a partnership could be reclassified as an investment contract under US securities law. He held that
this could be the case, if, for example, investors lacked sufficient control, knowledge and skill.[103]

Instead, ‘The DAO’ participants trade for their own account with losses and profits attributable to the individual investor alone with no implied agency
function conferred to the other participants.[104] With regard to the use of the voting rights attached to the tokens, this may instead be construed as
beneficiaries’ power to assent.

Following this line of arguments, ‘The DAO’ should not constitute a partnership under UK law, although a recharacterization risk exists for smaller
DAOs.

If reclassified as a partnership, participants would have the rights and liabilities arising from partnership law. Specifically, the participants would not be
protected by any corporate veil, as ‘The DAO’ would not form a legal person. Hence, participants would have joint and several liabilities for all debts
and obligations incurred by ‘The DAO’, whilst being partners. Other legal issues typically dealt with in a well-drafted Partnership Agreement would
likely arise, with regard to, for example, exit by partners,[105] disputes, and governing law and jurisdiction.[106]

4. Paragraph 4 looks at whether ‘The DAO’ could be qualified as an investment contract under US law, should it be set up in that jurisdiction.

The proposition made by the judge in Williamson v Tucker opens up for ‘The DAO’ being regulated as a security under the US Securities Act 1933
(SA1933)[107] and the Securities Exchange Act 1934 (SEA1934),[108] hereinafter collectively referred to as ‘the Acts’.

The term ‘security’ is defined in the Acts in broad terms, which make it very flexible rather than static.[109] It includes ‘… any note, stock, treasury stock,
security future, security-based swap, bond, debenture, evidence of indebtedness, certificate of interest or participation in any profit-sharing agreement,
collateral-trust certificate, preorganization certificate or subscription, transferable share, investment contract …’.[110]

Of particular interest to this paper is the term ‘investment contract’, which is defined in the four-prong test found in SEC v Howey Co (the ‘Howey-test’).
[111]

To constitute an investment contract, there must be: (i) an investment of money; (ii) in a common enterprise; (iii) with an expectation of profit from the
investment; and (iv) such profit arises solely from the efforts of others.[112]

In the following it is analysed whether ‘The DAO’ could constitute an investment contract under US law.

4.1. ‘An investment of money’

The first criterion is interpreted broadly whereby ‘money’[113] is to be understood as an investment of something of monetary value. As noted in Uselton
v Comm Lovelace Motor Freight, Inc:[114]  ‘… in spite of Howey’s reference to an “investment of money,” it is well established that cash is not the only form
of contribution or investment that will create an investment contract. Instead, the “investment” may take the form of “goods and services,” … or some
other ‘exchange of value’.[115] This includes cryptoassets, specifically Bitcoin and Ether, accepted as payment for ‘The DAO’ tokens.

4.2. ‘A common enterprise’

The second criterion was not defined in the Howey-case, and this has left the Circuit Courts to interpret the meaning of the term. Three approaches have
been developed: (i) the horizontal approach, which focuses on the inter partes relationship between investors; and (ii) the vertical approaches (narrow
and broad), which focus on the relationship between investors and promoters.[116]

A detailed discussion of the advantages and disadvantages of each approach goes beyond the scope of this paper. Instead, it suffices to give a brief
overview of each approach.

The horizontal approach ‘… focuses on the relationship among investors in an economic venture’,[117] and is applied by the DC, First-Fourth and Sixth-
Seventh Circuit Courts.[118] This approach is then satisfied if there is a pooling of investors’ funds in a common venture where ‘… the individual
investor shares all the risks and benefits of the business enterprise’ according to their own individual investment.[119]

The narrow vertical approach focuses on whether ‘… there is a correlation between the fortunes of an investor and a promoter’, [120] and is applied by
the Ninth Circuit Court.[121] Thus, it is not necessary for funds to have been pooled. Instead, the test is satisfied if: (i) both investor and promoter are
exposed to risk; and (ii) their profits and losses are correlated.[122]

The broad vertical approach focuses on whether ‘… the success of an investor depends on a promoter’s expertise’,[123] and is applied by the Fifth and
Eleventh Circuit Courts.[124] The criterion is vague and thus flexible as it does not require any pooling of funds nor that the investor and promoter are
exposed to risk and that their profit and losses are correlated.

‘The DAO’ would constitute a common enterprise under all approaches, as:
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1. 

4.3. ‘An expectation to profit from the investment’

The third criterion was clarified by the Supreme Court in SEC v Edwards,[125] as was held that ‘The profits this Court was speaking of in Howey are
profits—in the sense of the income or return—that investors seek on their investment, not the profits of the scheme in which they invest, and may
include, for example, dividends, other periodic payments, or the increased value of the investment. There is no reason to distinguish between promises
of fixed returns and promises of variable returns for purposes of the test, so understood’. Thus, profit may arise from the appreciation of ‘The DAO’
tokens, and an expectation of profiting therefrom can motivate a reasonable investor to invest.

4.4. ‘Arising solely from the efforts of others’

The fourth criterion should not be interpreted in the strictest literal sense,[126] so as to avoid ‘a mechanical, unduly restrictive view of what is and what
is not an investment contract’.[127] The Supreme Court has several times emphasised that the economic realities of a scheme are of greater importance
than form. Therefore, it does not automatically preclude the existence of an investment contract that ‘the investors [are] required to exert some efforts if a
return [are] to be achieved …’.[128]

For example, in SEC v Glenn W Turner Enterprises, Inc[129] the court was faced with a pyramid franchise scheme in which the success of the scheme partly
derived from the scheme’s promoters, who sold the scheme’s products, and partly from the investors, who received a commission for any new prospect
customers. It was held that the scheme constituted an investment contract, although, the profits were not ‘solely’ derived from the scheme’s promoters.
[130]

In ‘The DAO’, investors may, for example, take on the role of miners, and thereby contribute to a scheme’s success, but this does not alter the fact that
‘The DAO’ is based on the critical expertise of the Slock.it team and the management Curators.[131]

Investors may also retain power in the scheme insofar as this power is limited.[132] In ‘The DAO’, the protocols were predetermined by the Slock.it
developers, and Curators exercised immense managerial control, as vetting and whitelisting of proposals were subject to their subjective criteria.[133]
This power included the ability to allow proposals for removal of one or several Curators.[134]

Therefore, ‘The DAO’ scheme fulfils the fourth criterion. However, other DAOs may be established with frameworks that allow participants to retain
power and be capable of exercising that power. Such schemes probably would not constitute investment contracts,[135] regardless of any power actually
exercised by the participants.

4.5. ‘The DAO’ as an investment contract under US law

‘The DAO’ could constitute an investment contract according to the Howey-test. If that were to be the case, then participations in ‘The DAO’ would
qualify as securities and consequently US securities law provisions would apply. However, depending on their characteristics, this may not be true for
other DAOs.

5. The EU legal framework on investment funds distinguishes between Undertakings for Collective Investment in Transferable Securities (‘UCITS’)
under the UCITSD Directives[136] and Alternative Investment Funds (‘AIFs’) under the Alternative Investment Fund Managers Directive.[137] Chapter
5 looks at whether ‘The DAO’ could be qualified as an investment fund (either a UCITS scheme or an AIF) under EU law, should it be set up in a EU
member state.

5.1. UCITS schemes

UCITS are open-ended retail investor funds, which are regulated by the UCITS Directives.

Under the UCITS Directives, the operation of UCITS, inter alia, requires:

1. [138]
2. [139]
3. units, directly or indirectly, on demand;[140] and
4. [141]

Authorisation under the UCITS Directives is valid for all Member States, whereby the schemes may market themselves throughout the European
Economic Area through their passporting rights.

In analysing whether a scheme is a UCITS under the UCITS Directives emphasis is to a large extent placed on the objective economic activity and reality
of a scheme, rather than its legal form. A UCITS may be formed in many ways, which is largely dependent on the national rules in the respective EU
jurisdictions; yet, a UCITS cannot take the form of closed-ended investment company.[142]

With regard to ‘The DAO’, it is noted that it has been marketed to retail investors both domestically and internationally through the Internet. However,
‘The DAO’ does not constitute a UCITS because:

1. [143]

5.2. Alternative investment funds

Alternative Investment Funds are defined by the Alternative Investment Fund Managers Directive (‘AIFMD’) as ‘collective investment undertakings,
including investment compartments thereof, which: (1) raise capital from a number of investors, with a view to investing it in accordance with a defined
investment policy for the benefit of those investors; and (2) do not require authorization pursuant to Article 5 of Directive 2009/65/EC’.

Interestingly, the definition of AIFs under the AIFMD refers to the UCITS Directives with a view to catching every collective investment undertaking
which is not a UCITS scheme. Building on this definition, it has been argued that, at European Union level, every collective investment scheme which
does not comply with the strict rules of the UCITS Directives is now to be qualified as an AIF under the AIFMD.  Therefore, the category of the AIFs
is very broad and comprehensive, given that it includes every undertaking for collective investment with whatever legal form and whatever structure
that is not authorized under the UCITS Directives.

[144]

[145]
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Despite such a definition, however, the EU legal framework does not regulate the AIFs themselves. Rather, AIFs continue to be subject to the domestic
rules of the Member State where they have been established and possibly supervised by the national competent authorities. According to Recital 10 of
the AIFMD, the AIFMD does not regulate AIFs, as it would be disproportionate to regulate the structure or composition of their portfolios at EU level.
Indeed, it would be difficult to provide for such extensive harmonization due to the huge variety of existing investment schemes. As a legal effect, the
Member States can adopt or continue to apply national requirements in respect of AIFs established in their territory. However, this circumstance should
not prevent the exercise of rights of AIFMs authorized in accordance with the AIFMD in other Member States to market to professional investors in the
EU certain AIFs established outside the Member State imposing additional requirements and which are, therefore, not subject to and do not need to
comply with those additional requirements.

With the adoption of the AIFMD, the EU legislature decided to regulate, at EU level, only the activities of management  and marketing  to
professional investors of AIFs after defining both AIFs and AIFMs. According to Article 4(1)(b) of the Directive, AIFMs are legal persons whose regular
business is managing one or more AIFs.

Also, specific provisions on the internal organization of AIFMs and their authorisation are set forth. Particularly, mirroring the UCITS Directives, the
AIFMD provides that AIFs are also meant to work on the basis of the investment triangle model. Hence, the relevant asset manager decides the
investment strategies, whereas the depositary holds the assets on behalf of the fund in order to grant more protection to the investors. Therefore, at the
European legislation level, the investment triangle model is the only available model for every collective investment scheme addressed both to retail and
professional investors.

Due to the broad definition of AIF under the AIFMD, it cannot be excluded that ‘The DAO’ would be accordingly qualified as an AIF, since it would
raise capital from a number of investors, with a view to investing it in accordance with a defined investment policy for the benefit of those investors
while not requiring an authorization pursuant to the UCITS Directives.

6. In the UK, establishing, operating and winding up CISs are regulated activities under FMSA.[148] Therefore, a CIS must obtain FCA authorisation
under FSMA, s 19 in order to promote its investment activities through invitations or inducements, unless an exemption applies.[149]

Breach of the general prohibition in FSMA, s 19 is a criminal offence,[150] and an agreement entered into in contravention of hereof is unenforceable
against the other party.[151] Furthermore, any breach entitles the authorities to pursue remedies, including issuing fines,[152] injunctions and restitution
orders,[153] and the courts may be petitioned to wind up a company on grounds of public interest, where the company’s sole business is unlawful.[154]

In contrast to partnerships, it is typical for CIS that the investors, present and future, have no formal or legal connection to each other. FSMA, s 235(1)
defines CIS as ‘… any arrangements with respect to property of any description, including money, the purpose or effect of which is to enable persons
taking part in the arrangements (whether by becoming owners of the property or any part of it or otherwise) to participate in or receive profits or income
arising from the acquisition, holding, management or disposal of the property or sums paid out of such profits or income’.

Any arrangement must also have either or both of the following characteristics:

1. [155]

The definition does not encompass corporate bodies other than OEICs, which excludes investment companies within CA06, s 833, or LLPs.

Other arrangements are also explicitly exempt from being CISs under the Financial Services and Markets Act 2000 (Collective Investment Schemes)
Order 2001 (CIS Order), art 3.[156]

Besides these exceptions, the CIS definition is flexible and encompasses any arrangement that pools funds from investors with similar speculative
profitmaking objectives and channel these into specified managed investment portfolios for the benefit of its investors.[157] This includes communal
investments such as credit unions, co-operatives and other social investments.[158]

The DAO does not fall within any of the mentioned exemptions.[159] In the following, the prongs in section 235(1) of FSMA 2000 are analysed with a
view to analysing whether ‘The DAO’ meets the related requirements, thereby being potentially qualified as a CIS under UK law.

6.1. ‘Arrangements’

The term ‘arrangement’ is not limited to the meaning under the RAO. Rather, FSMA, s 22 applies a very broad usage of the term which has no clear
boundaries, as the section does not require the observation of any formality.[160] For example, the term may also include communications between
parties, even if they are not legally binding.[161]

Furthermore, one scheme may comprise several arrangements, whilst separate schemes in various jurisdictions may pose as one single arrangement,
[162] as ‘The core definition has no territorial limitation and thus where ‘arrangements’ are made is irrelevant’.[163]

The broad interpretation of ‘arrangements’ is flexible enough to potentially encompass ‘The DAO’.

6.2. ‘With respect to property’

In National Provincial Bank Ltd v Ainsworth,[164] the term ‘property’ was held to include anything that is: (i) definable; (ii) identifiable by third parties; (iii)
capable of assumption; and (iv) permanent or stable to some degree. To these criteria, in obiter Lady Hale added ‘independence’ as a fifth criterion in
OBG Ltd et al v Allan et al.[165] Furthermore, ‘some degree of control’ has been proposed as a sixth criterion.[166]

Any contribution that satisfies these criteria fulfils the property prong,[167] such as cryptoassets, as it is not necessary to acquire property that is distinct
from the contributions.[168] The investments made by ‘The DAO’s participants, therefore, fulfil the criterion.[169]

6.3. ‘Purpose or effect’

Fundamentally, the participants must have an intention to participate in a scheme,[170] although, this prong is satisfied even by preparatory actions,
including pooling of funds in a bank account.[171] As a consequence, schemes not established as CISs by design, but that objectively operate as such in
practice, may satisfy this criterion.[172]

The purchase of tokens is a positive action towards participating in ‘The DAO’, and the scheme’s purpose in promotional material has explicitly been
stated in phrases such as ‘buying shares in a company’. ‘The DAO’ therefore would fulfil this criterion.

6.4. ‘Persons’

[146] [147]
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The plural form makes it clear that a CIS requires more than one participant. However, there is no requirement that the participants must be known. It is
sufficient that participants’ existence can be asserted from the material facts.

This is the case with ‘The DAO’s blockchain where all transactions and users (pseudonymous or anonymous) are recorded.

6.5. ‘Participate in or receive profits or income arising from the property’

The investors must have a right to a direct or indirect ratable share in any revenue or profit stemming from the scheme’s assets, regardless of how it has
been generated.[173]

So far, ‘The DAO’ has not generated any revenue. However, this does not mean that no profit has been made, as the term includes any increased value of
an investment,[174] such as the appreciation of ‘The DAO’s cryptoassets.[175]

‘The DAO’s value is intricately linked to the use of the applications that is offered, and consequently its value and the value of its tokens[176] is largely
based on the network effect or networkexternalitycreated by large number of users of that application.[177]

‘The DAO’s tokens represent investors’ right to a ratable share in any profit stemming from the scheme, and therefore this criterion would be fulfilled.

6.6. ‘No day-to-day control’

Scheme participants must not have day-to-day control over the management of the property, and any intention of investors retaining day-to-day control
speaks for the existence of a CIS.[178] This does not include any executive right by the participants to be consulted or to give directions.[179]

However, in Russell-Cooke Trust Co v Elliott it was held that a CIS may also exist if one investor, but not the other investors, retain day-to-day
management control over the invested funds. This was confirmed by Arden LJ in FSA v Fradley and Woodward,[180] who found it critical to the existence
of a CIS that day-to-day control had been ceded. Although, it was also noted that ‘… it does not matter that the scheme was not a CIS as regards any
participant who retained day-to-day control of the management of his monies’.[181] It is uncertain whether an analysis of a scheme must be undertaken
from a collective or individual perspective.

In ‘The DAO’, it was said that the individual participants have effectively day-to-day control of their investments through the Curators and the Slock.it
teams. Yet, their voting rights, and thus their control rights are limited to the opportunities shortlisted by these scheme managers. This seems to mean
that participants do not actually have day-to-day control over their investment in that they are not able to influence the business strategy of the scheme
which will be instead determined by the Slock.it team.[182] Should that be the case, then the requirement of the lack of participants’ day-to-day control
would be met.

6.7. ‘Pooled contributions and payments’ and/or ‘property is managed as a whole’

Under section 235(3) there must be a pooling of the contributions and payments and/or a management of the property as a whole. As previously noted,
funds are pooled with ‘The DAO’ scheme, and already for this reason the criterion would be fulfilled.

However, it is also noted that the funds raised by ‘The DAO’ are effectively managed as a whole by the Curators and the Slock.it management and
development team, whereby the participants rely on their significant managerial efforts.[183] Furthermore, ‘The DAO’s individual participants may
simply be too disparate to become organised and effectively assert any meaningful power.[184]

6.8. ‘The DAO’ as a CIS under UK law

‘The DAO’ seems to fulfil the requirements for being a CIS under UK law, and therefore promotion of the scheme requires FCA authorisation, unless the
scheme is qualified as a UK Unregulated Collective Investment Scheme.[185] But if that were to be the case, then ‘The DAO’ could only be promoted to:
(i) certified high networth investors; (ii) sophisticated investors; (iii) self-certified sophisticated investors; and (iv) existing investors in ‘The DAO’.[186]
This means that it could not be offered to retail investors.

7. The general applicability of the geographical scope of the laws and rules that govern cyberspace is complicated by the global nature of the Internet,
[187] which is instrumental to modern commerce. New digital instruments offered, such as cryptoassets, disregard physical boundaries and
challenge any territorial legal framework. And, the enormous transnational flow of data and other wealth associated with these new asset classes
emphasise the need for legal certainty in the symbiotic relationship between commerce and the law.

DAOs and other global fundraising schemes may usher in a new era of global hyper-interconnectedness, and a lack of a common foundation in the
digital economy undermines full, effective and comprehensive international digital commerce. There is no proprietary right to blockchain technology,
which will undoubtedly go beyond cryptoassets, and ‘… the regulatory approach to blockchain simply cannot be different in different countries, since
the technology is borderless and global’.[189] This may eventually also result in global systemic risk, as thousands, if not millions, of people could invest
their savings in DAOs and other schemes.

The Law Commission in the UK has recognised that there is need for review and potentially regulatory reform to encompass these new technologies.
[190] However, viewing these developments in an entirely regulatory prism, which is the case in the US, is not the answer.[191] These innovative bodies
should not be regulated as expensive and heavy public companies.[192]

In the early years of the Internet, Johnson & Post proposed to view cyberspace as a distinct self-governed place in itself with its own ‘legally significant
border’.[193] The idea finds its inspiration from the Law of Merchants (Lex Mercatoria) developed throughout the Middle Ages, during a time when local
feudal lords struggled to establish meaningful rules to cross-border trade. Instead, the inadequate legal conditions were dealt with by the merchants
themselves through their own legal code. The new rules did not replace or make the existing laws and regulations redundant but were applied in
conjunction with these.[194]

Yet, cyberspace, in all its infinity, may not be ready to develop its own private legal framework for effective self-governance, although exceptions may be
found in classes and subclasses, such as DAOs, within cyberspace.

In contrast with any popular belief amongst techies that code can replace law,[195] any such private solutions would, as with Lex Mercatoria, necessarily
only supplement the law, and fundamental questions on, for example, the legal status, rights and obligations of DAOs, would still need a suitable
framework within international and national law.[196]

 [188] 
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In this paper, we have looked at two overall and broad frameworks, which can cover DAOs: partnerships and investment funds. But these were not
drafted with DAOs and their global scope and the related issues in mind, and this may stifle any innovative application of DAOs. The emergence of
DAOs necessitates fundamentally rethinking of the legal framework applicable to these new bodies for common enterprise.

Solutions to the transnational issues with DAOs could, as a constructive first step, be safe harbour rules, or rather broad principles and standards, for
international cooperation. This could then be followed by a new convention – a Law of the Cyber Entities (Lex Corpus Cybernetica). This would also be
principle and standard-based rather than a rigid entity and rules-based framework.

The envisioned scheme would essentially consist of principles and standards dealing with five main issues: (i) finance (authorisation systems and
capital); (ii) markets (cryptoexchanges and other exchanges); (iii) conduct (firms and individuals); (iv) assets (products and services); and (v) systems
and stability (including ‘too big to fail’ provisions and mechanisms).

Such principles already exist in international financial law. For example, the principles dealing with conduct of firms and individuals can be modelled
after the eleven simple, yet powerful, Principles for Business in the FCA Handbook. These being: (i) integrity; (ii) skill care and diligence; (iii)
management and control; (iv) financial prudence; (v) market conduct; (vi) customers’ interest; (vii) communication with clients; (viii) conflicts of interest;
(ix) customers: relationship and trust; (x) clients’ assets; and (xi) relations with regulators.[197]

Furthermore, the international body to oversee proper implementation of these principles and standards could then be a standard setter similar to the
Basel Committee on Banking Supervision (BCBS) under the Bank for International Settlement (BIS).[198]

Where ‘The [BCBS] is the primary global standard setter for the prudential regulation of banks and provides a forum for regular cooperation on banking
supervisory matters’,[199] the new international body would be the primary global principle and standard setter for the prudential regulation of
transnational DLT products, services, and related issues, and provide a forum for regular cooperation on these matters.

As such, the new proposed body would mirror the BCBS with, for example, its monitoring and assessment scheme, the Regulatory Consistency
Assessment Programme’.[200] This can be established as a committee involving other standard setting bodies, for example, International Organization
of Securities Commissions (IOSCO), the International Association of Insurance Supervisors (IAIS), the Financial Stability Board (FSB), Committee on
Payments and Market Infrastructures (CPMI) and/or the Organisation for Economic Co-operation and Development (OECD).

As with the BCBS and its work, the proposed committee would allow for flexibility and increased global cooperation, as its members would comprise
national regulators, such as the FCA and the SEC. The framework will maintain an appropriate level of oversight while allowing a natural development
of the FinTech industry and its new products, services and frameworks, such as DAOs. Furthermore, where a rules and entity-based framework will
have difficulty catching up with the technological advancements, a broad transnational, umbrella framework of principles and standard-based
provisions will easily encompass new developments.

As the world becomes increasingly interconnected, this could in the longer term also be constructed as part of a larger global framework under a Law of
the Digital Economy (Lex Digitalis Economica).

8. The concept of FinTech is not new. Rather, what has increased is the importance of technology in modern finance and commerce. Furthermore,
information is power in this age of the Internet of Things where new information, knowledge and data societies are being constructed.

The decentralised organisation exemplified by ‘The DAO’ may be the corporation of the future. However, as Lord Nicholls noted, ‘All investment
involves risk’.[201] Still, as this paper shows, the existing legal and regulatory framework has not been designed to accommodate DAOs.

At this development stage, any perceived benefits of ‘The DAO’ and other DAOs are outweighed by continued global legal, regulatory and policy
uncertainty, including significant risk of reclassification into other legal forms and schemes, which leads to compliance risk.

Although DAOs are not panaceas to corporate issues, they may be used to increase financial inclusion, commerce and economic wealth, which are
intimately linked. The benefits of such entities include trustworthiness and provenance (asset tracking)[202] whilst being an alternative to corporations
and their two fundamental problems: scant rule abidance and divergent rule interpretation. With DAOs all stakeholders have access to all information
recorded on the underlying blockchain, which allows for an enhanced corporate democracy. As such, DAOs can be the corporate bodies of the future, as
they may:

1. simplify in terms of the system being run on blockchain with every transaction being immutably and transparently recorded;
2. codify (and digitalise) in terms of tokenisation of assets, including real and financial assets;
3. modify in terms of the way business and social communities are developed and undertaken in the future;
4. rectify by dealing with any lack of democracy, and agency problems; and
5. ratify in terms of organising, systemising and validating digital trade and potentially the Internet itself.

However, any associated risks, including technology risk, transfer risk, and cybersecurity risk, should not be underestimated. Furthermore, although
smart protocols will self-execute when the pre-defined input variables are met, the overall strategic decision-making still requires consensus amongst
stakeholders who will often be located in several jurisdictions with different legal frameworks. In business, this dependency on ‘the mind of the
crowd’[203] arguably severely stifles efficient governance. This could result in a lack of corporate social responsibility with strategies, if existing, being
emergent rather than intended. To this end, although blockchain systems are susceptible to several types of attacks, the self-interest of the participants in
an increased network effect[204] may lead them to seek to preserve and develop the safety of their systems, and to enforce any underlying ‘bylaws’.

At this stage, there is no effectively functioning DAO in existence. However, it is possible to create a DAO model that works and complies with relevant
law, such as common law, civil law, public law, and allows for judicial review, depending on local laws, and this will be very important going forward in
the absence of other dispute resolution and remedy mechanisms. Applying the solutions and mechanisms suggested in this paper could allow adequate
and proper supervision, control, responsibility, accountability, and governance within these new organisational structures. Specifically, new node classes
may be created and developed to effectively police and improve the operation of DAOs as business and social corporations that complies with the legal
and regulatory (financial and non-financial) framework of the time.

Such nodes five-tiered Council of Nodescould be constituted by: (i) Executive Node (Curators); (ii) Voting Node (shareholders); (iii) Auditor Nodes
(regulators, accountants); (iv) Operational and Service Nodes (miners); and (v) Developer Nodes.

However, their usefulness ultimately depends on the policies of lawmakers.[205] For this reason, new principle and standard-based safe harbour rules
and a Lex Corpus Cybernetica should be worked towards at international and global level. This would ensure an appropriate and adequate level of
investor and market protection, whilst tackling the aforementioned risks without stifling the innovative nature of DAOs and their associated
advantages.



19/09/2022, 11:01 Decentralised autonomous organizations: looking for a suitable regulatory treatment | Open Review of Management, Banking and Finance

https://openreviewmbf.org/2021/04/05/decentralised-autonomous-organizations-looking-for-a-suitable-regulatory-treatment/ 9/16

A related issue is that regardless of whether DAOs constitute partnerships or CISs, they would not form separate legal persons. However, legal
personality allows for growth as investors are protected from any personal liability, and should, therefore, be sought by giving DAOs a form of quasi
digital corporate status, for example, through the creation of a unique form of digital limited liability. This would avoid any fragmentation.  

DAOs may potentially create a massive opportunity for creating a common core unified form of global business organisation that could support
financial inclusion, development, small and medium size business growth, earnings and welfare benefit across the world.

As has been acknowledged by the UK government, the importance of these new technologies and opportunities cannot be underestimated.[206] The
existing rules must be re-examined for combability with DAOs and the technologies and innovative solutions they incorporate and represent. Although
Brexit has brought uncertainty, the UK may harness the opportunity to spearhead the development of the new digital legal and regulatory infrastructure
envisioned and proposed in this paper and become the global FinTech market leader envisioned by the government.[207]
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