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Abstract

Deep Learning (DL) has achieved outstanding results in numerous domains,
yet its widespread adoption in safety- and security-critical applications re-
mains limited due to its vulnerability to adversarial examples. These imper-
ceptible perturbations can drastically alter the predictions of Convolutional
Neural Networks (CNNs), raising serious concerns about their trustworthi-

ness.

This dissertation addresses the problem of adversarial robustness in CNNs
from two complementary perspectives: the design of novel adversarial attacks
and the evaluation of the effects of efficiency-oriented transformations on

adversarial robustness.

First, we propose two new adversarial strategies specifically designed
to balance effectiveness and stealthiness. N-Pixels is a gray-box attack that
leverages internal representations of CNNs to identify the most relevant image
regions and applies minimal perturbations for successful misclassification.
Incremental Pixels is a black-box score-based attack that progressively per-
turbs pixels, increasing both the number and magnitude of modifications only
when necessary. Both methods achieve a favorable trade-off between query

efficiency, imperceptibility, and attack success rate.



Second, we investigate the interplay between adversarial robustness and
efficiency-driven techniques, such as quantization and Approximate Comput-
ing. While these transformations are primarily adopted to reduce computa-
tional and energy costs, we show that they significantly influence adversarial
behavior: in some cases mitigating the effect of specific attacks, in others in-
troducing new weaknesses or reducing the reliability of defense mechanisms.

Overall, this thesis highlights the limitations of existing approaches and
provides new insights into the relationship between efficiency, error resiliency,
and adversarial robustness. The results contribute to a deeper understanding
of how to design CNN-based systems that remain both efficient and secure in
real-world scenarios.



Introduction

Over the last decade, Deep Learning (DL) has profoundly reshaped the land-
scape of Artificial Intelligence (AI). Thanks to its ability to learn complex
representations directly from large amounts of data, DL has enabled ma-
chines to achieve, and in many cases surpass, human-level performance in
a wide range of domains [1, 2]. Examples include (i) computer vision [3],
where deep models now dominate tasks such as image classification, object
detection, and semantic segmentation; (ii) speech processing [4], where they
power State-of-the-Art (SotA) systems for speech recognition and speaker
identification; (iii) Natural Language Processing (NLP) [5], where large-scale
models achieve impressive results in translation, summarization, and dialogue
systems; and (iv) and medical diagnostics [6], where CNN-based solutions
are applied to radiology, histopathology, and genomics to support clinical

decision making.

Within this technological revolution, Convolutional Neural Networks
(CNNs) have emerged as one of the most promising and widely adopted
architectures [7]. Their hierarchical structure, inspired by the visual cortex,
enables them to automatically extract increasingly abstract features from
raw data, reducing the need for manual feature engineering. This ability has

made CNNs a cornerstone of modern Al research and applications. Today,
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they form the backbone of numerous real-world systems: from autonomous
vehicles [8], where they are used for scene understanding, traffic sign recogni-
tion, and pedestrian detection; to biometric authentication systems [9], where
they enable robust face and fingerprint recognition; to smart surveillance
solutions [10], where they are deployed for anomaly detection and activ-
ity monitoring; and even to industrial inspection [11], where they facilitate
defect detection in manufacturing pipelines. The impact of CNNs extends
beyond high-performance computing platforms. They have become central to
many technologies embedded in consumer electronics—such as smartphones,
smart assistants, and cameras—bringing DL capabilities into everyday life.
In parallel, CNNs are increasingly deployed in mission- and safety-critical
contexts, such as unmanned aerial vehicles, healthcare monitoring devices,
and automotive driver-assistance systems. In all these domains, the combina-
tion of high accuracy, adaptability, and scalability makes CNNs an essential
enabler of intelligent automation. Despite these achievements, the widespread
deployment of CNNs has also highlighted two major challenges: efficiency
and security.

On the efficiency side, CNNs are notoriously resource-hungry. Training
SotA models involves billions of operations and extensive computing infras-
tructures, while inference still demands substantial computational power and
memory [12]. This creates issued for deploying CNNs in edge computing,
mobile platforms, and Internet of Things (IoT) devices, where resources are
scarce, latency constraints are strict, and power consumption is a primary
concern. To address this issue, several methodologies have been proposed to
improve efficiency [13], including pruning [14], low-rank factorization [15],
weight quantization [16], and the Approximate Computing (AxC) design
paradigm [17]. The AxC deliberately replaces exact arithmetic components
with approximate ones, trading accuracy for reductions in hardware overhead,

and exploiting the error resilience of neural networks.



On the security side, CNNs have been shown to be vulnerable to ad-
versarial attacks. Szegedy et al. [18] revealed that adding carefully crafted
but imperceptible perturbations to images could drastically change the out-
put of a neural network. Since then, a wide range of adversarial attacks
have been proposed. Gradient-based methods, such as Fast Gradient Sign
Method (FGSM) [19], Basic Iterative Method (BIM) [20, 21] and Projected
Gradient Descent (PGD) [22], exploit model gradients to generate perturba-
tions efficiently. Optimization-based attacks, including DeepFool [23] and the
Carlini-Wagner (CW) method [24], compute minimal perturbations that cross
the decision boundary, but at the cost of high computational effort. Finally,
query-based black-box strategies such as the One-Pixel (OP) [25] and Square
Attack (SQ) [26] attacks rely only on model outputs to search for adversarial
perturbations.

Despite their success, these attacks present practical limitations. Both
gradient-based and query-based methods often generate adversarial images
that, while are as close as possible to the original ones, can still produce visible
perturbations to human observers. Optimization-based methods, although
more precise, are computationally expensive and less practical in real-time
scenarios. Black-box methods are more realistic, but typically require a very
high number of queries, making them inefficient and detectable in practice.
These limitations highlight the need for stealthier, more efficient, and more
transferable adversarial strategies, fueling ongoing research in adversarial

machine learning.

Furthermore, efficiency and adversarial robustness have been studied
in isolation. Efficiency techniques are usually evaluated in terms of accu-
racy and resource savings, while adversarial robustness is tested on full-
precision floating-point networks. Yet, these two aspects are deeply inter-
twined. Efficiency-oriented methodologies alter the numerical behavior of
neural networks: quantization discretizes weights and activations, introducing

step-like decision boundaries, while AxC deliberately injects hardware-level
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noise into the computation. Although these changes often preserve accuracy
on clean data, they may profoundly affect adversarial robustness, either en-
hancing resilience to certain attacks, creating new vulnerabilities, or reducing
the effectiveness of defenses. This interplay is particularly critical as Al sys-
tems move closer to deployment in resource-constrained and safety-critical
settings. AxC offers promising improvements in efficiency, enabling the
adoption of CNNs on platforms where power, and hardware budgets, are tight.
At the same time, these systems are directly exposed to adversaries who may
exploit adversarial perturbations. A deeper understanding of how approxima-
tion interacts with adversarial machine learning is therefore essential, not only
from an academic perspective but also for the safe and trustworthy adoption

of efficient Al systems.

1.1 Problem Statement and Contributions

Despite the impressive achievements of CNNs and their integration into

safety-critical systems, two fundamental issues remain unresolved:

* Efficiency limitations. SotA CNNs are computationally and energy in-
tensive, which hinders their deployment on edge and resource-constrained
devices. Techniques such as quantization and AxC have been proposed
to alleviate these costs, but their implications on the overall trustworthi-

ness of neural networks are still not fully understood.

* Adversarial vulnerability. CNNs are inherently vulnerable to adver-
sarial perturbations: small, carefully crafted modifications to the input
that can cause misclassification with high confidence. This vulnerability
raises serious security concerns in domains where incorrect predictions

may have severe consequences.

While efficiency and adversarial robustness have been extensively studied

in isolation, their interplay is rarely addressed. Approximation and quan-
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tization alter the numerical behavior of CNNs, potentially disrupting the
smoothness of the loss landscape and reshaping decision boundaries. These
modifications may in turn influence how adversarial perturbations are gener-
ated, how they transfer across models, and how effective defenses remain in
efficient implementations. Understanding this interplay is the central research
problem of this thesis.

1.1.1 Contributions of the Thesis

This work provides a both comprehensive investigation into the relationship
between AxCs and adversarial machine learning, and new algorithms that
improve the stealthiness of adversarial attacks. The contributions can be

summarized as follows:

1. Novel adversarial attack strategies. This thesis proposes new ad-
versarial attack methodologies aimed at improving stealthiness and
efficiency, by leveraging different level of knowledge of the target
CNN. These attacks address limitations of existing methods, such as
visible perturbations, excessive query complexity, or lack of realism,
and provide further insights into the arms race between adversaries and

defenders.

2. Adversarial robustness of approximate CNNs. This dissertation
analyzes the vulnerability of CNNs approximate through the AxC
design paradigm, comparing them with their floating-point original
counterparts. Results show that approximate CNNs remain vulnerable
to adversarial attacks, but exhibit increased robustness against them,

owing to the distortion introduced by approximation.

3. Transferability of adversarial examples through AxC. The thesis
proposes and investigates a methodology in which adversarial examples

are generated on approximate networks and then transferred to other
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models, including floating-point, quantized, and approximate CNNs.
The results show that the AxC can unintentionally act as an enabler for

highly transferable attacks.

4. Limitations of input transformation defenses. Finally, the last contri-
bution evaluates adversarial detection strategies based on input transfor-
mations (e.g., rotation, scaling, blurring, contrast adjustments). While
effective for floating-point models, these defenses prove largely inef-
fective in quantized and approximate networks, since both quantization
and approximation-induced noises mask the modifications introduced
by the digital transformations.

Together, these contributions provide both new imperceptible method
to craft adversarial images, and the first systematic analysis of how AxC
interacts with adversarial machine learning, highlighting both its potential
to enhance robustness in certain scenarios and its risks as a new vector for

adversarial threats.

1.2 Structure of the Thesis

The remainder of this dissertation is organized as follows:

* Chapter 2 reviews the state of the art. It first introduces basic concepts
related to Al, Machine Learning (ML), and CNNs, along with formal
definitions. Subsequently, it reviews adversarial machine learning,
covering the most several attack and defense methodologies proposed
in the literature, and then presents the challenges addressed trough this
thesis.

* Chapter 3 discusses novel adversarial attack strategies developed during
this research. These contributions include new algorithms designed

to improve the stealthiness and efficiency of adversarial examples,
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addressing some of the limitations of existing attack methodologies, in
both the gray and the black-box scenarios.

Chapter 4 investigates the interplay between the AxC and adversarial
robustness. The chapter is divided into three main parts: (i) an analy-
sis of the vulnerabilities of approximate CNNs to adversarial attacks,
(i1) a study of the transferability of adversarial examples crafted on
approximate networks, and (iii) an evaluation of the limitations of input
transformation defenses in efficient networks.

Chapter 5 concludes the thesis. It summarizes the main findings, dis-
cusses their implications for the design of efficient yet secure deep

learning models, and outlines promising directions for future research.






Related Work

Nowadays, Machine Learning (ML) models are deployed across diverse non-
critical and critical domains, including computer vision [3], healthcare [27]
and autonomous driving [8], demonstrating outstanding performance in such
fields. However, widespread deployment has elevated concerns regarding
their security, robustness and reliability. Indeed, such ML models remain
vulnerable to a wide range of threats, aiming to mine their functionalities [7],

steal their properties [28], or exploit security flaws in generated outputs [29].

Therefore, to discuss the contributions of this doctoral thesis, this chapter
provides the related State-of-the-Art (SotA), across with the necessary theoret-
ical and technical concepts. First, Section 2.1 contains fundamental concepts
concerning Artificial Intelligence (AI) and ML that facilitate the reader’s
comprehension of the work presented in this thesis. Section 2.2 provides the
reader with the concept of adversarial threat and a detailed categorization
of different types of attacks based on the knowledge and capability of the

adversary, along with the techniques to defend against adversarial attacks.

Each of these topics provides essential background to understand the
motivations, methodologies, and significance of the original contributions

presented in the following chapters.
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2.1 Basic Definitions and Machine Learning Con-

cepts

The field of computer science known as Al is concerned with the design of
systems that are capable of simulating the intelligent behavior of humans.
The purpose of these systems is to facilitate the execution of tasks such as
perception, reasoning, decision-making, and other cognitive processes, with
the objective of accomplishing these tasks in a more efficient and expeditious
manner [30]. ML is a subfield of Al that focuses on the development of
algorithms that facilitate the enhancement of the performance of Al systems
on specific tasks through experience, typically through the process of learning
from data. The scientific literature identified three different learning paradigm
within ML: (i) in the context of supervised learning, the model is trained
on labeled input-output pairs, in order to generalize the relationship between
inputs and their respective outputs. The objective of the supervised learning is
to classify new data that the model has not previously encountered during the
training phase, and assign it the correct labels. (ii) Unsupervised learning
involves identifying hidden structures and patterns in unlabeled data, with the
goal of automatically assigning labels to the input data. Finally, (iii) reinforce-
ment learning is concerned with learning optimal actions to perform through
trial-and-error interactions with an environment to maximize cumulative re-
wards [31]. Among all MLs models, Artificial Neural Networks (ANNs),
ore more simply Neural Networks (NNs), are the most widespread model.
NN are computational architecture inspired by the biological neural systems
found in the human brain. Indeed, they are composed of nodes, i.e. neurons,
that are interconnected and change information between each other, usually
organized in layers [32]. Figure 2.1 depicts the basic model a neuron. A
generic neuron performs the weighted sum between multiple inputs x; and
weights w;, i € {0,...n}. In the event that the weighted sum exceeds a desig-

nated threshold Y, the neurons undergo activation, subsequently transmitting
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Figure 2.1: The basic model of a neuron within a neural network.

the sum trough an activation function 4(-), in order to produce the output
y, 1.e., the activation. Equation (2.1) depicts the mathematical model of a

neuron.
n
y:h<2x,~wi—r> (2.1)
i=0

Since neurons, and more in general NNs perform complex tasks that are
mostly non linearly separable, the most common activations functions are
the non-linear ones, such as Rectified Linear Unit (ReLU), Sigmoid and so
forth [33]. Finally, in the training phase, a designed function is used to adjust
the weights w; with back-propagation algorithm, typically the Stochastic
Gradient Descent (SGD) [34] or its variants.

2.1.1 Deep Learning and Deep Neural Networks

Deep Learning (DL) is a specialized subfield of ML that allows learning from
row data by automatically discovering the most suitable internal represen-
tation, of such data, needed for the final object, either the detection or the
classification. In specific, DL models, known as Deep Neural Network (DNN),
are NNs that are composed of at lest three layers: one input-layer, multiple

hidden layers, and an output layer. Each layer of a DNN transforms the
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representation at one level (starting with the raw input) into a representa-
tion at a higher, slightly more abstract level. This characteristic is called
feature learning. Complex functions, such as image classification, natural
language processing ans so forth, can be learned by composing enough such
transformations [1, 2].

Convolutional Neural Networks (CNNs), a particular class of DNNs,
particularly effective for processing data with a grid-like topology, such
as images. Indeed, they are employed in a wide range of research fields,
including image processing [35], biomedical applications [6], biometrics [9]
and many others. The core of such networks are the convolutional layers,
composed of neurons that leverage the concept of convolution between the
input and a filters — or kernels — to perform the feature learning. The filters
used for the convolution are learned during the training phase, together with
the other weights. When several convolutional layers are stacked in sequence,
the whole network starts learning how to extract a hierarchical set of features,
from a low to a high level of details. Figure 2.2 from [7] provides an example
of a CNN. Typically, the structure of CNNss is divided in two separate sections.
(1) The Feature Learning Section extracts feature within the input image,
and learn the most important ones. The operation of learn features is mostly
performed by convolutional layers. (ii) The Classification Section provide
the final classification of the input image, by classifying the features extracted

by the Feature Learning Section.

Formal Definitions

For this thesis, the following mathematical notation is adopted while referring
to DNNGs, and in particular to CNNs. Let 3 : A — B be the function that map
an input space A C R" — whose data distribution is D — to an output space B.
A CNN aims to approximate the true function F with an inference function
f, that generalizes well to new, unseen data. Such a hypotheses function
is learned by training the CNN on a labeled training set T = {(#,)}1_, C A,
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Figure 2.2: An example of CNN trained to recognize handwritten digits from
the MINIST dataset [36]. Please refer to [7] for further details related to the
Figure.

whose labels are Z = {(z)}L_,; C B. In a classification problem, the generic
label z; is a class belonging to a set of M classes Y = {(y J)}JJ"I: 1- Subsequently,
the better the CNN is trained, the better inference function f generalizes on
new data and approximate the true function J. In specific, the CNN adjusts
all the training parameters, referred as 6 — such as as the weights — during the
training process with a cost or loss function £. Without delving excessively
into the particulars, during the training the CNN computes the difference (the
loss) between the true label, of an input sample, and the one predicted by the
network itself. Consequently, the parameters are adjusted in order to reduce

the differences between the true and predicted labels.

To demonstrate the efficacy of the function f, once trained, the CNN is
tested on a test set X = {(x;)Y;} C A. The goal of the network is to infer the
correct class y; for each sample within the test set. Subsequently, the CNN
performs the operation described in Equation (2.2), for a generic test sample

X.

p=r(x) (2.2)
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p=A{(p 1)1]”: | } is the output vector returned by the inference function f, and,
in specific, by the last layer of the the CNN, that typically perform the Softmax
function [37]. As a consequence, each entry p; € p is in the range [0, 1], and

the entries add up to 1, i.e.,

s

pi=1:0<p;<1Vj (2.3)

j=l1

Therefore, the output can represent the categorical probability distribution of
the M classes, hence the generic entry p; represents the probability that the
test sample x belongs to the corresponding class y;. In addition, such entries
p; are known as soft labels, since they are generated from the softmax layer —
note that the scientific literature refers to the outputs of the layer before the
softmax one as logits — . Assume that y is the correct (labeled) class for the
sample x. The class y, — namely, hard label — inferred by the CNN trough the

function f, for the sample x is computed as in Equation (2.4):

yq = argmax(p) = argmax(f(x)) (2.4)

It follows that the likelihood of x belonging to y, is p, = max(p). In the
case that the inferred class corresponds to the correct one, i.e., y, =y as in
Equation (2.5), we can sat that the network correctly classifies x.

ya = argmax(f(x)) =y (2.5)

The more test samples x; € X the model correctly classifies, the better the
function f has approximated the true function J : A — B during the training.
Finally, note that the the above notations are valid for both the test samples
x and the training samples ¢. Indeed, the output vector p is generated as
in Equation (2.2) for also the training samples, subject to the condition of

Equation (2.3). In addition, a class y, is inferred also for each train sample
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during the training process, as in Equation (2.4). A list of symbols with the

corresponding definitions, used in the whole thesis, is given in Table 2.1 !.

Table 2.1: List of symbols and the corresponding definitions related to DNNs
and CNNs.
| Symbol | Definition |
Input domain
Distribution of data within the input domain A
Output domain
Training Set
Generic train sample
Number of samples in the training set
Inference function
Classes (labels)
Number of classes
Loss function
Training parameters
Testing set
Generic test sample
Number of sample in the test set
Output vector of the inference function f
Prediction score associated to the generic class y;
Inferred class for a a train sample ¢ or test sample x
Prediction score associated to the inferred class y,
Correct class of a train sample 7 or a test sample x
Prediction score associated to the correct class y

V= RE R |2 =M <~ N == =S >

2.1.2 Generative Artificial Intelligence

While traditional ML/DL models are primarily designed for classification
and predictive tasks, an increasingly important trend in recent years is the
development of models capable of generating new data sample. This emerg-
ing class of models, referred to Generative Al leverages the advancement
in ML and DL to create novel content [39], such as images [40], text [41],

audio [42] or code [43], that mimics the patterns and the characteristics of the

'A detailed explanation of DNNs and CNNs is beyond the scope of this work. For a more
complete and detailed explanation please refer to [1, 38].



18 | Related Work

training data. Generative Al can employ different techniques like Variational
Autoencoder (VAE) [44], Generative Adversarial Network (GAN) [45] and
others to achieve the desired generation capabilities. Among these generative
Al models, Large Language Models (LLMs) are specifically designed to gen-
erate human-like language in response to a given context or prompt, namely,
in-context learning [46]. These models are trained on massive amounts of
textual data, by leveraging unsupervised training techniques to learn the sta-
tistical patterns of human language [47, 48]. Recently, LLMs are largely
employed to generate source-code, such as OpenAl Generative Pre-Trained
Transformers (GPTs) series® [49], Github Copilot® and Google Bidirectional
Encoder Representations from Transformers (BERT) [50], achieving outstand-
ing performance this task. In this thesis, LLLMs are investigated particularly
in the context of output security, focusing on mitigating vulnerabilities in
Al-generated code *.

2.2 Adversarial Threats and Defense in Machine

Learning Systems

ML models, particularly DNNs, have achieved outstanding performance
across a wide range of domains. However, security and integrity of the
applications that adopt DNNs pose great concern. In essence, DNNs are
vulnerable to adversarial attacks, a class of attacks introduced by Szegedy et
al. in 2013 [18]. Such attacks involve the meticulous creation of perturbed,
yet legit, inputs that are visually similar to the original inputs but can force a

trained model to produce incorrect outputs [7, 51-53].

Zhttps://chatgpt.com/

3https://github.com/copilot/

4A detailed explanation of Generative Al and LLM:s is beyond the scope of this work.
For a more complete and detailed explanation please refer to [39, 46].
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Figure 2.3 provides a visual example of an adversarial example in the field
of computer vision, and in particular in an image-classification task. In the
example, author Goodfellow et al. [19] targeted GoogleLeNet [54], trained
to classify images from the ImageNet dataset [55], with the Fast Gradient
Sign Method (FGSM) attack they proposed in the paper. Please, note that
details regarded the mentioned attack will given in the following. In specific,
GoogleLeNet classified the panda image with the corresponding — and correct
— class, although with a low confidence-score. Next, the authors of the paper
added a perturbation to the panda image, resulting in an adversarial image
that is equal to the original one, for human eye. However, GoogleLeNet
produced an incorrect output while classifying the adversarial image. Indeed,
it classified such an image with the gibbon class, with a confidence-score that

is greater than 90%.

Adversarial Image

Original Image
g 9 (gibbon)

anda i
57. 7°(apconﬁgfence Perturbation 99.3% confidence

Figure 2.3: Example of an adversarial image from the Reference [19]. The
authors apply a perturbation to a panda image from the ImageNet dataset [55],
resulting in an adversarial image that is visually indistinguishable from the
original one. However, although the target DNN GoogleLeNet [54] correctly
classifies the original image, it produces an incorrect output-label while
classifying the adversarial image.
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2.2.1 Symbols and Formal Definitions

In this thesis, we mathematically refer to a perturbed example by resorting
to Equation (2.6). The original/clean sample is denoted by x, 6, represents
the adversarial perturbation, while X denotes the perturbed sample, that is, a
perturbed version of the clean sample.

£=x+ 0 (2.6)

The perturbed sample X is considered an adversarial sample whether results in
a misclassification by the target model. Assume that the sample x is correctly
classified by the model, as in Equation 2.5, and y is its true class. We denote
as p the output vector of the model while classifying the perturbed sample £
as in Equation (2.2), and as j, subsequent inferred class, as in Equation (2.4),
X is an adversarial sample if the condition of Equation 2.7 is met. As a

consequence, we denote as x*?" the adversarial sample.
F=x —= P, 4y (2.7)

In specific, an adversarial sample is a perturbed version of the clean sample x,
in which the perturbation 9, is large enough to result in a misclassification. In
such a scenario, X crosses the decision boundary, resulting in its classification
as y, # y. Furthermore, we will denote as p, and p?¢¥ the likelihood that

the perturbed sample £ and the adversarial one x*“" belongs to the predicted

adv

classes ¥, and y§

, receptively, computed as in Equation (2.2). Finally, p*
and p@* refers to the likelihood that £ and x%?*, respectively, belong to
the true class y associated to the original image x Table 2.2 depicts symbols
related to adversarial samples.

Note that throughout this thesis, the expressions adversarial sample,
adversarial example, and adversarial image are used interchangeably. They
all refer to inputs deliberately designed to cause incorrect predictions in

machine learning models.
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Table 2.2: List of symbols and the corresponding definitions related to adver-
sarial samples.

| Symbol | Definition \
X Perturbed sample
Ox Perturbation
p Output vector while classifying £
Ya Class inferred while classifying £
[} Prediction score associated to the inferred class j,
p* Prediction score associated to the correct — true — class y
x4y Adversarial sample
yadv Class inferred while classifying x“?
pv Output vector while classifying x*?”
padv Prediction score associated to the inferred class y2?”
p@* | Prediction score associated to the correct — true — class y

2.2.2 Adversarial Threat Model

In order to evaluate the security of ML models, it is mandatory to consider
the goal of an attacker, his capabilities, and the knowledge he has regarding
the target systems. It is possible to taxonomize adversarial attacks based on
these three different concepts. However, before delving in the taxonomy of
adversarial attacks, in the following we provide an illustrative example of a
real-life ML system.

In general, a system that utilizes ML models can be regarded as a data
processing pipeline. For illustrative purposes, one may consider a self-driving
car that is required to come to a halt at a stop sign. A vehicle of this type is
equipped with a sensor (a camera, in this instance) that captures an image
of the stop signal. Subsequently, the image is processed by a ML model,
such as a CNN, to facilitate its classification. In the event that the CNN
correctly classifies the image as a stop signal, the output of the CNN will
enable the generation of the stop command. Consequently, this command
will be transmitted to an actuator, thereby initiating the cessation of vehicle
operation. This system can be seen as a data-processing pipeline. Indeed,
(1) the first operation is to collect the data (stop signal collected by the camera).
Subsequently, (ii) such data are transferred to the digital domain — an RGB
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Digital Machine Learning
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Figure 2.4: A generic and simple self-driving car example to illustrate a ML
system as a data processing pipeline.

image of the stop signal is generated — and, consequently, (iii) processed
by the ML model to produce an output. Finally, (iv) based on the previous
action, an action is taken. Such a real-life application is widespread in the
scientific literature [7, 56, 57] either for research reasons, or to provide the
reader with an illustrative example, as in this thesis. Figure 2.4 depicts an
illustrative representation of the above-mentioned real-life car application.
By resorting to the above illustrative example, and considering a ML model
as a data-processing pipeline, an adversary can attack the system by either
manipulating the collection and processing of data, corrupting the ML model
itself, or alter the output.

In the following, a taxonomy of adversarial attacks based on capabilities,

knowledge, and goal of an attacker is provided.

Adversarial Capabilities

The capabilities of an attacker refer to is strength, that depends on the level of
access that the attacker has to the system and its data [56].

In the training phase, the adversary has access to either the training dataset
of training algorithm of the ML model, in order to learn, influence or corrupt
the model itself.
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The weakest attack is simply the accessing a summary, a partial of all
of the training data. Indeed, depending on the quality and volume of the
training data, an attacker can build and train a substitute model that behaves
as similar as possible to the original one, in order to transfer the learning.
Furthermore, adversarial attacks during the train phase could alter the target
model and corrupt its functionalities. Indeed, SotA denotes such kinds of
attacks as poisoning attacks [58—60]. They mostly modify the training data
by either injecting manipulated inputs into the training dataset [61], or directly
modifying training samples. In addition, an adversary can modifying training
samples by either manipulate their labels [62], or directly the features of the
training samples itself. Hence, poisoning attacks mine the integrity of the
target model.

In the testing phase, attackers target the ML model during the inference.
There are two kinds of testing-phase attacks. Evasion attacks evade the ML
model by forcing it in producing incorrect outputs. In particular, attackers
carefully craft malicious input sample in order to cause the target model
misclassifies the sample [63]. Exploratory attacks, on the other side, assume
no knowledge about the target mode. Instead, an attacker queries the model
in order to gain as much knowledge as possible about the learning algorithm
of the ML system and patterns in the training data.

Adversarial Knowledge

It is possible to classify adversarial attacks basing on the knowledge that the
adversary has about the target model.

White-box attacks assume a complete knowledge of the target system.
Indeed, the adversary has access to both the training and test datasets, and
details about the models, including the architecture, the parameters and
learning algorithm, as well as the activation and loss functions [64, 59].

Gray-box attacks assume limited knowledge about the model, by having
a partial access to its architecture or defense strategy [65]. However, gray-box
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approaches remain under-explored by the scientific literature for the high
computational costs. Furthermore, the notion of gray-box knowledge is often
misinterpreted. Indeed, in reality, such attacks require access to sensitive
information pertaining to the ML system, which is typically characterized by
white-box knowledge [66—68].

Finally, black-box attacks assume no knowledge about the target model.
In such a setting, the adversary has access to only either inputs or outputs
of the model, or to both of them. Hence, the attacker queries the model
as an oracle, in order to gain information on it and craft the adversarial
samples [69, 52]. Black-box attacks are further divided into the following
categories [7]: (1) Non-adaptive: the attacker has access to the distribution
of the training-data of a target model f. In these settings, the objective is to
train a surrogate model f’ with samples from the training-data distribution
to approximate the target model. Subsequently, the attacker craft adversarial
samples by targeting the surrogate model with white-box attacks, and applies
these crafted inputs to the target model in order to cause a misclassification.
(i1) Adaptive black-box attacks access the target model as an oracle, without
knowing details related to the training procedure. In specific, the adversary
queries the target model as an oracle with arbitrarily-chosen input samples
in order to obtain the related labels as outputs. Subsequently, the adversary
trains a surrogate model with the the couple (arbitrarily-chosen) inputs-labels.
Finally, as for non-adaptive attacks, the adversary craft adversarial samples
by white-box attacking the surrogate model, and use such samples to force a
misclassification in the target model. (iii) Strict attacks: this is the case when
an attacker can collect the input-output pairs directly from the target model,
but it has not the possibility to alter the inputs and observe the changes in
outputs.

Note that both non-adaptive and adaptive are transfer-based adversarial
attacks. Typically, ML systems are trained with the same algorithm, such

as SGD or its variants, use the same activation functions, such as ReL.U or
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its variant, and leverage similar data-augmentation techniques to increase
the size of training data. As a consequence, such systems share the same
vulnerabilities, meaning that every ML model is vulnerable to adversarial
attacks. Therefore, different models with different architecture and trained
with different datasets can misclassify the same adversarial samples. In this
case, an adversary can target a source (or surrogate) model with an adversarial
algorithm (with white-box attacks, for instance), and then transfer crafted
samples to the target model in a black-box settings [70]. Such a property is
known as transferability [71]

Adversarial Goal

Finally, adversarial attacks can be classified based on the goal of an attacker.
The objective of an attacker is inferred from the impact that an adversarial
sample has on the integrity of the output[72, 7, 52].

An adversary could reduce the prediction-confidence of the target model.
Indeed, by resorting to the example of Figure 2.4, the target ML model can
correctly predict a stop sign with a lower confidence, hence with a lower
probability that such a sign belongs to the stop class.

In addition, the goal of an attacker can be an untargeted misclassification:
the adversary tries to alter the output classification of an input sample to
some other class. In the example of Figure 2.4, a legitimate stop sign will be
predicted as any other class different from the true one.

Conversely, targeted attacks aims to craft adversarial inputs that are
classified by the model into a particular class. In the example of Figure 2.4,
any input sign could be modified in such a way that the model classifies it as
a go sign.

Finally, in the source-target misclassification, the attacker modifies a
particular input sample in such a way that the model misclassifies it with a
predefined target class. In the example of Figure 2.4, a stop sign could be

modified in such a way that the model classifies it as a go sign.
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2.3 [Evasion Attacks on CNNs

One of the core contributions of this thesis are evasion adversarial attacks in
the computer vision fields, and, in particular, in image classification tasks.
Therefore, in the following, we provide a review of evasion attacks from the
scientific literature, i.e., test-phase attacks aiming in causing a misclassifica-
tion, in both the white and black box settings. Finally, such a Section will
focus exclusively on adversarial attacks that target CNNs. Before analyzing
SotA attacks, please note that the objective of such attacks are both (1) to find
an adversarial image that fools the target network, and (ii) and to minimize
the distance between the original image and the adversarial one, in order that
the latter is as similar as possible to the former. The distance between the two

image is generally computed with the L, norm, as in Equation (2.3).

n
[le =2 = (Y s — )P
i=1

In specific, the more widespread ones are:

* the Ly distance measure the number of coordinates i that differs between
the original image and the adversarial one. For images, the Ly norm
measures the number of pixels that differ between the two images.

e The L; norm measures the total variation between x and x%4", for all
the components (pixels). Although, such a distance metric is less
widespread than the others [53].

e The L, norm measures the standard Euclidean distance between x and
x4V Tn case of images, such a distance can remain small when there

are many small changes to many pixels.

* The L., distance measures the maximum change to any of the coordi-

nates (pixels). For images there is a maximum budget, since a pixels



2.3 Evasion Attacks on CNNs | 27

has a maximum and a minimum value — typically in the range [0,255]
for RGB images —. This means that each pixel is allowed to be altered
up to this maximum budget, with no limit on the number of pixels that

are modified.

2.3.1 White-Box Attacks

Adversarial attacks in DL were introduced by Szegedy et al. in [18]. They
found that adding a small perturbation J, to an input image x would result in
an adversarial image x*". In specific, authors wanted to find the minimum
perturbation that allows for the adversarial image to being classified as a

target class y*, by solving the following optimization problem:
min||6x||2a S.I. f<x+ 6x) =y, x+6€A

Please, refer to Tables 2.1 and 2.2 for symbols and definitions. However,
such a problem is a hard one, hence authors approximated it by using a
box-constrained Limited-Memory Broyden—Fletcher—Goldfarb—Shanno Al-
gorithm (L-BFGS)[73]. Indeed, the L-BFGS yeld the exact solution in the
case of convex problems. However since NNs are non-convex in general, their
solution is an approximate one. The authors observed that L-BFGS allow
for generating adversarial image with imperceptible adversarial perturbation,
indeed the adversarial image is almost identical to the original one. Also,
they observed that their adversarial images transfer to other models. However,
although their method has good performances, it is computationally intensive
since authors leveraged a linear search method. Also, L-BFGS assumes a
cross-entropy loss function.

To further improve the performance of L-BFGS, Carlini and Wagner [24]
proposed the Carlini-Wagner (CW) attacks, that are optimization-based at-
tacks. Indeed, while L-BFGS relies on the cross-entropy loss, CW involves

a margin loss as the loss function, that can be customized by the attacker.
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Indeed, their attack supports several loss functions. In addition, authors im-
posed a box constraint on the perturbation J, to ensure that the perturbed
image X is still a valid image, and explored different methods that allow to
use also optimization algorithms that do not natively support box constraints.
However, in order to not be limited by the box-constraint, but at the same
time crafting valid perturbed images, authors operated a change of variable
via the tanh transformation of the perturbed image. Finally, authors designed

the attacks for the Ly, L, or L., norm as distance metrics.

Inspired by the CW attacks, Chen et al. [74] proposed Elastic-Net Attack
against DNNs (EAD), that is, a targeted box-constrained attack that leverage
the elastic-net regularization [75] — a regularizer that linearly combines L
and L, penalty functions — to craft adversarial examples. Authors noted that
using the L penalty for the perturbation improves the transferability of the
crafted adversarial images. However, the tanh transformation leveraged by
the CW attacks [24] craft adversarial examples that are insensitive to some
changes of the L; penalty, that is also not-differentiable. Therefore, authors
of [74] adopted the iterative shrinkage-thresholding algorithm as optimization

algorithm.

The following attacks are known as gradient-based attacks, since they
leverage the gradient of the loss function — a fisrt-order information — to craft

adversarial images.

Moosavi-Dezfooli et al. [23] proposed the DeepFool attack, that is, an
untargeted attack technique optimized for the L, distance metric. Since a
multiclass classifier can be viewed as an aggregation of binary classifiers,
authors first designed the attach for a binary classification problem. They
also assumed the differentiability of the loss-function. In such a case, at
each iteration of the attack, the function f is linear in a neighborhood of
the modified image X;, and classes are lineally separated by an hyperplane.
Subsequently, authors extended the formulation for multiclass classifiers

by iterating the procedure of the binary classification case. Finally, they
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extend the linear multiclass case to a general non-linear multiclass problem,
by operating in a greedy way. However, as a consequence of using greedy
algorithm, it is not guaranteed that DeepFool converges to the optimal solution.
Note that, although DeepFool is designed and optimized to use the L, norm
as a distance metric, authors extended the attack for any L, norm.

Moosavi-Dezfooli et al. discovered the possibility of creating adversarial
images with universal perturbations, i.e., perturbations that are not dependent
on the target image [76]. In specific, authors propose an iterative algorithm for
the purpose of computing a perturbation that results a small set J of samples
within the training dataset to be misclassified. As a consequence, such a
perturbation is able to generate adversarial images with the whole training
dataset, although the J is much smaller than the training dataset.

Goodfellow et al. [19] proposed FGSM, that is, an efficient white-box
algorithm to craft adversarial samples with a single step. In specific, given
the Equation (2.6), the perturbation is computed as in Equation (2.8).

€ -sign(V,L(0,x,y)) (2.8)

In specific, £(60,x,y) is the value of the loss function related to the input
sample x and its true class y, linearized around the current value of the
parameters 0. V,£(-) is the gradient of the loss function, while sign(-) is the
sign of the gradient. Finally, € is a small error that is used to constraint the
final perturbation. Hence, FGSM leverages the loss-function to search for
the direction that increases the classification error. In other words, FGSM
generates an adversarial image by adding or subtracting — depending on
the sign of the gradient of loss function — the error € to each pixel of the
image x. Please note that FGSM applies with both untargeted and targeted
goals. Indeed, in the targeted scenario, the idea is to maximize the probability
of a specific target class which is unlikely to be the true class for a given

image [20]. Although FGSM is efficient, it has a low success rate since it is



30 | Related Work

single-shot, and it would require a large (yet visible) perturbation to fool the
target CNN.

Several version of FGSM were proposed in the scientific literature. Ku-
rakin et al. [20, 21] proposed an iterative version of it, named Basic Iterative
Method (BIM). BIM basically applies FGSM multiple times with a small
step size, and clips pixel values of intermediate results after each step, to
ensure that they are in a €-neighborhood of the original image. Equation (2.9)

depicts how BIM computes an adversarial image.
Rir1 = Clipye(%;+ o - sign(VL(6,%:,y)) (2.9)

Here, £; is the intermediate perturbed image during the i iteration, and « is
the size of the perturbation to add to each pixel. In addition, as for FGSM,
authors proposed a targeted version of BIM.

The scientific literature improved BIM with two new attacks, that are
Momentum Iterative FGSM (MI-FGSM) [77] and Projected Gradient Descent
(PGD) [22]. MI-FGSM integrates the momentum method [78] into FGSM.
Indeed, FGSM assumes the linearity of the target decision boundary around
the data point of interest. However, the linear assumption does not hold in
case of large perturbations, making the adversarial example "underfits" the
model. In contrast, BIM could cause the adversarial example to drop into poor
local maxima and "overfits" the model, decreasing the transferability property.
The momentum stabilizes the update directions of FGSM and BIM, and
allows also escaping from poor local maxima. Finally, authors of [77] extends
MI-FGSM to be effective against ensemble of models and in targeted settings.
On the other side, PGD improves BIM by replacing the C1ip function with
the projection one. In particular, it starts to add a perturbation to the image x,
and projects such perturbed image into the ball x + S, whose center is x and
radius is €, as in Equation (2.10).

Rip1 = [ [ i+ o0 sign(VL(6,5:,y)) (2.10)
x+S
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Here, S = {6, € R" : ||8;|| < €}, meaning that S is a set of all the feasible
perturbations 6, whose L. norm is less-equal than the max perturbation €.
The goal of PGD is to maximize the loss in order to cause a misclassification
in few steps, and with a minimum perturbation. Finally, such an attack
is defined as the universal first-order attack. This means that if a CNN is
robust against PGD, it his robust against all first-order attacks. Since PGD
is computationally intensive, Doldo et al. [79] recently improved such an
attack with an early termination criterion, based on the geometry of how PGD
is implemented in practice. Authors save a hash of the perturbation, each
iteration. Subsequently, in each new iteration, the perturbation is hashed and
compared with the previous ones in order to not compute again the same
perturbed images. In such a way, PGD operates with a not-fixed number of
steps, and can terminate with few iterations — usually it requires round 10

iterations to find a successful adversarial sample —.

Papernot et.al [80] proposed the Jacobian-based Saliency Map Approach
(JSMA) attack, that is, a targeted designed for the Ly norm as distance metric.
In specific, authors leverage the architecture and the weights of the target
DNN, as well as the gradient of the loss function, to construct the adversary
saliency map, that is, a Jacobian matrix. Such a matrix identifies the set of
feature, within the input example x, that are relevant to the adversary goal.
This means that the matrix identifies which are the input feature to perturb in
order to craft an adversarial example efficiently, and that will me misclassified
as the target class. However, the perturbations introduced by JSMA within

the input image are greater — more visible — that that of DeepFool [23].

One of the drawbacks of white-box attacks is that they are not applicable
to real world scenario. Indeed, in order to perform an attack, an attacker has
to obtain all the information about the model, such as the internal parameters,
the training algorithm or the dataset. However, in a more realistic scenario, an
attacker has no access to the model, and he can query the model in black-box

manner.
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2.3.2 Black-Box Attacks

The following Section reviews black-box attacks from the scientific liter-
ature, with a focus on: (i) transfer-based attacks, that leverage surrogate
models and the transferability property to attack a black-box target model,
and (i1) query-based attacks, that query the target model as an oracle in order
to craft adversarial images. Based on the information that the attacker has
on the model, query-based attacks are further divided in score-based and
decision-based attacks. The former leverage the whole output vector p of the
target DNN. The latter rely only on the final decision — class — y predicted.
Reefer to Table 2.1 for the symbols.

Transfer-based attacks Papernot et al. [57] first explored the possibility
of targeting a DNN in a black box manner, without accessing the internal
parameters of the networks. They assumed a partial knowledge about the
training data and the output of the target DNN, and their idea was to leverage
the transferability property. In specific, the proposed attack first queries the
target DNN as an oracle, in order to collect the output labels. Subsequently,
they craft a synthetic train dataset by leveraging the labels collected before,
and with such a synthetic dataset they train a substitute model. Note that the
synthetic dataset is relatively smaller than the original one, and it is composed
of samples that are representative of the input domain. Therefore, the clas-
sification function f’ of the substitute model is indeed an approximation of
the target classification function f of the target model. Next, authors craft ad-
versarial samples by targeting the substitute mode with JSMA [80], with the
objective to mislead the substitute model. Finally, the adversarial samples are
transferred to the target DNN. Indeed, the more accurately f’ approximates
f, the higher is the transferability-rate from the substitute model to the target
one.

However, the transferability of adversarial samples is generally low. In-

deed, Wu et al. [81] found that the transferability of adversarial examples
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strongly depends on both the architecture of the source model, and on the

smoothness of the loss function used for crafting adversarial examples.

Hence, several methods were proposed to improve the transferability.
Phan et al. [82] proposed Content-aware Adversarial Attack Generator (CAG),
a GAN-based attack that craft adversarial samples in a black-box setting, and
both improves the transferability and reduces the computational effort. In
specific, CAG is able to generate perturbations by focusing only in the critical
section of the input image, and introduces a random dropout during the
perturbation-generation process to improve the generality, as well as their
transferability. For what pertains to GANSs, they consist of two networks,
a generator G a the discriminator D, that are trained trough a process of
adversarial competition. G generates synthetic data similar to the real data,
while D attempts to distinguish between real and generated samples .

Serial-Mini-Batch-Ensemble-Attack (SMBEA) [84] considers the process
of crafting adversarial samples to be the training of DNNs, and the transfer-
ability of adversarial example as the model ability to generalize. Authors
ensemble pre-trained source models into several mini-batches. In addition,
models into a batch have a similar decision boundary, although they have dif-
ferent architectures and parameters. Indeed, this allow to transfer adversarial
samples intra-batch without "overfitting" the crafting-process to a specific
model. Authors also provided three different intra-batch ensemble strategies,
based on both the output space, and the feature space. Furthermore, to allow
the transferability inter-batch, and not-overfitting into a single one, authors
memorize the learned adversarial information of each batch.

Feature Importance-aware Attack (FIA) [85] improves the transferability
by disrupting the important object-aware features that contribute the most to
the final classification. However, different networks extract exclusive features
to better solve the classification problem, resulting in model-specific feature

representation. Therefore, disrupting object-aware features of specific model

SPlease refer to the original work of Goodfellow et al. [83] for further details on GANS.
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means also disrupting those exclusive features, resulting in adversarial sample
whose transferability is poor. Therefore, the authors solve such problem by
randomly transforming the input sample, and aggregate the gradient. Indeed,
model-specific features are not robust to such a transformation, in contrast to
object-aware ones.

Finally, several works from the scientific literature leverage image transfor-
mation to improve the transferability of adversarial images. Zhang et al. [86]
proposed Mask Momentum Iterative Attack (MMIA). Such an iterative at-
tack finds the optimal perturbation by perturbing only the sensitive regions
of the most important section of the image. In specific, at each iteration,
MMIA collects the gradients in order to perturb only the pixels related to the
largest gradients, and masking the other pixels. Such a method improves the
transferability of adversarial sample. Block Shuffle and Rotation (BSR) [87]
craft a perturbed image by randomly dividing it into different blocks. Sub-
sequently, each block is shuffled and rotated. The goal is to obtain different
perturbed images related to the same clean one, and fed them to the source
white-box model. In such a way, it is possible to obtain different attention
heatmaps, that is, the region of the input image that contribute the most to
the final classification. Consequently, collecting diverse heatmaps allow for
collecting gradients with higher diversity, and improving the transferability.
However, image-transformation methods [86-91] generally introduce a small
gradient diversity or craft adversarial images that are too diverse from the
original ones. Zhao et al. [92] proposed the Scale Enriching Method (SEM)
to improve the transferability of adversarial examples, and solve problems
of input-transformation methods. Indeed, SEM modifies inputs by changing
its scale without randomization techniques, in order to introduce enough
diversity in the gradients, reduce model-specific dependencies, and increase
the transferability.

Query-based attacks Query based attacks estimate gradients by directly
querying the target model in a black-box manner, requiring access only to
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inputs and outputs. Hence, such attacks do not require substitute models. The
first query-based attack was Zeroth-Order Optimization (ZOO), introduced by
Chen et.al [93], in both the untargeted and targeted settings. Indeed, such an
attack is referred as zeroth-order due the fact that it does not require first-order
information, such has the gradient of the loss function. Instead, it requires
zeroth-order information, i.e., inputs and outputs of the target model. The
basic idea is to estimate the gradients once fed the target CNN with different
images that are close to each other. Consequently, it is possible to apply
classical optimization algorithms like gradient descent. Inspired to the CW
attack [24]. the authors they optimized the following loss-function for the

targeted scenario.
f ) = max{max[log(p;) —log(pr)] — k} (2.11)

Here, ¢t is the targeted class, while i is any other class different from the
targeted one. Finally, k > 0 is a tuning parameter for the transferability. Due
to the properties of the log(-) function, if max;.,[log(p;) —log(p;)] < 0, this
means that x*?" attains the highest confidence score for the class ¢. In case of
untargeted attacks, the loss-function in the Equation (2.11) remains almost
unchanged, except for here the correct class has to be adopted. Subsequently,
Z00 estimate the gradients of the loss function for all the coordinates — pixels
—. Nonetheless, although authors proposed several strategies to reduce the
number of queries, ZOO remains still computationally intensive. In addition,
another problem is that ZOO is a score-based attack, meaning that it requires
the whole output vector p. However, in a realistic scenario, the attacker has

access only to the final decision.

Simple Black-Box Adversarial Attack (SimBA) [94] is a score-based
attack that, given a predefined set of orthogonal search directions, picks
among them a random one to move the image towards the decision boundary.
Consequently, the attack either adds or subtracts a perturbation to the image

to move it along that direction. To guarantee the query efficiency, the attack
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ensures that no two directions cancel each other and diminish progress, or
amplify each other and increase the norm of perturbation disproportionately.
In such a way, authors ensure that ||5||, = v/T€, where T is the number
of total updates — queries to the target model —, where € is the step size.
Therefore SImBA trades-off the L, norm of the perturbation and the number
of queries, by either decrease or decrease the step size €.

Andriushchenko et. al [26] proposed the iterative Square Attack (SQ),
designed for both the L, and L., distance metrics, which exploits randomized
search algorithms to perturb the input image. More precisely, at each step the
attack applies almost the maximum perturbation (that lies on the either L,-
or L.-ball) before projecting — clipping — it onto to the image. Furthermore,
SQ perturbs a small number of contiguous pixels shaped into squares. The
dimension of the square is decreased at each iteration, while both the position
of the square and the perturbation applied to each pixel of the square are
selected randomly. Finally, the pixels into the square are altered with the

same perturbation.

One-Pixel (OP) [25] generates adversarial attack by solving the optimiza-
tion problem in Equation (2.12).

max adv := f(x+ )
o (2.12)
st |6 < d

In specific, the goal is to find the optimal an adversarial perturbation ;" that
maximizes the likelihood of the perturbed samples x + Oy to be classified as a
class adv. Furthermore, OP has to modify at most d elements of the original
sample. Note that d = 1, meaning that at most one pixel will be modified
by OP. This attack resorts to the Differential Evolution (DE) [95] to solve
the optimization problem in Equation (2.12), since it is less subject to local

minima than gradient descent, and it does not require fitness function to be
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differentiable.

8 =8, +H-(8—8,)

(2.13)
8. % 8 # 6,

During each iterations, OP generates trough DE a new set of candidate so-
lutions &’ — perturbations —, according to the mutation operator in the Equa-
tion 2.13, where H is a scalar constant, and J,, 5, and J, are randomly chosen
from the current population. In such a way, the perturbation is encoded as
a chromosome of five genes, in evolutionary algorithms terminology. Two
genes encode the coordinates of the pixel being altered, while the other three
encode the RGB values. Although OP perturbs a single pixel within the
input image, the attack is still successful since even a single-pixel change

propagates into global activation shifts in deeper layers.

A drawback of the aforementioned score-based attacks is that they need
the knowledge of the scores computed by the target CNN, that is, the outputs
of the softmax layer. However, it is challenging for an attacker to gain access
to such scores. Indeed, score-based attacks are referred to as semi black-box
attacks. To overcome such limitation, the scientific literature explored the
decision-based attacks. They are black-box attacks that leverage exclusively
the final decision, i.e., the predicted class y, for an input x (please refer to
Equation (2.4) and Table 2.1 for notations and further details), of the target
DNN to craft adversarial samples.

The Boundary Attack [96] is an iterative decision-based attack that craft
the adversarial sample by applying a large perturbation to the input image.
Subsequently, it iteratively reduces the perturbation while staying adversarial.
In specific, the attack first explores the neighborhood of the target image by
choosing an adversarial version of it with a relatively huge perturbation, in
either the untargeted or targeted scenario. Next, the attack chose a direction
from an iid Gaussian sampling-distribution and projects the adversarial image

on a sphere around the original image, along the selected direction. Authors
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of [96] denote as orthogonal perturbation the perturbation that allows for
moving the image along such a direction. Then, the image is small-moved
towards the original image. The above moving operations are repeated for
k steps, until the L, distance between the original image and the adversarial
one is smaller than a threshold. The goal is to move the adversarial image as
near as possible to the classification-boundary of the original image.
HopSkipJump [97] is an iterative query-efficient decision-based attack
designed for L, and L., distance metrics, in both the untargeted and targeted
scenarios. It generates adversarial examples by estimating the direction
of the gradient with only the predicted label. The attack starts from an
initial adversarial image — either found by a random search or by applying a
large perturbation — and iteratively refines it by approximating the decision
boundary of the target classifier. At each iteration, the attack first performs a
binary search between the original image and the current adversarial one to
find the closest image to the boundary. Second, it estimates the direction of the
gradient by applying random perturbations and query the model to observe
how the output label changes. Finally, once approximated the gradient,
HopSkipJump updates the adversarial sample by moving it slightly in the
direction that maintains the adversarial status while reducing either the L, or

L., distance to the original image.

2.3.3 Challenges

The preceding sections reviewed evasion adversarial attacks from the scientific
literature, with particular attention being directed towards both white box and
black box attacks. Nevertheless, there are as yet unresolved challenges that

this thesis must confront.

Challenge 1 White-box generally have a high success rates; however, they are im-
practical in a real-world scenario. Indeed, they either require a fully

access to the target model and it’s internal parameters [18, 24, 74], or
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Challenge 2

Challenge 3

Challenge 4

Challenge 5

to details regarding the training procedure [23, 19-21, 77, 22], or both
of them [80].

On the other side, black box attacks are more realistic, but also more
computationally-intensive than white-box attacks. Indeed, they require
to built and train substitute models, and query them with white-box
methodologies [57, 82, 84—87, 92]. Also, they require exclusively either
the output vector from the target model [93, 94, 26, 25] — although
losing in applicability —, or the output label [96, 97]. A significant
disadvantage of black-box attacks is that as the amount of information
utilized in the execution of an attack decreases, an increased number
of queries are necessary to the target model. As a result, the attacks
become both more computationally intensive, and more detectable by

defending systems.

Most adversarial attacks methodologies, especially the query-based
black-box ones, craft adversarial images by perturbing pixels within the
input images that are not important to the final classification. Indeed,
in most cases, modifying such pixels either (i) increases the number of
queries to the model, that could be reduced by perturbing only the pixels
that contribute the most to the final classification, or (ii) introduces a

perturbation that could be visible in the final adversarial image.

Although adversarial attacks should introduce not-visible perturbation
to the input image, usually the introduced perturbation is quite visible,

especially in black-box scenarios.

All the attacks from the literature suffer from non reproducibility. In-
deed, they mostly leverage stochastic methodologies, for tuning the

perturbation to apply to the input image.
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2.4 Adversarial Defense

This thesis provide insights also related to adversarial defense methodolo-
gies in the field of computer vision, especially in the image-classification
task. Therefore, in the following, we provide a review of adversarial-defense
mechanisms from the scientific literature. In particular, based on the defense
objective, the taxonomy of adversarial defense methodologies includes [98, 7,
52, 51]:

» Mitigation methods, i.e., proactive methods that enhance the robustness

of ML models against adversarial attacks;

* Detection methods, i.e., reactive methods aiming to detect adversarial
attacks before they reach the target ML models.

2.4.1 Mitigation Defense-Methods

During the past years, several mitigation methodologies were introduced
to mitigate the effect of adversarial samples. Such methods include the
(1) modification of the training process, (ii) the transferring of the adversarial

robustness, and (iii) the modification of input images.

Adversarial Training

Adpversarial training techniques enhance the model robustness by leveraging
a training dataset composed of both benign and adversarial examples. In
specific, given the train sample ¢ classified as y, the adversarial training
leverages an adversarial attack algorithm to craft an adversarial sample %%
still classified as y. Consequently, the tuple (%", y) is inserted in the train
dataset T, resulting in a new train dataset 7" composed of both benign train
samples and adversarial ones. Finally, the DNN is retrained using this new
train dataset. Note that the adversarial training is the most well-known (and

explored) defense method against adversarial attacks [98]. Such a technique
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was introduced by Goodfellow et al. in [19]. Indeed, in authors provided both
the FGSM - discussed in the pervious section — and the defense against such

an attack — they leveraged FGSM itself to perform adversarial training —.

To enhance the robustness against adversarial attacks, the adversarial
training is typically addressed as a min-max optimization problem [99], first
proposed in [100]. The inner maximization problem aims to find an adversar-
ial version, with a bounded perturbation, of a given input sample that achieves
a high loss. That is, the inner problem is the problem of attacking the DNN
itself. Authors of [100] use two gradient-based methods to approximate the
inner maximization problem, based on the output vector p and the probability
of incorrect predictions, since it is computationally intensive to solve the orig-
inal inner maximization problem. On the other hand, the outer minimization
problem aims to train the model parameters to minimize the adversarial loss
given by the inner attack problem. This is precisely the problem of training a
robust model using adversarial training techniques. The adversarial training

problem is mathematically described as in Equation (2.14).

minE, ,,p | max L(fg(t+9), 2.14

in By~ | max (fo(t+6),y) (2.14)
Here, Ep ] is the expected population risk, that measures how much the target
model misclassifies a training sample with the parameters 6.€ is an upper

bound for the perturbation. For the other symbols please refer to tables 2.1
and 2.2.

The authors of PGD [22] also proposed an adversarial training technique
that make models robust to a wide range of adversarial examples. In specific,
they solved the inner problem of Equation (2.14) with PGD, and the outer
problem with SGD. In such a way, authors discovered that by increasing the
size of the network, its robustness is increased only against one-step attacks,
e.g., FGSM. In addition, leveraging FGSM to solve the inner problem causes
the target DNN overfits to these adversarial examples.
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One method of enhancing the effects of adversarial training is to perturb
the intermediate layers in addition to the input one. The authors of [101] gen-
erate adversarial images, aimed to adversarial-train the CNN, by perturbing
the activations in intermediate layers. In addition, they proposed a gradient-
accumulation method: the perturbation used to perturb an image — and craft
the adversarial sample — is leveraged to perturb the next sample. The latter
approach allows for reducing the computational overhead of the adversarial
training.

Another methodology to reduce the overhead of the adversarial training
is to to update both the model parameters and the image perturbation during
the backward step of the training procedure [102]. However, since such an
approach does not allow for multiple adversarial updates in one backward step,
the authors slightly modified the training procedure. Indeed, the backward
step allows for exclusively single-shot — non-iterative — adversarial algorithms.
Therefore, in [102], the authors proposed to train the target network on the
same minibatch multiple m times in a row. In addition, the number of epochs
is divided by m such that the overall number of training iterations remains the
same. Finally, once perturbed the minibatch, the perturbation of such is used
as a starting-point to perturb the next minibatch.

Finally, the Ensemble Adversarial Training (ETA) framework [103] decou-
pled the adversarial generation process from the model training one. Indeed,
the training dataset of the target model is augmented with adversarial exam-

ples crafted by other pre-trained models, by leveraging the transferability
property.

Defensive Distillation

The defensive distillation originally refers to the distillation-training tech-
nique, whose intuition was first suggested in [104] and then formally proposed
by Hinton et al. in [105]. Such a training procedure involves transfer the

knowledge — the generalization ability — from a bigger model (teacher) to
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a smaller one (student, or distilled model) that could be easily deployed in
small devices, e.g., smartphones. In specific, either both the models use
the same train set, or the student use a smaller "transfer set". However, as
training-objective, the student leverage both the original label of the training
sample, and the soft labels (the output vectors p) generated by the teacher,
with a total loss that combines both of them. For the loss related to the soft
labels, the Kullback-Leibler (KL) divergence is exploited .

Papernot et al. [106] first introduced the defensive distillation. The basic
idea was to extract the knowledge from a DNN to improve its own robustness
to adversative attacks, by reducing the variations around the inputs, i.e., the
network gradients that an adversary can leverage to craft malicious samples.
The authors first defined the notion of robustness. A robust DNN should clas-
sify inputs in a neighborhood of a given input sample relatively consistently
with the latter. Such a neighborhood includes the adversarial version of an

input sample, that are L ,-close to that sample.

Adversarially Robust Distillation (ARD) [107] combines the defensive
distillation to the adversarial training. Indeed, such a framework leverages
the PGD attack to adversarially-train a network, as in [22]. Subsequently, the
knowledge of such a network is used to distill a smaller student, as in [105].
In such a way, authors of [107] solved several problems. The adversarial
robustness is typically preserved under knowledge distillation, i.e., a distilled
student is as robust to adversarial samples as the teacher. However, (i) Not
all the robust teachers transfer the robustness to a distilled student, while
ARD guarantees that the robustness is transferred. In addition, (i1)) ARD
can produce students that are more robust than the teacher. Finally, authors
also developed Fast-ARD, that is, a version of ARD that exploits the method
from [102] to reduce the overhead of adversarial training.

®Please refer to the original work of Hinton et al. [105] for further details on distillation.
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Input-Transformation Techniques

Such techniques involve the transformation of the input image to improve
the robustness against adversarial attacks. Indeed, adversarial attacks are
crafted by adding noise to the original image. Hence, a way to defend against
adversarial attacks is to denoise the perturbed samples either before submitting
them to the target model, or during the submission.

Liao et al. [108] proposed High-Level Representation Guided Denoising
(HGD), that is, a model trained by setting the loss function to the L distance
between the outputs of a layer / of the target model generated with both
original and adversarial samples. The authors considered two different layer
configurations, which yeld to two different versions of HGD. The first pertains
to the layer / being the topmost convolutional layer. In such a configuration,
the denoiser is guided by the features extracted by the layer, which provide
rich supervised information. The second case involves the layer preceding
the softmax one, thereby ensuring that the denoiser is guided by the logits,
which directly represent the classification results.

PixelDefend [109] makes small changes to an adversarial image in order
to move it back towards the training distribution, i.e., moves the image towards
a high-probability region. It starts from the adversarial image, and generates a
purified image that is within an €gefeng-ball of the perturbed image, by using a
greedy technique. The magnitude of €gefeng 1S adaptively tuned depending on
the probability of the input adversarial image. Indeed, images that have high
probability under the training distribution would have a low €gefeng preventing
significant modification. Conversely, low probability images would have a
high €4efeng thus allowing significant modifications.

Finally, there are works that leverage randomization as pre-processing
technique in adversarial defense, during their submission into the network.

Stochastic Activation Pruning (SAP) [110] drops out nodes in each layer
during the forward step. In specific, it prunes subset of activation where

the probability of retaining a neuron is proportional to the magnitude of its
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activation. Surviving activations are then scaled to preserve the expected
feature distribution. On the other side, Xie et al. [111] add a random resize
layer and a random padding layer to the beginning of the classification section
of the target CNN. The first resize layer resizes the image with a low resize-
step, while the second padding layer pads zeros around the resized image, in

a random manner.

2.4.2 Detection Defense-Methods

Detection methods aiming to detect whereas an input sample is legit or
malicious — crafted with adversarial attacks methodologies —.

Several approaches leveraged auxiliary models to detect adversarial exam-
ples. Defense-GAN [112] leverages a Wasserstein GAN (WGAN) 7 approach
to detect both white-box and black-box attacks. The WGAN is first trained
on clean training samples. Subsequently, the generic input image is projected
onto the generator G, that will generate a clean image — since it was trained
on the clean dataset —, thus denoising an eventual perturbation. Subsequently,
the generated image will be fed to the target model.

Conversely, other approaches involve either modifying the input image
or looking for the dimensionality of images-space to detect whether it is an
adversarial sample or not. Ma et al. [114] explored the concepts of Local
Intrinsic Dimensionality (LID) and adversarial subspaces to detect adversarial
examples. The LID can be used to represent the representational dimension
of a subspace in which a data point (either a clean image or an adversarial
image) belongs — that is, a measure of the rate of growth in the number of
data points as the distance from a reference sample increases —. Indeed, it
has been proved that the LID of adversarial samples is far greater than that of
clean images, since an adversarial perturbation allow the modification of all
data coordinates (pixels) of a sample. Therefore, adversarial samples exploit

A WGAN is a GAN that exploits the Wasserstein distance as loss function, aiming to
get a more stable training process. Refer to [113] for details regarding WGANSs.
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the full degree of freedom afforded by the representational dimension of the
data domain. Nonetheless, it is computationally difficult to compute the LID.
Hence it is typically estimated from a neighborhood of the target sample.
Finally, the authors leveraged the estimated LID to train a classifier.

On the other side, Adversarial Detection method via Disentangling Natural
images and Perturbations (ADDNP) [115] exploits the concept of LID and
adversarial subspaces to justify the fact that adversarial images are more
difficult to reconstruct than clean images, hence simple to detect via the
reconstruction discrepancy. ADDNP is a dual-branch framework, and each
branch is composed of both an encoder and a decoder. The first branch extracts
the representation of a clean image, while the second ones first (i) extracts the
representation of the perturbation via the encoder, and then (ii) reconstructs
the clean image with the decoder, based on the combined representations of
the clean image and the perturbation. The two branches are trained separately.
Finally, ADDNP computes the reconstruction discrepancy, which leverages
the cosine similarity, between a sample (either clean or adversarial) and its
reconstructed version obtained by the dual encoder-decoder scheme. Such a

discrepancy acts as a score for adversarial detection.

Ryu et al. [116] leverage the entropy and the bit-depth reduction of an
image to detect adversarial samples. Indeed, they discovered that the entropy
of an adversarial sample is bigger than that of its clean counterpart, due to
the perturbation. In addition, the entropy of a clean image in which the bit-
depth has been reduced is lower than the entropy of the original clean image.
Finally, the change in the entropy of an adversarial example after the bit-depth

reduction is larger than that of a clean image after bit-width reduction.

Nesti et al. [117] leveraged both digital transformation, e.g., blurring or
flipping, and a voting mechanism to detect adversarial images. Given an
image x and a trained model f, the author performed a digital transformation
on x in order to obtain x’, and fed the target CNN with both x and x". Subse-
quently, they computed the distance between f(x) and f(x') by using the KL
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divergence, as in Equation (2.15).

D(f(x), f(x)) = max{KL(f(x), f ('), KL(f ('), f (x))} (2.15)

Since the KL divergence is not symmetric, authors select the maximum be-
tween the two distance due to the fact that the maximum is a more conservative
estimate of the distance. In addition, adversarial examples are characterized
by more asymmetrical KL divergences than clean images. The distance in
Equation (2.15) is subsequently performed by feeding the images to three
different CNN, and each compared with a threshold. If after a majority voting
the distance results to be greater than that threshold, the input image is con-
sidered as an adversarial one. In addition, for adversarial examples that are
robust to input transformations, authors propose a defense perturbation. Such
a perturbation is actually a mask, computed trough an optimization procedure,
that, when applied to the input image, produces a new one that is no longer

robust to input transformations.

2.4.3 Defense as Side Effect

This subsection explores two methodologies designed originally to reduce
the computational complexity of DNNs but also affect the robustness of them
against adversarial attack. Nowadays DNNs are being widespread in edge
computing devices, whose computational resource are low. Therefore, there is
the need to improve the efficiency of DNNs in order to deploy them on small
devices. Indeed, there are several techniques aiming to improve the runtime
performance of DNNs, storage efficiency, or reducing energy consumption.
Quantization [16, 118, 119] is a compression technique [120, 121] which
reduces the bit precision — bit-width — for the weights and activations of
a target DNN. There are generally two categories of quantization [122]:
(1) Post-Training Quantization (PTQ) uses full-precision parameters during

the training process, and after such a process reduces the precision of the
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trained parameters. (ii) Quantization-Aware Training (QAT), on the other
hands, assesses the effects of parameter quantization during the training
process, leading to better results. However, in this thesis we do not aim
to provide a comprehensive overview of network quantization as a whole.
Instead, our focus is limited to the role of quantization in the context of
adversarial robustness. Please refer to [123, 122, 124] for further details about
quantization, from both theoretical foundations and the various technique

proposed.

On the other side, the Approximate Computing (AxC) design paradigm [125,
126] leverages the presence of error-tolerant code in applications to trade off
implementation, storage and/or accuracy for performance or energy gains. In
brief, AxC exploits the gap between the level of accuracy required by appli-
cations or users and that provided by the computing system, for achieving
diverse optimizations. However, it is first necessary to identify the spe-
cific part of the application that can be approximated, such as a portion
of the code or data. Subsequently, the approximation can be introduced
using various techniques, such as reducing the amount of bits used for
representing input data and intermediate operands [127], memorizing re-
sults for later reuse [128, 129], or using custom approximate hardware, e.g,
adders [130, 131] or multipliers [132, 133]. The latter approach is the most
widespread, and leverages hardware components that introduce errors within
the target application, but allow for gaining performance. Finally, note that
the error introduced by the approximation techniques is often estimated
trough simulation-based methodologies. In the field of ML, the AxC design
paradigm leverages the inner error-resiliency of DNNs — due to noisy and
redundant training datasets, as well as the training procedure — in order to
reduce both the computational time and the hardware-resource requirements
of the training and inference phases [134]. In the computer vision task, one
of the most adopted technique is to replace the multipliers used in the con-

volutional and fully-connected layers of the CNNs with approximate ones.
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Indeed, multipliers within layers are the most demanding component in terms
of hardware overhead [135, 136]. However, in this thesis we do not aim to
provide a comprehensive overview of AxC as a whole. Instead, our focus is
limited to the role of AxC in the field of ML, and in particular in the context
of adversarial robustness. Please refer to [135, 137] for further details about
approximation of DNNSs.

Finally, note that while discussing about quantization and AxC, we will
refer to the normal full-precision DNNs as either Full-Precision Neural
Networks (FpNNs), or just normal DNN. In addition, quantized and ap-
proximated DNNs are denoted by Quantized Neural Networks (QNNs) and
Approximate Neural Networks (AxNNs), respectively. Finally, we will also
denote with implementation each version of a DNN, meaning that a DNN
could have more than one implementations, e.g., the full-precision, the quan-

tized, and the approximate implementations.

Quantization as a Defense Method

Several works from the scientific literature have analyzed the role of quantiza-
tion in the context of adversarial machine learning, from both the perspectives
of attack [138] and defense. In this section, we will review the role of quanti-
zation as a mitigation strategy against adversarial attacks, although the results
could be contrasting.

Bernhard et al. [139] first analyzed the effects of quantization on adver-
sarial machine learning. Indeed, they discovered that quantization offers
poor-protection against SotA adversarial attacks, such as FGSM and ZOO.
In addition, the transferability between a FpNNs and a QNN is poor, since
the quantization can map two different values into the same bucket. Finally,
the quantization of the activations can lead to gradient masking, making the
quantized network robust against gradient based attacks, e.g., BIM or PGD.
Conversely, Lin et al. [140] found that QNNs are less robust to the FGSM
attack than their full-precision counterpart, due to the error amplification
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effect, discussed by Liao et al. in [108]. Therefore, authors of [140] proposed
a method to increase the robustness of QNN against adversarial attacks, by
suppressing the error amplification effect. Duncan et al. [141] also confirmed
that the low transferability from FpNNs to QNNs. However, they found that
a QNN is relative robust to its full precision network. This means means
that if a FpNN is robust against adversarial attacks, its quantized counterparts
remains robust against the same attacks. Gorsline et.al further explored the
relationship between adversarial attacks and quantization in [142]. One one
hand, quantizing a network with a higher bit-width for parameters allows
the network itself to define tighter decision boundaries between classes. On
the other hands, reducing bit-width increases the average distance between
test data and decision boundaries, which increases the amount of adversarial
perturbation needed to case the input to change class. In addition, authors
discovered that there is a critical attack strength that balances the above ef-
fects. Finally, Li et al. [143] examined precisely the quantization-adversarial
robustness by specifying both whether the PTQ or the QAT is selected, and
which parameters are quantized (weights and/or activation). They found
that both PTQ and QAT QNNs exhibit an increase in robustness, w.r.t. their
full-precision counterpart, with the reduction of quantization bit-width, if the
adversarial strength is lower than a threshold. Also, activation quantization
enhances robustness more noticeably compared to weight quantization. Con-
versely, if the quantization is combined with robust parameters, such as the
adversarial training, (i) PTQ causes a decreasing in both the robustness and
the precision of the QNN, w.r.t. the FpNN, as the quantization bit-width de-
creases. Instead, (i1)) QAT increases the accuracy, and increase the robustness
of against adversarial attack if combined with adversarial training, although

introducing a training overhead.
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Approximate Computing as a Defense Method

The role of AxC in adversarial machine learning in the domain of computer
vision is an intriguing subject that merits further exploration. However, the
research community has only recently begun to examine this topic, with
only three papers analyzing it between 2021 and 2022, and results being

contrasting.

Guesmi et al. [144] were the first to explore the AxC in the field of adver-
sarial machine learning, by (i) replacing the multiplier used for convolutions
within convolutional layers with an approximate 32-bit floating-point one,
and (ii) evaluating the robustness of the resulting neural network against both
white-box and black-box adversarial attacks. In specific, authors replace
exclusively the conventional mantissa multipliers, since it has been shown
that introducing errors in the exponent part might have drastic impact on the
accuracy of CNNs [145, 146]. As a result, the crafted AxXNN leverages an
approximate convolution function. Once approximated the target network,
the authors both explored the transferability from the FpNN to the approxi-
mate version, and attack directly the AxNN, with gradient-based (white-box),
score-based and decision based (black-box) attacks. They found that the trans-
ferability is poor from FpNNs to AXNNs, resulting in AXC being a mitigation
method against transfer-based attack. Similarly, the success-rate of black-box
attack is poor, always below 30%. Conversely, white-box attacks succeed to
fool the AXNN, depending on how big is the perturbation applied. Although,
the perturbation required to fool an AXNN is bigger to that required to fool
the FpNN, resulting in the former being more robust against white-box attack
than the latter.

Siddique and Hoque [147] generated approximate networks by replacing
their multipliers with integers one from the EvoApprox8b library [148]. For
what pertains to white-box attacks, authors observed that, although being more
robust than a FpNN, the robustness of a AXNN decreases with an increase in

the strength of the adversarial attack (how much perturbation is applied to
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the input image). In addition, both the FpNN and its approximate counterpart
exhibit more robustness against L, attacks than L. ones. Furthermore, in
contrast to [144], authors found that AxNNs are vulnerable to gradient-based
attacks even tough the perturbation applied is small. Finally, authors compared
the robustness of AXNNs and 8-bit QNNs, in specific by approximating
quantized networks. They found the AxC acts antagonistically to quantization
w.r.t. adversarial attack. This means that, while the quantization improves
the robustness of FpNN against adversarial attack, the AxC decreases the
robustness of QNNss.

Finally, Atoofian [149] proposed to approximate a FpNN with an ensem-
ble of approximate multipliers in order to increase its robustness to adversarial
attack. However, although the author claimed to use an ensemble of approxi-
mate multipliers to generate the AxNN, he actually used a single multiplier

composed of 1+ P compressors

, an exact one and P approximate ones.
The compressor to use during the multiplication is selected by a multiplexer.
Subsequently, the author generated n approximate versions of the same target
DNN, and each AxNN selected a different compressor to use within the same
multiplier. Finally, all the n AxXNNs are fed with the same inputs, and the
final output — classification — is obtained by either averaging or maximum
voting the n outputs generated by the AxXNNs. Hence, in this work he used
an ensemble approximate network to enhance the robustness. Atoofian then
targeted with both white-box and black-box attacks the ensemble approximate
network, and compared results w.r.t. the FpNN, an AxNN obtained with a
single approximate multiplier, and two QNNs5, the former when only weights
were quantized, the latter with both weights and activations quantized. Re-
sults show that the ensemble approximate network is always more robust
to adversarial attacks than other implementations, except of the QNN with

8A compressor within a multiplier reduces the number of bits outputted by the multiplier
itself. Please refer to [150] for details regard approximate multipliers generated by suing an
ensemble of compressor.
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quantized weights only. Indeed, the robustness of such a quantized version is

almost the same as the ensemble approximate network.

2.4.4 Challenges

The preceding sections reviewed defense techniques against evasion adversar-

ial attacks, w.r.t. several implementations of DNNs. Nevertheless, there are as

yet unresolved challenges that this thesis must confront, especially pertaining

to efficiency techniques that affect the robustness to adversarial attacks

Challenge 1

Challenge 2

Challenge 3

Challenge 4

QNN should be more robust against adversarial attack than their full-
precision implementation. However, results from the scientific literature

are either partial, not clear, or contrasting [139-141].

It has been proved that the AxC design paradigm can improve the
robustness of DNNs against adversarial attacks. However, although
an interesting research topic, especially pertaining to edge computing
in the image classification tasks, only three papers [144, 147, 149]
were proposed in the scientific literature. In addition, such works
do not cover other approximation techniques that could enhance the
robustness, e.g., using different approximate multipliers in the same

networks. Therefore, this research area needs further investigation.

Although QNNs and AxNNs are more robust against adversarial attack
thank FpNNgs, they are still vulnerable to them. The scientific literature
lacks of paper that both try to defend such networks against adversarial
attack, and that explore the possibility to use defense techniques —

originally designed for FpNN — to defend such implementations.

Although adversarial attacks based on quantization have been explored
in the literature [151, 138], no prior work has employed the AxC to

design such attacks.






Improving the Stealthiness of Adversarial
Attack against CNNs

This Chapter presents and discusses two adversarial attack methodologies
that we proposed, named N-Pixels (NPs) [68], and Incremental-Pixels (IPs).
We will provide a comprehensive overview of the main steps involved in
all the three attack-methodologies, and the manner in which they facilitate
the resolution of challenges posed by adversarial attacks. In addition, we
will present exhaustive experimental evaluations of the proposed attacks to
demonstrate their suitability and applicability in real-world scenarios.

As discussed in the Section 2.2 of the previous Chapter, Convolutional
Neural Networks (CNNs) are vulnerable to adversarial attacks. They involve
the creation of perturbed, yet legit, inputs that are visually similar to the
original inputs but can force a trained model to produce incorrect outputs.
Such attacks are designed to target the model either in the (i) training phase,
in order to corrupt the functionalities of the target model — poisoning attacks
—, or in the (ii) testing phase, aiming to gain knowledge about the target model
— exploratory attacks — or to cause a misclassification of a perturbed input
sample — evasion attacks —. Furthermore, for what pertains to the knowledge
required to conduct such attacks, white-box attacks require full access to

the model (such as the architectural details, internal parameters and training-
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procedure). On the other side, gray-box attacks require partial knowledge
about the model. Finally, black-box attacks assume no knowledge about the
model, requiring access exclusively to the inputs and outputs of the model.

Several adversarial attack methodologies were proposed in the scientific
literature, although there are several challenges, discussed before, that need
to be confront. Indeed, white-box attacks are unrealistic and not-applicable
in real world scenarios ( Challenge 1). Furthermore, black-box attacks are
typically computationally-intensive or still require access to information that
should be not available — score based attacks — (Challenge 2). In addition,
evasion attacks (both the white-box and the black-box scenarios) (i) introduce
perturbations that are still visible in the final adversarial images ( Challenge 4),
(i1) perturb pixels within the input images that are not important for the final
classification — Challenge 3—, and (iii) they suffer from non-reproducibility,
since they leverage stochastic methodologies to compute malicious sam-
ples (Challenge 5).

NPs and IPs contribute to face this challenges. In specific:

* NPs is a gray-box attack that requires less information than white-box
ones. Indeed, such an attack leverages exclusively the information
about the architecture of the target model, without knowledge about
the training procedure. In addition, such an attack craft adversarial
images by perturbing only the sections within the original input image
that are significant to the final classification of the model. Finally,
NPs leverages deterministic methodologies to introduce a not-visible

perturbation within the input image.

* [Ps improves the One-Pixel (OP) attack by (i) perturbing a number
of pixels that is not fixed priory. Instead, IPs tries to craft an adver-
sarial images by iteratively modifying a growing number of pixels.
Furthermore, such an attack (ii) leverages deterministic methodologies

to introduce an imperceptible perturbation within the input image. The
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process of computing the perturbation for a specific pixel involves an

analysis of the pixels surrounding the target one.
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3.1 N-Pixels: a Novel Grey-Box Adversarial At-
tack for Fooling Convolutional Neural Net-

works

NPs is a gray-box adversarial attack that contribute to the State-of-the-
Art (SotA) by proposing solutions to several challenges. Indeed, it requires
access to the architecture of the target model in order to craft adversarial
images, without needing other information such as the training procedure, in
response to the Challenge 1. Furthermore, NPs craft the adversarial images by
modifying exclusively the pixels that are important to the final classification
and hence by addressing the Challenge 3. Finally, it leverages deterministic
approaches for computing and applying the perturbation to the pixels, allow-
ing to both reproduce the attack (in response to the Challenge 5) and introduce
invisible perturbation, in response to the Challenge 4. In the following, we
will detail how NPs addresses the mentioned challenges, and we will present

experimental results that prove the suitability of the attack.

3.1.1 Methodology

NPs is divided in two different stages, aiming in modifying the input image
as few as possible. The first stage involves identifying the section within the
input image that contributes the most to the classification of the image itself.
In particular, the attack examines the output of the final feature-layers of the
feature learning section of the CNN to identify the most significant feature
that contributes the most to the classification. Subsequently, such feature
is mapped in reverse to the input image in order to identify the section of
the image related to the feature deemed important. Finally, in the second
stage, a binary search algorithm is employed to identify an appropriate — and
minimal — perturbation to be applied to the section of the image identified in

the previous stage.
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The following Subsections will provide a comprehensive examination of

each stage.

First Stage: Identification of the Most Important Section within the Input
Image

In the first stage of the NPs attack, the objective is to identify the sections of
the input image that are of greatest significance, by leveraging the information
related to the architecture of the target CNN. Such a stage allow us to address
the Challenge 3.

Assume that such model has L layers [;,i € [0,...,L— 1]. [y is the input
layer, followed by Z features layers [;,i € [1,...,Z] — with Z < L — of the
feature learning section. Finally, there are the classification layers /;,i €
[Z+1,...,L—1], with [;_ the softmax layer.

Identification of the most important feature In order to identify the
most significant feature that contribute the most to the classification of the
input image x, the proposed attack analyzes the output of the last feature
layer ;. The reason is that, as the depth of the CNN increases, the features
extracted by the layers become progressively more representative of the
image. Consequently, deeper layers capture more abstract and high-level
features, which significantly contribute to the accuracy and effectiveness of
the classification process [152].

First, NPs lets the target model to perform an inference on the input image,
x, with the objective of conducting an analysis of the layer /;. In this context,
we denote the input and the output volumes, of the layer /;, with I, and G,
respectively. In particular, G, is a volume composed by w - & fibers, that
are vectors whose dimension is k. The width w and height 4 are dependent
on the number of filters, the stride, the padding, and the dimension of the
input, while k is the number of filters. Finally, each fiber f belonging to G,
is associated with a specific section S; of the input volume /,. Consequently,
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the identification of the most significant fiber f* € G, allows for identifying
the most important section S; within the input /,. Figure 3.1 illustrates the

aforementioned discussion in graphical detail.

I, - ;
z
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Figure 3.1: Representation of input and output volumes I, and G, respectively,
of a feature layers /;. In this context, f* is the most important fiber within G,
that corresponds to the most important section S} of the input volume.

The procedure 1 illustrates the method for identifying the fiber f*, that will
contribute the most to the final classification, between two fibers, f! , 2 ¢ G,
where f! # 2. The number of values of the fiber f' that are equal to or greater
than the values of f> in homologous positions (lines 4 to 10) is counted, in
order to determine whether the fiber f! is better of the fiber 2. Given two
sections S; and Sf, within the input volume /, of the layer L,, the neurons of
such layer compute the fiber f! and {2 of the output volume G, by leveraging
the k filters. If (i) > f2(i), i € [0, ...,k — 1], this means that the section S! is
more important of the section Sg, according to the filter i. The reason is that
the Rectified Linear Unit (ReLU) and its variants are the most widely used
activation functions. Thus, the largest is a value within a fiber f, according to
a certain filter i, the most it will contribute in the subsequent layer [153, 154].

Such reasoning is repeated for each fiber f within the volume G,.

Back-mapping Once identified the most-important fiber £, NPs leverages
the stride, the padding, and the number of filters in order to search the exact



3.1 N-Pixels: a Novel Grey-Box Adversarial Attack for Fooling
Convolutional Neural Networks | 61

Algorithm 1 Procedure to find the fiber that contribute the most to the classi-
fication between two given fibers.
1: procedure FINDBESTFIBER(f!, 2, k)

2: o <0

3 O < 0

4 fori<+ 0;i<k;i<+i+1do
5: if fl(i) > fz(i) then
6: ap o +1

7 else

8: o +—on+1

9: end if

10: end for

11: if o; > oy then

12: £ =fl

13: else
14: f =f

15: end if

16: return f*
17: end procedure

position of the most-important sections S} within the input volume I, of /,.
Of course, the volume [, is also the output volume G,_; of the layer /,_;.
Therefore, we map the most important section S; € I, = G, through the
layer [,_1, in order to identify the most important section S;_; within the
input I, of the layer /,_; that generated the most important section S} (set
of fibers) within the output volume G,_;.

This process is repeated until a layer, designated as layer /,, is reached, as
depicted in Figure 3.2. Such a layer is situated in proximity to the input layer.
Note that the selection of the stopping layer is contingent upon the desired
precision of mapping relevant features. The closer the selected layer, [, is
to the input image, x, the more precise the mapping of relevant features will
be. However, this increases the computational complexity. Accordingly, the
optimal selection of the layer /, entails a trade-off between the computational
complexity and the precision of the mapping.

Consequently, at the conclusion of the back-mapping procedure, the most

significant section, denoted by S, is identified within the input volume, 1,
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Figure 3.2: The process of back-mapping. The most important section S
within the volume I, identified through the most important fiber f* in the
volume G, corresponds to a set of fibers within the output volume G,_; of
the layer [, ;. These fibers are back-mapped in order to identify the section
S7_, within the input volume /;_;. The entire process is repeated up to the
layer I,

of the layer, /,. Finally, by leveraging the information related to the stride,
padding, and filter dimensions, NPs map the S, directly to the input image
x. This process allows identifying the most important section S* of the input

image.

Second Stage: Crafting the Adversarial Image

Assume that the input image can be expressed by x = {xg,...,xg_1 }, with H
denoting the number of pixels. Once identified the important section $* € x,
composed by P pixels x;,j € [0,...,P — 1], with P < H, the second stage
craft the adversarial image by applying to such P pixels a perturbation 9.

In order to comprehend the functioning of this stage, please refer to
Table 2.1, and Equations (2.4) and (2.2). The second stage of the NPs attack
modifies the pixels within the section S* by applying and evaluating an
additive perturbation J, to them. In specific, the second stage chooses a
perturbation 9y, and, iteratively, either increments or decreases it, in order to
(1) craft a successful adversarial image, (ii) that is as similar as possible to the

original image.
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For each pixel j, the specific perturbation J, applied to it is evaluated with
two distinct distance metrics.

* The attribute v; represents the extent to which p* — the likelihood that
the image belongs to the correct class y —, is altered by modifying the
pixel j of the input image x with the perturbation §,. Once modified
the jth pixel by adding the perturbation J,, the resulting image can
be expressed £ = {xo,...,x;j + &,...,xy—1 }. Consequently, the classi-
fication vector assigned to £ is expressed as p = {po,...,Pm—1} (see
Table 2.2), with p; the likelihood that the perturbed image £ belongs
to the generic class y;. Finally, we define with p* the likelihood that £
belongs to the correct class y. Consequently, the value v; is computed
as in Equation (3.1):

v, =dist(p*,p") (3.1)

In the event that the modification of the single pixel j causes a mis-
classification, such that argmax(p) =y, and argmax(p) = 9,, with $,
a different class from the correct one y, the attribute v; is assigned
the maximum value (€,). Therefore, such a value represents how far
the perturbed image X is moving away from being correctly classified,
without preferring a specific class different from the original one (NPs
is an untargeted attack).

 The weight w;, represents the extent to which the new image £ differs
from the original image x, once applied the perturbation J; to the pixel
Jj. Such a weight is computed as in Equation (3.2).

wj=dist(x,%) (3.2)

Several distance-metrics can be adopted, such as the norm (either Ly,
Ly, or L), the Structural Similarity Index Measure (SSIM), or the Peak
Signal-to-Noise Ratio (PSNR). It should be noted that a maximum
distance value, denoted as €,,, is permitted in order to ensure that
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the perturbed image X is as similar as possible to the original image
x. Accordingly, in order to generate a valid adversarial image, it is
necessary to adhere to the constraint w; < Q,,, denoted as similarity
constraint, for each pixel that has undergone modification through the
application of the perturbation 8.

Therefore, since NPs evaluates the application of a specific perturbation o, for
all the P pixels of the section S*, for each perturbation we have P attributes v,
and P weights w. The Procedure 2 outlines the methodology for the evaluation
of the perturbation &, applied to the pixels of the section S, based on the values
of vand w.

Algorithm 2 Procedure for evaluating how the perturbation of a single pixel
affect the image.

1: procedure PERTURBATIONEVALUATION(x, p*, y, P, &y, Qy, Q)
2: T+ 0

3: for j«0;j<P;j< j+1do
4. Vi< 0

5: wj +~0

6: X x[j+ 6]

7: wj < dist(x,X)

8: ifw; > Q,, then

9: Wi < —1

10: else

11: P f(X)

12: Ya < argmax(p)

13: if §, # y then

14: vi=2Q,

15: else

16: vj < dist(p*,p*)
17: end if

18: end if

19: 1j < v%
20: T < TUtj
21: end for

22: T < DescendingSort(T)
23: return 7
24: end procedure
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However, the perturbation , has first to be computed, in order to be
applied to the pixels of S* and evaluated. In essence, our approach entails an
iterative computation and updating of the perturbation d,, with the objective
of identifying a perturbation that allows for the generation of an adversarial
image that is as similar as possible to the original image, by leveraging a
bisection method into the range [y,I'] — hence by addressing the Challenge 5
—. The initial perturbation is computed as in Equation 3.3, and updated by

modifying the values of either y or I'.

5 {—F; YJ (33)

The procedure 3 depicts how to compute and evaluate the most suitable
perturbation, and how to craft the adversarial image. The initial perturbation
is computed as in Equation 3.3, and evaluated with the procedure 2 (lines 8
and 9). Consequently, by leveraging the ordered set T of ratios v/w, we
perturb the original image x by adding the perturbation &, to the P pixels,
starting from the best ones (the ones whose ratio v/w is bigger). There are

three different cases to analyze.

1. Once modified a pixel, the similarity constraint is violated. Conse-
quently, a smaller perturbation is computed by updating I' = 6, — 1,

and evaluated again with the procedure 2 on all the P pixels (line 15).

2. The modification of that pixel generates an adversarial image (X is mis-
classified). Therefore, a smaller perturbation is computed by updating
I' = 6, — 1, and evaluated again with the procedure 2, in order to try to
craft a new adversarial image that is more similar to the original image

than the current adversarial image.

3. Neither the similarity constraint has been violated, nor the perturbed
image £ causes a misclassification. Therefore, the perturbation 9y is

also applied to the pixel whose ratio v/w is the following in the set T,
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in order to compute a new perturbed image, that has more than one

pixel perturbed with the same perturbation 6.

If the case 3 occurs while applying the perturbation 9, to all the P pixel,
a bigger perturbation is computed by updating ¥ = 6, + 1 end evaluated
once more. The process of computing and evaluating a procedure stops
when the range [y,I] is smaller than a threshold u. Finally, the procedure 3
returns the adversarial image only if the case 2 occurs while evaluating a
perturbation 6, and applying it to the pixels of the section S*. Hence, the
NPs attack succeeds. Otherwise, if cases 1 and 3 occur for all the computed
perturbations, the procedure 3 returns the original image itself, resulting in the
failure of the NPs attack for that image. Finally, note that both cases 1 and 2
try to compute a new adversarial version of x by reducing the perturbation,
hence by addressing the Challenge 4.

3.1.2 [Experimental Evaluation

In order to evaluate the NPs attack, we targeted different CNNs and datasets
from the scientific literature. The following Sections provide the reader with
details related to the experimental setup, and the analysis of the experimental
results. Finally, we compare our attack with other SotA attacks.

Setup

In this Subsection, we provide the reader with details related to the CNNs
and datasets we exploit to evaluate our attacks, and how we configured NPs

attacks in both the first and the second stage.

Networks and Datasets We consider several datasets and different CNNs.
In particular, we targeted two networks from the ResNet family [155], i.e.,
ResNet24 and ResNet50, trained to cope with the CIFAR-10 [156] and Dogs
vs. Cats [157] datasets, respectively. Finally, we targeted MobileNet-v3 [158]



3.1 N-Pixels: a Novel Grey-Box Adversarial Attack for Fooling
Convolutional Neural Networks | 67

Algorithm 3 Procedure for selecting a perturbation to evaluate, and subse-
quently crafting the adversarial image.

1: procedure CRAFTADVERSARIALSAMPLE(x, S*, Q,, Q,,, I, 7, P, 1)

2:

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24.
25:
26:
27:
28:

A A

X4
Xx
p fx)
y < argmax{p}
p*  max{p}
whileI'—y > u do
8 |7
T < PerturbationEvaluation(x, p*,y, P, &, Q,, Q)
forz; €T do
% —t;
2 x[j+ 6]
d + dist(x,%)
if d > Q,, then
I'—o6-1
Break
end if
p=f(x)
9u  argmax(p)
if §;, # y then
Fr«~6-1
X4 %
Break
end if
end for
Y+ 6:+1
end while
return x*4"

29: end procedure
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on the FGCV7 dataset [159]. Please note that both ResNet50 and MobileNet-
v3 were pre-trained on the ImageNet datasets [55] dataset, and then fine-tuned
on the Dogs vs. Cats and FGCV7 datasets, respectively. Table 3.1 reports the
accuracy of each CNN on the respective test dataset.

ResNet24 ResNet50 MobileNet-v3
86.39 97.01 98.08

Accuracy
(%)

Table 3.1: Success-rate of ResNet24, ResNet50, and MobileNet-v3 on the
CIFAR-10, Dogs vs. Cats, and FGCV test datasets, respectively.

CIFAR-10 consists of 60 thousand 32 x 32 RGB images, each belonging to
ten different classes, e.g., ship, car, and frog, while the Dogs vs. Cats datasets
consist of 25 thousand 224 x 224 RGB images belonging to the classes cat
and dog. Finally, the FCGV7 dataset is composed by 3650 224 x 224 high-
quality RGB images of multiple real-life symptoms of diseases affecting
plants. The datasets were partitioned in order to allocate 80% of the images
for training purposes and reserve the remaining 20% for use as test dataset.
Finally, 15% of the training dataset was employed for validating the training
process, serving as a validation dataset. All the CNNs we mentioned have
been trained using cross-entropy as loss functions, Adam as optimizer, and

ReLU as activation function.

N-Pixels: First Stage Configuration For what pertains to the first stage of
the NPs attack, the search of the most important output fiber f*, within the
last feature layers, was implemented as specified in the procedure 1. Once
identified f*, it was back-mapped up to the layer L,. We have chosen the
first, and the second, convolutional layer that followed the input layer for
what pertains to the ResNet50 and MobileNet-v3, respectively. Conversely,
regarding ResNet24, we selected the fifth convolutional layer as /,. The
reason is that, since the input images of both ResNet50 and MobileNet-v3
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are RGB 224 x 244 images, in order to better identify the important section

within such images, a greater precision is required than the case of ResNet24.

Furthermore, assume that NPs targets a test image x (from one of the three
datasets we considered) in input to a CNN (either ResNet24, ResNet50 or
MobileNet-v3). In order to reduce the computational cost, once back-mapped
the most important fiber up to the layer /,, and identified the section S;, NPs
did not map such section entirely to the input image. Instead, we applied the
K-Means clustering algorithm in order to cluster the section S, in different
K clusters S; € S, with i € [0,...,K]. Among these clusters, we selected
the biggest one, i.e., the one whose number of important elements is greater
than the others, namely, S7,. Thus, within an input image x, NPs identified a

subsection S}, within the most important section S*.

N-Pixels: Second Stage Configuration Once identified the subsection
S; within an input image x, NPs perturbs it as depicted in Procedure 3, in
order to select a perturbation, and evaluate it on the pixels of S;. Since NPs
targeted RGB images, each pixel of the image is a tuple of three channels
[r,g,D], whose values r,g,b € [0,255] are represented in 8-bit integer. Thus,
the minimal perturbation that can be applied to a channel is Y = 1, while the
maximum perturbation is I' = 255. Consequently, the initial perturbation,
computed as in Equation (3.3), is § = L@J = 128 (line 8 of procedure 3).
By evolving the binary search algorithm, the next value was selected between
either &, = L%J =192 or 8, = [ 12711 | = 64, in order to increase or
decrease the additive perturbation, respectively (lines 15, 21, and 26 of the
procedure 3). The binary search algorithm, and thus the updating of the
perturbation, was performed until I' —y = 1, thus, ¢ = 1. Once selected a
perturbation 8, NPs evaluated it by leveraging Equations (3.1) and (3.2). In
specific, consider an image x from the test-set, and the perturbed image £
crafted by applying the perturbation 9, to the pixel j. Furthermore, p, =
p* = argmax{f(x)} and p, = p* = argmax{f(X)} are the likelihoods that x
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and X belong to the correct class y, respectively, NPs computes the attribute

v; and the weight w; as follows:
*vj=|p*—p7|
* w; = 100 — PSNR(x, X)

The PSNR measures the difference between two different images, in terms
of noise. The smallest is this value, the more visible is the noise. Generally,
a PSNR greater than 30 dB means that the difference between two image is
almost imperceptible to human eye. Therefore, we choose as Q,, =70 as a
threshold for the similarity constraint. Finally, Q, was selected to be equal
to 1. Note that, once selected a perturbation J,, which is always positive by
construction, NPs evaluated both the additive and the subtractive perturbation.
Finally, the proposed attack evaluated the application of such perturbation on

either a single channel, two channel, or all the three channels, for each pixel.

Result Analysis

In this Section, we analyze the experimental results. In specific, Table 3.2
depicts the success-rate of the NPs attacks against ResNet24, ResNet50, and
MobileNet-v3, while Figure 3.3 depicts how the PSNR is distributed once
crafted successful adversarial image. Note that, in order to conduct such
experiments, we make NPs undergoes the similarity constraint of Q,, = 70
(the minimal PSNR was 30 dB).

ResNet24 ResNet50 MobileNet-v3
| NPs | 919 22.01 89.17

Table 3.2: Success-rate of NPs against ResNet24, Resnet50, and MobileNet-
v3.

As Table 3.2 depicts, the success-rate of NPs is about 90% against both
ResNet24 on CIFAR-10, and MobileNet-v3 on FCGV7, while it is slightly
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(a) ResNet24. (b) ResNet50. (¢) MobileNet-v3.

Figure 3.3: Distribution of the PSNR while targeting ResNet24 (a), ResNet50
(b), and MobileNet-v3 (c) on the CIFAR-10, Dogs vs. Cats, and FGCV7
datasets, respectively.

more than 20% while targeting ResNet50 on Cats vs. Dogs. These results are
consistent with the ones showed in Figure 3.3. In specific, once crafted suc-
cessful adversarial samples, we measure the difference between the original
image and its adversarial counterpart with the PSNR, for all the images of
each test set. Note that, the majority of PSNR-values are distributed around
42-43 dB in case of MobileNet-v3, and around 50 dB in case of ResNet24.
Conversely, the values of PSNR are distributed around 30-35 dB in the case
of ResNet50. This means that both N-Pixel have a high success-rate against
ResNet24 and MobileNet-v3, and, also the adversarial images result to be
indistinguishable from the original images, to the human eye. Conversely, the
success-rate is lower while targeting ResNet50, and the perturbation intro-
duced by NPs to fool such a network is greater than those introduced to fool
ResNet24 and MobileNet-v3.

Given the suboptimal results observed in the ResNet50 case, we re-
executed the experiments, this time relaxing the similarity constraint. In
specific, we have selected the minimum PSNR equal to 20 dB, hence the
threshold of the similarity constraints was ,, = 80. Table 3.3 show the
success-rate of NPs while relaxing the similarity constraint, while Figure 3.4

shows results while relaxing the similarity constraints.
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ResNet24 ResNet50 MobileNet-v3
] NPs 91.9 40.09 90.03

Table 3.3: Success-rate of NPs against ResNet24, Resnet50, and MobileNet-

v3. In this case, the similarity constraint was relaxed, by setting a minimal
PSNR to 20 dB.

20 25 30 35 40 45 50 55 60 20 30 40 50
PSNR (dB) PSNR (dB)

(a) ResNet24. (b) ResNet50. (¢) MobileNet-v3.

Figure 3.4: Distribution of the PSNR while targeting ResNet24 (a), ResNet50
(b), and MobileNet-v3 ((c) MobileNet-v3.) on the CIFAR-10, Dogs vs. Cats,
and FGCV7 datasets, respectively. In red, there are additive results obtained
by relaxing the similarity constraint, with a minimal PSNR to 20 dB.

60 70

50 60
PSNR (dB)

Note that, while targeting ResNet24 and MobileNet-v3, both the success-
rate and distribution of values of PSNR remain largely unchanged. As Ta-
ble 3.3 shows, the success-rate remains unaltered while targeting ResNet24,
and increases by less than 1% while targeting MobileNet-v3. Furthermore,
Figure 3.4 (c) shows that there are very few adversarial images whose PSNR,
w.r.t. their original counterpart, is in the range [21,30] dB (red results), while
results regarding Resnet24 remain unchanged (Figure 3.4 (a)). Conversely,
for what pertains to ResNet50 on Dogs vs. Cats, the results have changed
drastically. Indeed, the success-rate has almost doubled and, as Figure 3.4 (b)
depicts, the number of PSNR-values between 20 and 30 dB are almost equal
than the values greater than 30 dB (red results). The reason of such behavior
depends on both the dataset and how we evaluate the perturbation on a pixel,
with the ratio v/w. When the ratios are sorted in descending order (the set 7,

as in line 22 of procedure 2), the NPs attack modifies the pixels in a manner
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that causes the image to deviate from the correct classification, without prefer-
ring any particular incorrect class. Furthermore, the attack aims to introduce

as less perturbation as possible, with the similarity constraint.

Class A Class B

6

(b) Multiclass classification.

(a) Binary classification.

Figure 3.5: Example of how NPs craft an adversarial image X from the
original one x in the case of binary classification problem (a), and a multiclass
classification problem (b).

As Figure 3.5 depicts, creating an adversarial image is more simple —in
terms of additive perturbation — in the case of a multiclass problem, rather
than in the case of a binary problem, without relying on a full knowledge
of the target model. The reason is that NPs moves the image x towards
the nearest decision boundary with the objective of perturbing it as little as
possible, while ensuring the that the similarity constraint is met. Assume that
the model is quite sure that x belongs to the (correct) class A, meaning that,
if p = f(x), and y, = y = argmax(p) = A, the likelihood p, = p* = max(p)
that the image belongs to the correct class A is near to 1. In the binary
classification problem (Figure 3.5 (a)), moving away x from its correct class
means preferring the only other class, the class B. Since x is far from the
decision boundary, a substantial degree of perturbation is required to effect a
change in classification. Conversely, in a multiclass problem (Figure 3.5 (b))

NPs moves x towards the nearest decision boundary, preferring the class C,
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since the perturbation required to move x from the class A to the class C is
less than that required to move to the B.

While Figure 3.5 (a) represents the cases of ResNet24 on CIFAR-10, and
MobileNet-v3 on FCGV7, Figure 3.5 (a) represents the case of ResNet50
on Dogs vs. Cats. Therefore, since ResNet50 is quite sure that an input
image is either a cat or a dog — the likelihood that such an image belongs to
the correct class is almost 1 —, and the problem such a network address is a
binary classification one, a greater perturbation is required by NPs to craft a
successful adversarial image. Therefore, by relaxing the similarity constraint
(Figure 3.4 (b)), the success-rate of NPs while targeting ResNet50 almost
doubles.

Comparison with SotA and Discussion

Finally, we compared results of NPs with iterative adversarial attacks from
the SotA. We compared our attack with Basic Iterative Method (BIM) [20],
Projected Gradient Descent (PGD) [22], OP [25] and Simple Black-Box
Adversarial Attack (SimBA) [94] in terms of both the success-rate and PSNR,
i.e., ow well an attack succeeds in creating an adversarial image that is as
more similar as possible to the original image. Note that, in such comparison,
we make NPs undergoes the similarity constraint of Q,, = 70 (the minimal
PSNR was 30 dB).

NPs | OP[25] SimBA [94] | BIM [20] PGD [22]
ResNet24 91.9 97.2 32.6 99.6 99.7
ResNet50 | 22.01 16 0.4 97.8 97.8
MobilNet-v3 | 89.17 | 26.83 3.67 100 100

Table 3.4: Success-rate of NPs, OP, SimBA, BIM, and PGD against ResNet
24, Resnet50, and Mobilenet-v3.

As Table 3.4 depicts, the success-rate of NPs is greater than the ones of

black-box attacks, and lower than the ones of white-box attacks, for all the
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(a) ResNet24. (b) ResNet50. (¢) MobileNet-v3.

Figure 3.6: Distribution of the PSNRs while targeting ResNet24 (a),
ResNet50 (b), and MobileNet-v3 (c¢) with BIM, PGD, NPs, OP, and SimBA.
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considered CNNs. Moreover, as Figure 3.6 depicts, the PSNR is distributed
worse while targeting the CNNs with NPs, rather than while leveraging other
adversarial methodologies from the SotA. NPs performs worse than white-
box attacks in both the success-rate and the PSNR. However, by lowering the
PSNR — note that, with the similarity constraint, we imposed the minimum
PSNR equal to 30 dB —, we ensured that the success-rate of NPs is much
greater than the ones of other black-box attacks, despite the perturbations are

still not visible to human eye.

3.1.3 Discussion

The experimental results of previous Section confirm what have emerged
from the scientific-literature, namely that gray-box attacks are a trade-off
between white-box attacks and black-box ones. Finally, all the black-box
attacks — including NPs — performs much worse than white-box attacks while
targeting binary-classification problems. However, by further relaxing the
similarity constraint, the success-rate of NPs could increase even more. In
addition, the optimal functioning of NPs is contingent upon the utilization of

the ReLLU or its variants as activation function within the target CNN.
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3.2 Incremental Pixels: a Black Box Adversarial
Attack

IPs is an iterative black-box score-based adversarial attack, based on the
OP one [25], that contribute to the SotA by facing the following challenges.
First, due to its black-box nature, it require access only of the inputs and
outputs of the target CNNs — more specifically to the outputs of the softmax
layer, since it is score-based —, in response to the Challenge 1. Furthermore,
the attack leverages deterministic approaches for computing and applying
the perturbation to the pixels, by relying on bisection methodologies, in
response to the Challenge 5. Finally, the attack perturb the pixels of the target
image by leveraging the statistics of its local neighborhood. This approach,
in conjunction with deterministic methods for computing the perturbation,
facilitates enhancing the imperceptibility, in response to the Challenge 4. In
the following, we will detail how IPs addresses the mentioned challenges, and

we will present experimental results that prove the suitability of the attack.

3.2.1 Methodology

IPs is a score-based attack that crafts an adversarial image by modifying an
increasing number of pixels, by applying to them an increasing perturbation,
carefully controlled with bisection methodologies. Such an attach is an

improvement of OP [25], since we introduced the following contributions:

* The number of pixels that IPs modifies is not fixed a priori, but increased
until a maximum number, starting from a single pixel, with bisection

methodologies;

* The perturbation is carefully selected with bisection methodologies,
until a successful adversarial image is not crafted, or until a maximum

value for the perturbation is reached.
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In the following, we will first provide preliminaries in order to comprehend
the methodologies we proposed. Subsequently, we will analyze in detail each

step of IPs.

Preliminaries

Prior to an in-depth exploration of IPs, the reader is provided with prelimi-
naries and definitions in order to better understand our contribution. For this
reason, we revised some definitions given in Sections 2.1.1 and 2.2.1. Here,
we define a test image x as a set of P pixels (p; j), such that: x = {p; ;} :i €
[0,h—1],j € [0,w—1]. Each pixel p; ; is composed of ¢ values, depending
on the number of the ¢ channels. For instance, each pixel of an RGB image
is a vector of 3 channels, e.g., p; ; = [RX‘;-I”@, GZ‘;l”e,BlVf}l”e]. Furthermore, we
revised the definition (2.6). Indeed, here we define a perturbed sample as in
Equation (3.4).

X=x+A (3.4)

The reason is that the perturbation A alters more than one pixel of the target
image x. Indeed, A is defined as in Equation (3.5).

A=M®d 3.5

Indeed, in the Equation 3.5, M is a mask of P elements m; j, such that
m;; € {0,1} Vi € [0,h —1],j € [0,w — 1]. Consequently, if m; ; = 1, the
pixel p; ; will be altered; otherwise, the perturbation will not be applied
to it. & is a matrix of P perturbations J; j, and each element &; ; express
the perturbation to apply to the pixel p; ;. Clearly, each perturbation &; ; is
composed of ¢ channels, as for the pixel p; ;. Finally, © is the element-wise
multiplications between the mask M and the perturbation-matrix 8. Therefore,
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the perturbation can be expressed as:

moo-80 ... Mouw—1-00w—1
A= : : (3.6)

Mp-10-Oh-10 - Mp—1w—1 Oh—1 w1

It follows that a generic A; j = m; j - §; ; is equal to &; ; if m; ; = 1, meaning
that the perturbation &; ; will be applied to the pixel p; ;. Otherwise, A; ; = 0,
and the pixel p; ; will not be perturbed.

In light of the preceding discussion, the perturbed image X can be ex-

pressed as follows:

P00 .. Po.B + 50713 cer POw—1
x’\ — p(x7f)/+ 8&/'}/ e e pa7w_] (3.7)
| Ph-10 o Ph—lw-1 |

Clearly, Equation (3.7) assumes that the mask M of is composed with P — 2
elements equal to 0, except for the elements mg g and mq y that are equal to
1, indicating that only the pixels pg g and pg,y of the image x will be altered
with the perturbations &) g and J,y, respectively.

Incremental Pixels Algorithm

Here, the IPs algorithm will be explained in each step. (i) First, we will
detail the number of pixels to perturb within the input image, followed by
(i1) the selection of the pixels to perturb once the number is established.
Finally, (iii) the computation of the perturbation to apply to each pixel will be
explained.

Assume that IPs selects a single pixel py, g to modify. It follows that A; j =
0Vie[0,h—1],i#aandVje [0,w—i],w#B,and Ay g = Oy g. Note that
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the value of the perturbation J, g is constrained between a minimum and a
maximum value, ® and Q, respectively, meaning that @ < 5067 g < Q. Clearly,
the values @ and Q depend on both the original value of py g and on the
minimum and maximum values allowed by the context, y and I', respectively.
For instance, in case of RGB images whose pixels are in the range [0,255],
y=0and I' = 255. Consequently, ® =y — py g, and Q =I'— p, g. Finally:

Y=Pap <O0ap <I'—paup (3.8)

Algorithm 4 Procedure for selecting the perturbation, and the number of
pixels to perturb, in order to craft an adversarial image.

1: procedure SELECTPERTURBATION(x, y, @, Q, i, maxP, minP, ¥, o, r, V)
2: xadv o x

3: while Q — o > u do
4. 0+ Qzﬂ
5: adversarial Found <+ False
6: while maxP — minP > 1 do
7: Ps + LMJ
8: O « ipDifferentialEvolution(x, y, Ps, 8, ¥, 0,r,V)
9: for x' € ©® do
10: Ya < argmax(f(x'))
11: if y, # y then
12: x4V o
13: adversarial Found < True
14: maxP < Ps
15: else
16: minP < Ps+ 1
17: end if
18: end for
19: end while
20: if adversarial Found = True then
21: Q<+ 6
22: else
23: 0+ 8+1
24 end if
25: end while
26: return x%%"

27: end procedure
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Procedure 4 depicts how both the number of pixels, and the perturbation
to apply to them, are selected. In specific, it is a two-level binary search
algorithm which aims to identify the minimal perturbation required to cause
the target CNN to misclassify the input test-image x while modifying as few
pixels as possible. In addition to the aforementioned x, the procedure also
needs (i) the correct class y associated to the image, (ii) the initial range
[minP,maxP] in order to compute the pixels to be perturbed, that is, the
minimum and the maximum number of pixels to perturb, (iii) the range [@, Q]
for the perturbation &, that is, the minimum and the maximum value for the
perturbation, respectively, as well as (iv) the convergence threshold u for the
perturbation, needed to stop the binary search for the perturbation. (v) In
addition, since the proposed attack leverage a genetic algorithm in order to
craft the adversarial image, the procedure requires a number of generation Y,
and the dimension of the population ¢. (vi) Finally, r and V are utilized to
determine the sign of the perturbation for each pixel, as we will explain better

later.

Fixed a perturbation 8, the inner loop (lines 6 to 19) computes the number
Ps, that is, the number of pixels that will be perturbed (line 7) in the range
[minP, maxP]. Consequently, the procedure PerturbImage leverages a genetic
algorithm to generate a set of perturbed images ©, crafted by applying the
fixed 9 to Ps pixels. Please note that the same perturbation § will be applied
to all the selected Ps pixels, while the sign (whereas the perturbation will be
added or subtracted) will be decided by the procedure ipDifferentialEvolution
for each specific pixel. Finally, the search bound for the number of pixels
is updated (lines 11 to 17). In details: (1) if the population POP contains
a successful adversarial image, the upper bound is updated by assigning
maxP = Ps. This is done in order to identify a better adversarial image, whose
number of perturbed pixels is less than that of the current one. (i1) Otherwise,
the number of pixels to be perturbed is increased with the objective of crafting

a successful adversarial image with such a fixed perturbation.
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Similarly, the outer loop computes the specific perturbation & within the
range [@, €], using a binary search algorithm. The upper and lower bounds
are updated in accordance with the outcome of the perturbation, either indi-
cating the successful crafting of an adversarial image or the absence thereof,
respectively. The binary searches allow addressing both the Challenge 5 and
the Challenge 4.

Algorithm 5 Incremental Pixel implementations of the Differential Evolution
genetic algorithm for computing a population of perturbed images, given a
fixed perturbation a number of pixels to perturb.

1: procedure IPDIFFERENTIALEVOLUTION(x, y, Ps, 8, W, o, r, V)
2: OO0

3 POP < initPopulation(x, Ps, o)
4: for j«—0;j<y;j< j+1do
5: POP' <+ 0
6: fori< 0;i<o;i+i+1do
7 repeat
8: P4, Pp, P + randomPick(POP)
9: Prew — Pa+H- (P, —P.)
10: for P € {Pyer, Pu, P, P} do
11: x' + perturblmage(x,P, 8,1, V)
12: end for
13: until ||x — x,e| < 8
14: Pinew)s Plays Pibys Piey < F(X)s X' € {Xnew, Xas Xp, Xe }
15: § <« P, Pmin{p’, p: p" € {Pluew}>Piay> Piv}>Pic}
16: POP' + POP' U{E}
17: end for
18: POP < POP'
19: end for
20: for P € POP do
21: % + perturbImage(x, P, 5,r,V)
22: O+ 0OU{x}
23: end for

24: return ®
25: end procedure

The genetic procedure utilized by the IPs attack to generate an adversarial
image is illustrated in Procedure 5. Specifically, it implements the Differential

Evolution (DE) genetic algorithm [95]. The initial population, denoted by
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POP, is generated in the first step of the procedure. This population consists
of o candidate solutions, as outlined in line 3. In fact, each solution is a set
of Ps pixels, whose coordinates are selected by using a uniform distribution
within the ranges [0,/ — 1], [0,w — 1] (Iength and width) of the target image
x. Subsequently, a new child solution, designated as P, is generated by
relying on the mutation operator (line 9). This operator randomly selects
three distinct candidate solutions P,, P, and P, from the initial population,
and generates the child solution in a manner analogous to that of the OP
attack, as depicted in Equation (2.13). It should be noted that, as with the
OP attack, the constant H is set to 0.5. For each solution, the procedure
generates a perturbed image by applying the previously fixed perturbation &
to all pixels of the candidate solution. This results in four distinct perturbed
1mages Xuew, Xq, Xp, and x.. However, as the primary objective of IPs is to
generate an adversarial image with minimal perturbation, we further enhance
the DE mutation operator by imposing an Le-distance constraint, in order to

face the Challenge 4. A new child solution P,,,, is generated until:
||x_xnew||oo <o (3.9

This means that, once generated the perturbed image x,,, by applying the
perturbation & to all the pixel of the P, child-solution, such solution is
accepted to be a candidate solution only if the maximum distance between
the pixels of the original image x and xy.,, is 6. The surviving solution among
Prews Pas Pp, and P, i.e., the new solution of the new population POP’, will
be the one related to the perturbed image that minimize the p*, that is, the
likelihood that such a perturbed image belongs to the original class y, once
classified by the target model (lines 14 to 16).

Once generated the population, for each solution (set of Ps pixels) the
Procedure 5 generates the related perturbed images. Such images are then

evaluated by Procedure 3 in order to either find an adversarial image, or
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modify the number of pixels to modify and the associated perturbation, as

explained before.

Algorithm 6 Procedure for perturbing the input image x, once fixed the
number of pixel to perturb, and the perturbation to apply to them.
1: procedure PERTURBIMAGE(x, P, 8, r, V)

2: Xx

3: for p € P do

4: 7N « computeMeanOfNeighborhood(x, p, r)
5: if n >V then

6: £ %[x, + 0]

7: else

8: £ %[x, — 0]

9: end if
10: end for
11: return X

12: end procedure

Finally, Procedure 6 depicts how the image x is actually perturbed. Once
Procedure 3 fix the perturbation § and the number of pixels to perturb, and
once Procedure 5 generates a candidate solution P (set of pixels), the Proce-
dure 6 decides the sign of the perturbation &, hence whereas such a perturba-
tion should be additive or subtractive. The sign of the perturbation is chosen
basing on the neighborhood of the specific pixel to which the perturbation
has to be applied. In specific, given a pixel p € P, Procedure 6 computes
the mean value 7 of the pixels in a neighborhood of radius r of p (line 4).
If n >V -V is a configurable threshold —, the perturbation § will be added
to the pixel p; otherwise, it will be subtracted. Such a reasoning allow to
change as less as possible the behavior of groups of pixels, while introducing
a perturbation.

Differences with One Pixel

The IPs attack is an improved version of the OP attack proposed by Su et al.
in [25]. It is thus deemed pertinent to delineate the distinctions between the
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two attacks and to highlight the enhancements introduced by the proposed
attack.

First, OP modifies either a single pixel — which could be not enough to
craft successful adversarial images —, or a number of pixels fixed a priori.
Conversely, IPs computes the number of pixels to perturb with bisection
methodologies, in order to (i) perturb as fewer pixels as possible (IPs carefully
computes the number of pixels to perturb), and (ii) generate an adversarial
image with few queries (the number of pixels to perturb is computed with

bisection methodologies, rather than with incremental ones).

Second, IPs carefully select a perturbation to apply to the pixels, with
bisection methodologies. In particular, OP lets the DE genetic algorithm to
select both the coordinates of pixels to modify and the perturbation to apply,
by following the Uniform and the Gaussian distribution, respectively. Indeed,
each DE candidate solution is a quintuple holding the (i, j) coordinates of
the pixel to modify, and the RGB values to apply to such pixels. Conversely,
IPs lets DE to select only the (i, j) coordinates of the pixel to perturb, while
the perturbation to apply is computed as previoussly depicted. Meaning that,
the magnitude of the perturbation is computed with bisection methodologies,
aiming to minimize that, while the sign of the perturbation is decided basing
on the neighborhood of such pixel. Finally, IPs is able to target any Deep
Neural Network (DNN), despite the dataset, while OP is specifically designed
to target exclusively the CIFAR-10 [156] and the ImageNet [55] datasets.

3.2.2 Experimental Evaluation

In order to evaluate the IPs attack, we targeted different DNNs and datasets
from the scientific literature. The following Sections provide the reader with
details related to the experimental setup, and the analysis of the experimental

results. Finally, we compare our attack with other SotA attacks.
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Experimental Setup

In this Subsection, we provide the reader with details related to the DNNs
and datasets we exploit to evaluate our attacks, and how we configured IPs
attacks in both the first and the second stage.

Networks and Datasets We consider several datasets and different DNNs.
In particular, we targeted three networks from the ResNet family [155], i.e.,
ResNet-50D and ResNet-50C, and ResNet-24 trained to cope with the Dogs
vs. Cats [157], the CIFAR-100 [156], and the CIFAR-10 [156] datasets,
respectively. Finally, we targeted MobileNet-v3 [158] and VGG-16 [160],
pre-trained on the ImageNet [55] dataset, and fine-tuned on the FGCV7
dataset [159] and Fruits-360 [161] datasets, respectively.

Both the CIFAR-10 and CIFAR-100 datasets consist of 60 thousand
32 x 32 RGB images, each belonging to 10 and 100 classes, respectively.
The Dogs vs. Cats datasets consist of 25 thousand 224 x 224 RGB images
belonging to the classes cat and dog, while the FCGV7 dataset is composed
of 3650 224 x 224 high-quality RGB images of multiple real-life symptoms
of diseases affecting plants. Finally, the Fruits-360 dataset consists of 94110
100 x 100 RGB images belonging to 141 different classes, i.e., fruits and
vegetables. Please note that we rescaled the images of the Fruits-360 from
100 x 100 to 224 x 224, in order to use the VGG-16 network.

The datasets were partitioned in order to allocate 60% of the images
for training purposes, 20% to validate the training process, and reserve the
remaining 20% for use as test dataset. Finally, for the following experiment,
we consider 360 images belonging to 36 different classes of the Fruit-360
test dataset, and, we use the 35% of the images from the test dataset that
are correctly classified by the target model, for each of the above DNNs and
datasets.
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Table 3.5: Accuracy of ResNet-24, ResNet-50C, ResNet-50D, MobileNet-v3,
and VGG-16 on the CIFAR-10, CIFAR-100, Dogs vs. Cats, FGCV7, and
Fruits-360 test datasets, respectively.

DNN Dataset Accuracy (%)
ResNet-24 CIFAR-10 84.38
ResNet-50C CIFAR-100 80.31
ResNet-50D | Dogs vs. Cats 97.01
MobileNet-v3 FGCV7 98.08
VGG-16 Fruits-360 84.67

Table 3.5 reports the accuracy of each DNN on the respective test dataset,
and the number of images considered for the experiment (the 35% of each
test dataset).

Incremental Pixels Setup In order to target the above-mentioned DNNSs,
we set the parameters of IPs in a specific manner depending on the size of the
images belonging to the test set. We refer to the parameter of Procedure 3 as

parameter of the proposed attack.

Since we target RGB images, each pixel is represented as a vector of three
channels [R, G, B], whose each value is in the range [0,255]. Thus, we set
the minimum perturbation @ = 1, while the maximum one € = 100, hence
the perturbation & is computed between the range [1,100]. In addition, we
set the bisection threshold pt = 1, in order to try to apply also the minimum
perturbation to the image. For what pertains the number of pixel, we set
minP = 1, meaning that at least one pixel has to be perturbed. Conversely, we
set maxP to be the 1% of the total pixels of the target image. Consequently,
maxP = 10 in case of 32 x 32 images (both CIFAR-10 and CIFAR-100
datasets) — meaning that it modifies to the most 10 x 3 = 30 different channels
—, and maxP = 501 — at most 1503 different channels —while considering
224 x 224 images (FCGV7, Dogs vs. Cats, and Fruit-360 datasets).
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Furthermore, IPs leverages the DE genetic algorithm to find the pixels to
perturb. We let DE to evolve within 20 generations (¥ = 20), and a population-
size of 5 (0 = 5) while targeting 224 x 224. Conversely, DE evolves within
10 generations, and a population size of 5, while targeting 32 x 32 images.

Finally, as Procedure 6 depicts, once selected a perturbation é and a pixel
p to perturb, IPs employs a neighborhood radius of r to ascertain whether
the perturbation should be additive or subtractive, based on the average value
of pixels within the designated area. In the event that the aforementioned
average exceeds a specific threshold value, designated as V, the perturbation
0 is additive. Otherwise, the perturbation is subtractive. We set r equal to 2
while targeting 32 x 32 images, and r = 3 while targeting both and 224 x 224
images. This means that IPs examines a number of pixels that is less equal
to 24 and 48, respectively, depending on whereas the pixel p to perturb is
situated near the edge of the image or not. Finally, the threshold value V was
set to L%J = 127. Please note that the perturbation o is applied to all the
3 [R, G, B] channels of a pixel, meaning that the sign of the perturbation is

decided for each channel independently.

Table 3.6: Success-rate of IPs against ResNet-24, ResNet-50C, ResNet-50D,
MobileNet-v3, and VGG-16 on their respective datasets.

DNN Dataset IPs Success Rate (%)
ResNet-24 CIFAR-10 49.75
ResNet-50C CIFAR-100 0.92
ResNet-50D | Dogs vs. Cats 21.18
MobileNet-v3 FGCV7 16.8
VGG-16 Fruits-360 18.87

Result Analysis Table 3.6 depicts the success rate of IPs against the DNNs
we considering, once setting to 1% the maximum number of pixels, within
an input test-image, to perturb, and to 100 the maximum perturbation to be

applied. In particular, IPs has a high success rate — almost 50% — against
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Figure 3.7: Distributions of Ly norm (a), L. norm (b), PSNR (c¢), and number
of queries (d) of adversarial images generated by IPs while targeting ResNet-
24 on the CIFAR-10 test dataset.
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Figure 3.8: Distributions of Ly norm (a), L. norm (b), PSNR (c¢), and number
of queries (d) of adversarial images generated by IPs while targeting ResNet-
50C on the CIFAR-100 test dataset.

ResNet24 on the CIFAR-10 datasets, while the success rate is approximately
20% while targeting ResNet-50D, MobileNet-v3, and VGG-16 on the Dogs
vs. Cats, FGCV7, and Fruits-360, respectively. However, the success-rate
is low — almost 1% while targeting ResNet-50C on the CIFAR-100 dataset.

Such results could depend on different factors.

1. The number of classes of the target dataset, i.e., the smaller, the higher
could be the success rate of IPs. Indeed, CIFAR-100 images belong to
100 different classes. Therefore, is more difficult to lead ResNet-50C
to misclassify with a controlled and smaller perturbation. Note that
such an issue was discussed in [24, 162]. Indeed, authors claimed that
the more difficult is the classification-task, the more difficult is to craft

successful adversarial images.
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Figure 3.9: Distributions of Ly norm (a), L. norm (b), PSNR (c¢), and number
of queries (d) of adversarial images generated by IPs while targeting ResNet-
50D on the Dogs vs. Cats test dataset.
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Figure 3.10: Distributions of Ly norm (a), L. norm (b), PSNR (c¢), and
number of queries (d) of adversarial images generated by [Pswhile targeting
MobileNet on the FGCV7 test dataset.
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2. The number of layers of the target DNN. Indeed, the success rate
against ResNet-24 is the highest, and the number of layers of ResNet-
24 is the smallest. Conversely, deeper DNNs have a stronger feature-
aggregation capability, that leads to a stronger robustness against small
and localized perturbation [23, 163].

3. The confidence-score associated to the predicted class. Indeed, the
closer such a score is to 1 — the network is almost sure that the image
being to the predicted class —, the more difficult is to craft the adversarial
image, in terms of magnitude of the perturbation applied [19]. Indeed,
the confidence scores of predictions of ResNet-50C are almost always

around 1.
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Figure 3.11: Distributions of Ly norm (a), L. norm (b), PSNR (¢), and
number of queries (d) of adversarial images generated by IPs while targeting
VGG-16 on the Fruit-360 test dataset.

Therefore, it is clear that in order to increase the success-rate of IPs against
ResNet-50, it is necessary to adjust the parameters of the attack. Indeed,
the maximum perturbation Q, the maximum number of pixels maxP, the
generations and the population-size (¥ and o, respectively), and the radius r
should undergo a proportional increase.

Figure 3.7 depicts how the IPs algorithm behaves in order to craft ad-
versarial samples against ResNet-24. In particular, IPs generally modifies
either 15 or 24 channels, 5 and 8 pixels, respectively, in order to craft suc-
cessful adversarial images, while maintaining the perturbed images almost
indistinguishable from the original one (the L. norm is typically distributed
between 0.2 and 0.4, and the PSNR is in the range [28, 38], resulting in a good
quality of the adversarial images). Finally, the number of queries required to
craft the adversarial images is generally either 400, 1600, or 2500. For what
pertains to ResNet-50C, Figure 3.8 depicts results of the attack. The number
of channels modified by IPs, in order to craft adversarial images, is still either
15 or 24, as for ResNet-24. Similarly, both the number of queries required to
craft images, and the L., norm of the resulting images, are in the same range
of the case of ResNet-24. Conversely, the PSNR is distributed in the range
[67,80], meaning that the adversarial image are highly indistinguishable from
the original ones.

For what pertains to ResNet-50D, Figure 3.9 depicts the results while IPs
targets such a network on the Dogs vs. Cats dataset. Clearly, the number
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of channels that IPs modifies is greater w.r.t. the other dataset, since the
datasets in question is composed of images that are 49 times bigger than the
ones of the other datasets. Similarly, the L., norm is distributed in the range
[0.5,2.5], except for some outliers, and the number of queries required to fool
ResNet-50D is two orders of magnitude larger than that required to fool both
ResNet-24 and ResNet-50C. Finally, similarly to ResNet-24 on the CIFAR-10
dataset, the PSNR of the Dogs vs. Cats adversarial images is distributed in
the range [28,40], resulting in a good-quality adversarial images.

Finally, Figures 3.10 and 3.11 depicts results related to MobileNet on
FGCV7, and VGG-16 on Fruits-360, respectively. For both the DNNs, the
Lo norm is distributed in the range [0.8,1.4] x 103, and the L., in the range
[0.5,3]. The PSNR is in the range [28,40], and [32,40] for FGCV7 and Fruit-
360 adversarial images, respectively, meaning that the adversarial images
are indistinguishable from the original ones. Finally, the number of queries
required to fool MobileNet and VGG-16 are [0.6,1.6] x 10°, and [0.8,1.6] x
10°, respectively.

By observing the results above described, it is possible to state that IPs
is able to craft adversarial images that are almost indistinguishable from
the original ones, for all the considered DNNs on the respective datasets.
Furthermore, both the number of channels, hence the number of pixels, and
the number of queries to fool a DNN, increases as the size of the target image

increases.

Comparison with SotA

In this Section, we compare the proposed IPs with OP — note that IPs is is
an improvement of the OP attack — with other two attacks from the SotA,
that is, Pixle (PX) [164] and Square Attack (SQ) [26]. All the results are
in reported in Table 3.7. In specific, the 1%, the 27d and the 3" columns of
Table 3.7 show the target DNN, the corresponding dataset, and the attack
under analysis, respectively. Subsequently, the 4/ column of Table 3.7 depicts
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the success-rate of each attack. Finally, columns from the 5t to the 8" of
Table 3.7 depict the Ly norm, the L. norm, the PSNR, and the number of
queries for each attack, respectively. However, for the sake of clarity, we
discuss the separately the results in the two following Sections. In specific we
compare and discuss results. (i) between IPs and OP in 3.2.2, and (ii) between
IPs and both SQ and PX in 3.2.2.

Table 3.7: Results obtained while attacking ResNet-24, ResNet-50C, ResNet-
50D, MobileNet-v3, and VGG-16 on their respective datasets, with the pro-
posed attack IPs, OP while targeting a single pixel (OP1), OP while targeting
1% of the pixels (OP1%), SQ, and PX. For each score, we show the mean
and the variance, if present, calculated over all the images on that test dataset.

DNN Dataset Attack | Success Rate Lo Norm L., Norm PSNR Queries
P 49.75 19.26 £4.48 0.28+0.1 33.72+3.12 1535.134+914.56
OPI1 11.18 3.0+0 0.384+0.03 39.88+2.0 193.07 +67.23
ResNet-24 CIFAR-10 | OP1% 44.90 29.85+0.71 0.440.06 31.42+1.31 1590.0+£710.5
SQ 100 2434.274208.02 0.174+0.13 28.7+6.27 9.9+4.31
PX 62.72 118.2+£22.71 0.714+0.16 | 24.03+2.71 101.0+£0.0
P 0.92 17.88+4.2 0.3+0.17 75.59+3.83 1968.54 +474.49
OP1 0.28 3.0+0 0.3440.1 81.91+5.34 245.0+0.0
ResNet-50C | CIFAR-100 | OP1% 0.78 29.86+0.64 0.414+0.08 71.74+2.7 2405.0+0.0
SQ 100 2363.53+65.42 131.72+1691 | 10.2+0.0 1.08+0.55
PX 70.64 111.87+27.2 182.08+41.36 | 19.13+2.87 101.0+0.0
P 21.18 1250.0 +206.26 1.234+0.75 | 32.47+3.09 | 128691.33 £41617.51
OPI1 0.0 0+0 0+0 0+0 0+0
ResNet-50D | Dogs vs. Cats | OP1% 12.35 1494.05£6.15 0.67£0.17 | 33.04+0.97 | 102112.67 £31627.19
SQ 81.18 121520.54 +8426.48 | 0.63+£0.27 17.69+3.65 12.25+4.68
PX 28.82 5425.86 + 1468.37 0.89+0.11 23.23+2.44 101.0+0.0
iy 16.8 1222.864+268.02 1.22+£0.77 | 35.424+3.55 | 133307.0+31378.46
OP1 1.6 3.0+0 0.394+0 55.63+0.99 163.0£115.97
MobileNet-v3 FGCV7 OP1% 15.6 1494.06 +4.85 0.714+0.13 | 32.89+0.55 | 97581.81+£30910.9
SQ 100 118082.1 +£8876.03 0.3+£0.21 25.16+5.22 12.04 £4.25
PX 12 5920.13 + 1403.29 0.82+£0.09 |25.49+2.18 101.0+£0.0
P 18.87 1189.54+260.37 0.924+0.68 | 35.25+2.77 | 132339.7+£29231.6
OPI 0.0 0+0 0+0 0+0 0+0
VGG-16 Fruits-360 OP1% 13.21 1492.93+4.98 0.64+0.15 | 33.36+0.63 120245.0+0.0
SQ 100 121763.69 +£8488.89 | 0.75+0.28 16.77+£5.74 13.73+£3.63
PX 29.24 6350.5 +1256.4 0.9540.06 21.9+2.12 101.0+£0.0

Comparison with One-Pixel Since IPs is an improvement of the OP attack,
in this Paragraph we compare the proposed attack with OP. In specific, we
configured the OP consistently with the configuration of IPs. Therefore:
(1) we configure OP in order to target both a single pixel and a number of
pixels that is the 1% of the overall number of pixels of the target image — 1

and 10 pixels in case of 32 x 32 images, and 1 and 501 pixels for 224 x 224
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images —. (i1) OP lets the DE algorithm to evolve within 20 generation and a
population-size of 5 in case of 224 x 224 images, and within 10 generation

and a population-size of 5 in case of 32 x 32 images.

The 4" column of Table 3.7 depicts the success-rate of IPs, and OP while
targeting both a single pixel of the target image, and 1% pixels. Henceforth,
we will refer to the 1 pixel and the 1% pixels configurations of OP as OP1
and OP1%, respectively. The success-rate of OP is always lower than IPs. In
specific, the success rate of OP1 is much lower than IPs, and it is 0.0% in
case of the Dogs vs. Cats and Fruit-360 datasets, respectively. Moreover, the
success-rate of OP1% is slightly lower, despite IPs targets a number of pixels
that is maximum 1%, meaning that IPs could perturb fewer pixel than OP1%,
and its success-rate is even higher. The reason is that, despite the number of
pixels perturbed by OP could be greater than the pixels perturbed by IPs, the
perturbation is selected randomly, while IPs selects the perturbation carefully.
Therefore, once selected a pixel to perturb, the perturbation applied to it by
OP could be too small to fool the target DNN. Such reasoning applies for
both OP1 and OP1%.

Subsequently, in all the cases — except for the ResNet-50D and the VGG-
16 cases, where the success-rate of OP1 is 0% — the Ly norm, the L., one,
and the number of queries of OP1 are smaller than the ones of IPs, while the
PSNR is higher. The reason is that OP1 modifies a single pixel (3 channels)
of the target images, resulting in an Ly always equal to 3 (3 channels modi-
fied), and, since the perturbation is introduced to a single pixel, the resulting
adversarial image is more similar to the original image than the adversarial
image generated by IPs (the PSNR is higher, and the L., is lower). Finally,
the number of queries that OP1 requires to fool the DNNs is significantly
lower than the one required by IPs. Therefore, OP1 generates adversarial
images with few queries, and by introducing the smallest perturbation ever
to the original image. However, the success-rate of OP1 is drastically low

w.r.t. IPs, as previously discussed. Conversely, the Ly norm of the adversarial
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images generated by OP1% is higher than the IPs case, meaning that OP1%
perturbs more pixels (more channels) than IPs. Furthermore, the PSNR of
adversarial images generated by OP1% is generally lower than the IPs case
— except while targeting ResNet-50D, where the average PSNR is higher, as
well as the variance —, meaning that [Ps-adversarial images are more similar
to the original ones than the OP1%-adversarial images. The same conclusion
applies for the L., norm. However, IPs require more queries in to generate
adversarial images, while targeting 224 x 224 images than OP1%. Otherwise,
the number of queries is smaller while targeting 32 x 32 images.

Therefore, as demonstrated by the previous experimental results, IPs
improves the OP attack and performs well than the latter. Indeed, the success-
rate of IPs is always higher than OP and, in comparable settings (IPs and
OP1%), IPs introduces less visible perturbations than OP, resulting in adver-
sarial images that are more similar to the original ones, although it spent more

time to find adversarial images while targeting bigger images.

Comparison with Square Attack and Pixle Here, we discuss and compare
results of IPs with PXand SQ. In specific, we chose the restart-iterative as
search algorithm of PX, with 20 restarts and 5 iterations. Furthermore, we
select as patch size the 1% of pixels of the target-image, and the random
function as mapping one. For what pertains to SQ, we set the maximum
number of iterations to 20.

As Table 3.7 depicts, it is clear that the SotA-attack with the highest
success-rate is SQ, an it is also the least time-consuming attack. Indeed,
on average, SQ queries Resnet-24 and the ResNet-50C 10 and 1 times, re-
spectively, while on 224 x 224 images requires at least 12 queries to fool
the model. However, it is the most-visible attack: indeed, on average, it
perturbs on average 787 pixels in order to fool DNNs trained on 32 x 32
images, meaning that it perturbs approximately 76% of the pixels in the target
image, to fool such DNNs. Hence, on average, SQ perturbs 10 times the

number of pixels modified by IPs. Finally, the PSNR is on average lower
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than 30 dB, meaning that the perturbation is visible to human-eye. For what
pertains to PX, is success-rate is almost always higher than IPs, except for
the MobileNet-v3 case and, as for SQ, it is less time-consuming than IPs,
requiring on average 101 queries to fool each DNN. However, as for SQ,
PX perturbs more pixels than IPs — on average 5 times the number of pixels
modified by IPs —, and the final perturbation is visible to human-eye, since
the average PSNR is always lower than 30 dB.

3.2.3 Discussion

The adversarial attack we proposed, i.e., IPs, improves OP from different
perspectives. First, it perturbs pixels within the input image by carefully
select the perturbation, in order to modify the input image as little as possible,
making the adversarial image indistinguishable from it. Second, it modifies
an increasing number of pixels, rather than a fixed one. Such improvements
allow IPs having a higher success-rate against different DNNs trained on
different dataset, rather than OP. Finally, IPs is able to craft an adversarial
sample with a number of queries that is comparable to the one of OP, although
it introduces less perturbation.

However, IPs has some drawbacks. IPs selects the pixel to perturb by
leveraging the DE genetic algorithm. Such a choice 1. introduces a source
of randomness within the attacks. Thus, running IPs twice on the target
image could generate different adversarial counterparts. 2. Second, IPs could
waste time in modifying pixels that affect less the final classification, meaning
that the number of queries could increase. A solution could be selecting the
pixel to modify differently, for instance by evaluating in a black-box manner
how the modification of a single pixel, or a group of pixels, affects the final
classification. However, such solution could increase the number of times the
attack queries the DNN.

Furthermore, once selected a pixel and a perturbation, such a perturbation

is applied to all the channels of that pixels, and the sign of the perturbation
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(for each channel) is decided by evaluating the mean value of the surrounding
pixels. However (i) it could be not useful to apply the perturbation to all the
channels of a pixel. A solution could be perturbing only some channels, or
applying different perturbations for each channel. Furthermore, (ii) mean
value is influenced by the outlier, resulting in the potential for a pixel to be
either excessively or insufficiently perturbed.

Finally, although the IPs attack is designed to minimize perceptual distor-
tion and evade visual inspection, its sparse and localized perturbations may be
more susceptible to detection by automated anomaly detectors. Future work
will explore the detectability of IPs under various defense mechanisms.



The Effects of Approximate Computing

on Adversarial Machine Learning

This chapter investigates the interplay between the Approximate Computing
(AxC) design paradigm and adversarial machine learning, with the goal of
understanding how efficiency-oriented design choices affect the security of
neural networks. While AxC has been proposed as a promising paradigm to
reduce the computational and energy footprint of Deep Learning (DL) models,
the modifications it introduces to the internal representation of networks may
alter their robustness to adversarial perturbations. Despite the growing interest
in this area, the relationship between approximation, adversarial vulnerability,
and defensive strategies has not yet been fully clarified.

Indeed, as outlined in Section 2.2 of Chapter 2, Convolutional Neural
Networks (CNNs) are inherently vulnerable to adversarial attacks, and several
defense strategies have been proposed to counteract them. Such approaches
generally aim to either (i) increase the robustness of the models, making
them less susceptible to adversarial perturbations, or (ii) detect adversarial
inputs at inference time in evasion scenarios. At the same time, efficiency-
oriented methodologies — such as quantization and AxC — have been shown
to influence adversarial robustness. However, the specific impact of AxC on

this phenomenon remains largely unexplored.
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In this chapter, we address this gap through a systematic study that com-

bines different perspectives.

* First, we analyze the vulnerabilities of Approximate Neural Networks
(AxNNs) when exposed to a wide range of adversarial attacks [165].
We show that, although AXxNNs remain vulnerable, they tend to be
more resilient against gradient-based attacks due to the distortion intro-
duced by approximation. Such an analysis contributes to address the
Challenge 2.

* Second, we investigate whether AxC can be leveraged as a source for
transferable adversarial examples, demonstrating that adversarial sam-
ples generated on AxNNs can be successfully transferred to different

target models [166]. This contribution addresses the Challenge 4.

* Finally, we examine the effectiveness of defenses based on input trans-
formations, which are commonly adopted to detect adversarial exam-
ples [167], allowing us to address the Challenge 3.Our results indicate
that these methods, while effective for floating-point networks, lose
much of their discriminative power in approximate and quantized set-

tings.

In order to support these analyses, we also describe the methodology [168]
adopted to approximate CNNs, including the design space exploration and the
substitution of exact multipliers with approximate ones. This methodological
step is essential to ensure that the evaluation is consistent across the three

contributions.

4.1 Inspect-NN

As detailed in Chapter 2, the AxC design paradigm improves the efficiency of
CNN-based application by typically substituting exact multipliers [150, 133]
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within CNNs convolutional and fully connected layers with approximate ones
— due to their high hardware requirements [135, 136] —. However, quantifying
the error introduced by these multipliers (in the deployment phase) requires
extensive hardware prototyping. Hence, software emulators of approximate
CNNss are executed on Central Processing Units (CPUs) or General Purpose
- Graphic Processing Units (GP-GPUs). However, since the both CPUs
or GP-GPUs lack hardware support for approximate arithmetic operations
— multiplications —, the CNN emulators are slow. As a consequence, the
approximate multiplications also have to be emulated.

To address such a problem, the Inspect-NN framework [168] both pro-
vides an efficient emulation for approximate multipliers, and designs AXNNs.
Such a framework (i) implements approximate multipliers as look-up tables
accessed trough the memory mechanism if CUDA-capable GP-GPUs, and
(i1) provide approximate implementations of CNN that minimize both the
accuracy loss — due to the approximate multipliers — and the hardware over-
head through a Multi-Objective Optimization (MOQO) based Design Space
Exploration (DSE), that is, a Multi-objective Optimization Problem (MOP).

In specific, Inspect-NN generates AxNNs by replacing 8-bit integer mul-
tipliers from the EvoApproxLib library [148] to the original ones in the
convolutional and fully-connected layers of the target CNN. For this reason,
the target CNN has first to be quantized, in order to represent the floating-
point weights into the 8-bit integer representation. Subsequently, Inspect-NN
approximates the Quantized Neural Network (QNN) by replacing the exact
multiplications performed by neurons with 8-bit approximate ones.

4.1.1 Workflow

Figure 4.1 describes in detail the workflow for approximating the CNNs. In
specific, the network is first trained by taking into account the quantization, in
order to have a quantized model (with integer parameters) that preserve most

of the accuracy of the Full-Precision Neural Network (FpNN). Subsequently,
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Figure 4.1: Methodology for approximating the CNNss.

Inspect-NN search for a suitable configuration of approximate multipliers
that generate an AXNN that (i) preserves as much accuracy as possible of the

quantized network, and (ii) optimizes the hardware overhead.

First Step: Quantization

The first step involves the Quantization-Aware Training (QAT) [124] of the
target CNN. Such a technique integrates the quantization process in the
training process itself, enabling the network to adapt to quantization noise
and to learn robust representations that remain accurate under integer-only
inference. Such a quantization method relies on an affine quantization map-
ping, that maps real values r, i.e., weights or activations, into integers g, as in
Equation (4.1)

r=S-(g—2) 4.1)

Here, S € R™ is the scale factor, defining the quantization step size, while
Z € 7 is the zero point, i.e., the integer corresponding to the real value zero.
In such a way, the zero is exactly representable, which simplifying operations
and reduces cumulative quantization errors.

The QAT modifies the forwarding pass of the training by inserting fake
quantization nodes into the computational graph of the CNN. First, weight

are quantized before being used in convolutional or fully connected layers,
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according to their dynamic range, by mapping their minimum and maximum
values to the available integer range (static quantization). Second, activations
are quantized after non-nonlinearities, e.g., RELU, or residual connections to
simulate inference-time behavior. In this case, ranges are not fixed but esti-
mated during training (dynamic quantization). Subsequently, after quantized
weights and activations, the forwarding pass is executed in floating-point
arithmetic, which mimics the rounding and clamping that would occur in
integer-only inference (fake quantization). Finally, in the backward pass,
gradients are computed w.r.t. the underlying floating-point parameters. This
avoids the accumulation of quantization error and allows for precise weights
updates. Formally, the quantization function applied during the forward step

can be expressed as in Equation (4.2).

_ | clamp(r;a,b) —a
q(r;a,b,n) = { (@b —‘ -s(a,b,n)+a (4.2)
b—a
s(a,b,n) = — 4.3)
clamp(r;a,b) = min (max(r,a), b) (4.4)

Here, r s the real value (weight or activation) to quantize, while [a, D] is the
quantization range, e.g., [0,255] for integer 8-bit positive-only quantization.
The clamp(r;a,b) operation is a clipping operation that forces the real value
r to be mapped in the range [a, b]. Indeed, clamp(r;a,b) = min(max(r,a),b)
n is the number of quantization levels, e.g., 256 for 8-bit quantization. Finally,
s(a,b,n) = ﬁ%‘f is the quantization step, while |-] denotes rounding to the
nearest integer.

Despite QAT is computationally more intensive than Post-Training Quan-
tization (PTQ), (1) it allows for a better preservation of the accuracy, and

(i1) QAT models can be can be directly exported as quantized networks, with
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integer-only weights and activations, ready for execution on constrained
hardware [122, 123, 169].

Second Step: Approximation

In the second step, the QNN is quantized by solving a MOO-based DSE prob-
lem. Inspect-NN first identifies the approximable layers, i.e., convolutional
and fully-connected ones. The goal is to find one — or more — configuration of
approximate multipliers, one per layer, that both minimizes the silicon area
and the power consumption (once deployed the AxXNN on the hardware) by
constraining the accuracy-loss. To do so, the MOO-based DSE is encoded
by using a set of decision variables for each layer to be approximate: the
value of each of them specifies the approximate operator to be used in the
corresponding layer. The range of decision variables clearly depends on the
number of possible alternative multipliers that can be used and, together with
the number of layers, the size of the solution space. The solution of such
a problem is called feasible-solution, that is, a solution that optimize the
fitness-metrics (hardware overhead, such as the silicon area and the power
consumption) and met the constraints. Since this MOP is not-trivial, there
are multiple feasible solutions. Among this, we search for the Pareto-optimal
solutions, 1.e., feasible solutions that cannot be further improved in any of
the objectives (fitness-metrics) without degrading at least one of the other
objectives, or without violating at least one constraint. However, since the
dimension of the design space rapidly grows with the number of decision
variables, fitness functions, and constraints, we solve such a hard problem
with the Non-dominated Sorting Genetic Algorithm-II (NSGA-II) [170] meta
heuristic. In this context, approximate implementations of a given function
are encoded as a n-genes chromosome, with one gene for each of the layers
to be approximated individually.

During the DSE, the error introduced due to the approximation is com-

puted before a new candidate solution has to be evaluated.This is the most
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Figure 4.2: Lookup-based multiplication

demanding step in terms of computation time. Indeed, performing the in-
ference phase of an AXNN requires emulating such components which slow
down the computations by several orders of magnitude w.r.t. the reference
software implementation operating with standard floating-point/integer arith-
metic. To address this, we replace each layer to be approximate with our
custom implementation, that allows for the specification of the approximate
multiplier to be emulated for that specific layer. During the inference phase,
the output volume of each layer is computed following the sequence defined
by the network architecture. However, when the output volumes need to be
computed while relying on approximation operators, our custom implemen-
tation is executed instead of the one provided by common machine learning

frameworks.

The functional behavior of approximate components with look-up tables,
as in Figure 4.2. Each different component is modeled using a table that maps
the output corresponding to any input combination. Operands of the multipli-
cation behave as row and column indexes to access the table and to select the
corresponding output value. Look-up tables are stored into Graphic Process-
ing Unit (GPU) texture cache, thereby avoiding access conflicts. Pertaining to

the error assessment procedure, Inspect-NN exploits the parallelism provided



104 | The Effects of Approximate Computing on Adversarial Machine
Learning

by the GP-GPUs: the inference phase is split into blocks, each executed by
an independent thread block on the GP-GPU. Inspect-NN performs these
computations through a kernel, i.e., a CUDA function called by the CPU and
executed on the GP-GPUs. Operations within each layer are actually paral-
lelized such that each thread block executes a fraction of the overall operation.
Thread-reuse is employed to minimize the scheduling overhead, and dynamic
grid assignment is exploited so that threads are all guaranteed to be executing
concurrently. Furthermore, data exchange between the CPU and the GP-GPU
is reduced to the bare minimum: data are copied from the GP-GPU memory
to the CPU once, when strictly required. Hence, if two consecutive layers are
working on the GP-GPU, the first one feeds the GP-GPU memory address of
the computed data to the next layer, rather than copying them back and forth
from/to the CPU.

Finally, since Inspect-NN implements a look-up table version of the 8-bit
integer multipliers from the EvoApproxLib library — note that that the look-up
table version is used to generate the AxXNNs — Table 4.1 reports the error
characterization and hardware requirements of the multipliers. For further
details and a comprehensive explanation of the multipliers and their error
characterization, as well as their hardware overhead, the reader is referred
to [148].

4.2 Experimental Testbed

Before presenting the three contributions of this chapter, it is important to
introduce the experimental testbed adopted throughout the analyses. Since all
contributions share the same datasets, network architectures, and implemen-
tation variants, as well as common training strategies, this section provides
a unified description of the environment in which all experiments were con-
ducted. This avoids redundancy across the following sections and ensures that

the results presented later can be interpreted under a consistent framework.
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Circuit | MAE (%) AWCE (%) MRE (%) | Power (mW) Area (um?)
1KV6 0.00 0.00 0.00 0.425 729.8
1KV8 0.0018 0.0076 0.28 0.422 711.0
1KV9 0.0064 0.026 0.90 0.410 685.2
1KVA 0.019 0.075 2.53 0.391 641.1
1KVM 0.049 0.20 2.40 0.369 652.8
1KVP 0.051 0.21 2.73 0.363 635.0
1IKVQ 0.056 0.25 3.64 0.351 599.8
1KX5 0.15 0.69 8.93 0.289 543.0
1KXF 0.34 1.37 15.72 0.237 482.4

1L.2]J 0.081 0.39 4.41 0.301 558.9
1L2L 0.23 1.16 12.26 0.200 411.6
1L2N 0.52 2.66 27.44 0.126 284.9
1L12 3.08 12.30 135.77 0.052 172.2

Table 4.1: Error characterization and hardware requirements for approximate
circuits taken from the EvoApproxLib-Lite library, as reported in [148].

In particular, we first describe the dataset used for both training and
evaluation, and we introduce the CNNss architectures that serve as baselines for
our study. We then outline the different implementations considered—floating-
point, quantized, and approximate—and summarize their performance in
terms of classification accuracy and estimated hardware requirements. Finally,
we detail the training procedure and the computational resources employed

during the experiments.

This unified setup forms the foundation for the subsequent sections: Sec-
tion 4.3 analyzes the robustness of AxNNs against adversarial attacks, Sec-
tion 4.4 explores the transferability of adversarial examples crafted on ap-
proximate models, and Section 4.5 investigates the effectiveness of input

transformation defenses.

To assess the impact of AxC on adversarial robustness, we selected three
CNNss of increasing complexity. The first is MinNet, a custom lightweight
model specifically designed for resource-constrained environments, whose
architecture is reported in Table 4.2. It consists of 7 layers, to which no
stride or padding are applied, and it exploits the ReLLU activation function.

Having only 350 thousand trainable parameters, MinNet is fairly small when
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compared to State-of-the-Art (SotA) CNNs targeting the CIFAR-10. The sec-
ond and third are ResNet8 and ResNet24, two residual networks of different
depths from the ResNet family [155] that allow us to analyze the behavior of
approximation in more complex architectures. Together, these models cover
a spectrum from shallow, highly efficient CNNs to deeper and more accurate

ones, making them a representative testbed for our study.

Table 4.2: Architectural details of the MinNet CNN.

Layer Input Shape | Output Shape | # of Parameters
Conv2D 1x32x32x32 1x30x30x32 896
MaxPooling2D | 1x30x30x32 | 1x15x15x32 0
Conv2D I1x15x15x32 1x13x13x64 18496
MaxPooling2D | 1x13x13x64 1x6x6x64 0
Flatten 1x6x6x64 1x2304 0
Dense 1x2304 1x64 147520
Dense 1x64 1x10 650

For each network, we considered three distinct implementations. The
floating-point version (FpNN) represents the baseline, trained with 32-bit
precision, designed and trained with the TensorFlow Python library [171].
All floating-point versions were trained for 200 epochs using the Adam
optimizer and the cross-entropy loss. We used a batch size of 64 and stan-
dard data preprocessing (normalization and random data augmentation). A
quantized version (QNN) was obtained through Quantization-Aware Train-
ing (QAT), reducing both weights and activations to 8-bit integer precision
while attempting to preserve accuracy. The QNNs were implemented with
TensorFlow-Lite [172]. Finally, approximate versions (AxNNs) were gener-
ated with Inspect-NN [168], which systematically replaces exact multipliers
in convolutional and dense layers with approximate ones drawn from the
EvoApprox8b library [148]. Approximation was guided by a multi-objective
optimization procedure aimed at striking a balance between accuracy degra-
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dation and hardware efficiency, measured in terms of power consumption and

silicon area.

Table 4.3: Accuracy, and estimated resource requirements for MinNet,
ResNet8 and ResNet24 implementations.

Model Accuracy (%) Power (mW) Area (,umz)
MinNet 80.08 125.27 4860.35
Quantized MinNet 78.80 26.20 2919.2
Approximate MinNet v1 75.02 14.73 1990.2
Approximate MinNet v2 [166] 78.84 15.23 1990.2
ResNet8 86.36 1390.12 13365.97
Quantized ResNet8 84.32 288.48 8027.8
Approximate ResNet8 v1 81.61 175.01 6043.6
Approximate ResNet8 v2 [166] 85.89 202.30 6451.99
ResNet24 84.39 2487.87 25516.85
Quantized ResNet24 86.50 723.80 15325.80
Approximate ResNet24 v1 87.59 544.96 12575.09
Approximate ResNet24 v2 [166] 88.17 537.80 12276.89

Table 4.3 reports details regarding each considered CNN. For such net-
works, both the accuracy and resource-requirements, i.e., the estimated area
occupied on the silicon and the estimated power required to perform an infer-
ence, differ from the original floating-point FpNNs to both its quantized and
approximated versions. Note that we estimate the hardware overhead of each
implementation as done in [173]. Although accuracy is slightly compromised
in the case of MinNet and ResNet8, both area and power consumption benefit
greatly from the quantization and approximation of the networks. In addition,
note that for each CNN, we considered two different approximate versions
(vi and v2) only for the experiment of [166], whose results are discussed in
the Section 4.4. For all the other cases, we considered only one approximate
version, i.e., the vl one. Finally, note that, from now on, we will refer for
semplicity to: (i) the floating point MinNet, ResNet8, and ResNet24 as FpM,
FpR8, and FpR24, respectively; (ii) the quantized MinNet, ResNet8, and
ResNet24 as QM, QRS, and QR?24, respectively, and (iii) the approximate ver-
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sions of MinNet, ResNet8, and ResNet24 as AxCOM and AxC1M, AxCORS
and AxC1R8, and AxCOR24 and AxC1R24, respectively

All experiments were conducted on the CIFAR-10 dataset [156], which
contains 60 thousand 32 x 32 RGB images equally distributed across 10
classes. The dataset was partitioned in order to allocate 60% of the images
for training purposes, 20% to validate the training process, and reserve the
remaining 20% for use as test dataset. This choice ensures that adversarial
evaluation is not biased by misclassified clean samples, and provides a fair
ground for comparison across different implementations. In addition, note
that, since the experiment were conducted in an evasion scenario, among the
test images x € X, we select only the ones that were correctly classified by
all the implementations of a network. This means that, given a specific test
image x and its true label y, and given three inference functions f¢,, f;, and
Jaxc for the FpNN, QNN, and AxNN, respectively — in this case, we have 3
different implementations for a given CNN — , such an image was used in the
experiment only if the condition in Equation 4.5 is met.

argmax(frp(x)) = argmax(f,(x)) = argmax(faxc(x)) =y 4.5)

For what pertains adversarial-attacks generation, to the best of our knowl-
edge none of the SotA frameworks, such as CleverHans [174] or Adversarial
Robustness ToolBox (ART) [175], do allow neither targeting quantized and
approximate neural networks, nor observing the effort required to craft suc-
cessful adversarial-samples. Therefore, we re-implemented algorithms for
adversarial-attacks generation either starting from zero or by leveraging the
implementations provided by ART.

Finally, the experiments were carried out on a workstation equipped with
an AMD Ryzen Threadripper PRO 5945WX CPU and an NVIDIA RTX
A5000 GPU. All implementations and adversarial evaluations were developed

in Python using TensorFlow 2.12.
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Figure 4.3: The methodology we developed to evaluate the robustness of
AxNNs against adversarial attacks.

4.3 Improving the Robustness of CNNs with Ap-

proximate Computing

The first contribution addresses the vulnerabilities of AxNNs w.r.t. adversarial
attacks [165]. While the AxC design paradigm is often considered to exploit
the error resilience of deep models to enhance their hardware efficiency,
its effect on adversarial robustness remains ambiguous. Indeed, Guesmi et
al. [144] propose the AxC as a defense method against adversarial attacks,
altough their approximation technique still leverage floating-point arithmetic
circuits. Conversely, Siddique and Hoque [147] found that AXNN are more
vulnerable to adversarial attacks than their original floating-point counterpart.
Also, they found that the AxC decreases the adversarial robustness gained
trough the quantization. Finally, Atoofian [149] increased the robustness
against adversarial attacks by building an ensemble of AxNNs, each of them
approximate with a single approximate circuits.

Therefore, the Challenge 2 is still unsolved, due to such conflicting
results from the SotA. Trough this contribution, the key question investigated
is whether AxC can provide any inherent robustness to adversarial attacks, or

whether AxNNs remain as vulnerable as their floating-point counterparts.



110 | The Effects of Approximate Computing on Adversarial Machine
Learning

To answer this question, we trained several CNNs — both custom and from
the SotA — and generated their quantized and approximate versions. The latter
AxNNs were generated by leveraging Inspect-NN, as described in Section 4.1.
Subsequently, we evaluated the robustness of the FpNNs, QNNs, and AXxNNs
under a set of adversarial attacks from the SotA. In order to obtain the most
comprehensive analysis possible we evaluated a series of attacks belonging to

different typologies.

» Gradient-based iterative white-box attacks, which iteratively exploit
the gradient of the loss function to craft perturbations. Of course, such
attacks require a complete knowledge about the target CNN.

* Optimization-based white-box attacks. As the gradient based attacks,
these require a complete knowledge about the target CNN. However,
optimization-based attacks aim to find minimal perturbations, to apply
to the input image, to cross the decision boundary.

* Black-box query-based attacks: they require access to the inputs and
outputs of the target model. The adversarial image is crafted by it-
eratively perturbing the input, and querying the model with such a
modified image to verify wether a misclassification has occurred.

Each attack was executed in an evasion scenario, targeting only the test-
set samples that were correctly classified by all the implementation of the
target CNN — the FpNN, the QNN, and the AXNN —. For each attack, we
evaluate the success rate — defined as the percentage of adversarial samples
that caused a misclassification —, the perturbation, and the number of queries
required to craft a successful adversarial image. Figure 4.3 depicts the whole
methodology.

The rationale behind this analysis is that approximation and quantization
alter the smoothness of the loss landscape, thus limiting the effectiveness of

gradient-based attacks that rely on precise differentiability. On the other hand,
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black-box and optimization-based methods do not rely on gradients, and may
therefore still succeed against AXNNs.

Indeed, white-box attacks target exclusively the FpNN, since they are
gradient-base and they require the differentiability of the loss function. Sub-
sequently, each successful adversarial image is transferred from the floating-
point implementation to both the quantized and approximate version of the
target CNN. Conversely, white-box attacks do not require the differentiability
of the loss function, thus allowing us to target every implementation of the
target CNN.

4.3.1 Evaluation Metrics

In order to evaluate the result once targeted the CNNs with adversarial attacks,
we employed the following evaluation metrics:

* Success rate, that is, the proportion of adversarial examples that suc-
cessfully cause the target model to misclassify with respect to the total

number of attempted adversarial perturbations.

* Transferability-rate, that is, the proportion of adversarial examples that

are transferable from an implementations to the others of a CNN.

* The perturbation-strength, that is, the total perturbation J, applied to

the original image x in order to compute an adversarial image.

* Number of queries: we evaluate how many times each attack-algorithm
queries the target implementation, in order to estimate the computa-

tional complexity while generating an adversarial image.

* Peak Signal-to-Noise Ratio (PSNR) [176]: it is a quality-metric that
quantifies the degree of distortion of a noisy (perturbed) image w.r.t.
the original image. It is computed by considering the ration between

the maximum value that a pixel can assume, e.g, 255 in case of 8-bit
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RGB pixels, and the Mean Square Error (MSE) between the original
image x and the perturbed one x/, as depicted in Equation (4.6).

(4.6)

MAX?

MSE(x,x')

4.3.2 Experimental Evaluation

In order to evaluate the robustness of AXxXNNs w.r.t. adversarial attacks, we
targeted the CNNs whose details are depicted in Table 4.3 of section 4.2.
Note that, for such a contribution, we considered only the v1 approximate
implementation of MinNet, ResNet8, and ResNet24. For a complete analysis,
we targeted the CNNs with both white-box and black-box attacks from the
SotA. For what pertains to the adversarial attacks, we targeted the CNNs with
Basic Iterative Method (BIM), Projected Gradient Descent (PGD), Carlini-
Wagner (CW), DeepFool, and One-Pixel (OP). In specific, each white-box
attack — note they are all iterative attacks — applies an incremental perturbation
using a step size of 1/255 for each iteration. The reason is that the test images
of CIFAR-10 are 32 x 32 ones, normalized to 8-bit positive integers. This
means that each channel of each pixel as a value in the range [0,255]. For
what pertains to the number of iterations, we set to 50 the maximum number
in case of BIM, PGD, and DeepFool, and to 20 in case of CW. Concerning
the black-box OP, the perturbation is applied randomly, as in the original
paper [25], although our implementation is an incremental one. Finally, we set
to 97 and 60 the number of generations and the population size of Differential
Evolution (DE) — the genetic algorithm leveraged by OP — In case of MinNet.
Conversely, we set to 80 the populations size in case of both ResNet8 and
ResNet24, while the number of generations is set to 97 in case of ResNet8
(as for MinNet), and to 51 in case of ResNet24.
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Table 4.4: Success rate of BIM, PGD, CW, DeepFool, and OP against the im-
plementations of MinNet, ResNet8, and ResNet24. Note that, since white-box
attacks require the differentiability of loss-function, they are not applicable to
the quantized and approximate implementations.

. Success Rate

CNN Implementation 51565 T CW | DeepFool | OP
FpM 100 | 100 | 3480 | 7584 | 75.73
QM i i ; - 777
AxCMy1 i : i - 7592
FpR8 99.83 [ 9983 | 17.08 | 7126 | 66.16
QRS i : i - 516
AxCR8v1 i i i ~ 2729
FpR24 0942 | 9942 | 1437 | 69.63 | 58.04
QR24 i i i R
AxCR24v1 i : i - 2956

Table 4.5: Transferability rate from the floating-point implementation to the
quantized and approximate ones, for MinNet, ResNet8, and ResNet24 of
BIM, PGD, CW, DeepFool, and OP.

Source Implementation | Target Implementation BIM | P g;ansﬁl;blllg:::;%ol oP
FpM QM 36.16 | 35.83 | 71.80 89.34 62.27
AxCMvl 31.44 | 33.50 | 69.48 86.75 59.08
FpRS QRS 15.77 | 16.25 | 51.26 88.83 33.86
AxCR8v1 1591 | 13.93 | 42.70 88.59 29.56
FpR24 QR24 12.17 | 14.25 | 52.37 89.34 29.94
AxCR24v1 13.16 | 12.28 | 49.15 86.75 16.90

Results

Tables 4.4 and 4.7 show the success and transferability rates of adversarial
attacks against MinNet, ResNet8, and ResNet24. Note that, since the white-
box attack we considered are gradient-based, they require the transferability
of the loss function. For this reason, they are not applicable to the quantized

and approximate implementations.

Both BIM and PGD have the greatest success rate, that is 100% against
FpM, and greater than 99% against FpR8 and FpR24 — please refer to
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Section 4.2 for the notation —. However, the transferability-rate is poor.
Indeed, it is in the range ~ [31,37]% from the floating-point against the
quantized and approximate implementations of MinNet, and in ~ [12,17]%
while targeting ResNet8 and ResNet24. CW has the poorest success-rate —
~ 30%,~ 17% and ~ 14% against FpM, FpR&8, and FpR24, respectively—.
However, its transferability-rate is in the range ~ [69,72]% in case of MinNet,
and ~ [42,53]% while targeting ResNet8 and ResNet24. Finally, the success
rate of DeepFool is in the range ~ [69,76]% , while its transferability rate is
the greatest, that is almost 90%. For what pertains to the black-box scenario,
OP has a success rate greater than 75% against all the implementation of
MinNet. Nonetheless, the deepest the architecture, the lowest is the success-
rate. Indeed, it is in the range ~ [58,66]% while targeting the floating-point
implementations of ResNet8 and ResNet24. Conversely, the success-rate
against the quantized and approximate implementations decreases signifi-
cantly, especially while targeting the approximate implementations. Similarly,
the transferability-rate from the floating-point against the quantized and ap-
proximate implementations decreases with deeper networks (ResNet8 and

ResNet24), and it is even smaller while transferring to AxNNss.

Such results suggest that, while both the success and the transferability
rates depends on the architecture of a floating-point CNN, it is not true in
case of the quantized and approximate versions. Indeed, the success rate
decreases with the precision of the target implementation, since it is lower
while targeting the quantized one — it has less-precise parameters — , and
even lower while targeting the approximate implementation — it has less-
precise parameters and multiplications —. Conversely, the transferability-rate
is similar — with negligible differences — while transferring from floating-point
to both quantized and approximate implementations, except for the OP case
while targeting ResNet24.

Figures 4.4, 4.5, 4.6, 4.7, and 4.8 depict the effort required by BIM, PGD,
CW, DeepFool, and OP, respectively, to fool all the implementation of Min-
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Figure 4.4: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by BIM to fool the floating-point, quantized and approximate
implementations of MinNet.
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Figure 4.5: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by PGD to fool the floating-point, quantized and approximate
implementations of MinNet.

Net. Each attack requires a comparable effort effort (perturbation straighten
and number of queries) fool all the implementations of MinNet, although it is
slightly higher while targeting the quantized and approximate implementa-
tions (in case of BIM, PGD, and CW), and while targeting the AxCM with
OP. Indeed, such a conclusion is confirmed by the PSNR boxplots.

Figures 4.9, 4.10, 4.11, 4.12, and 4.13 depict the effort required by BIM,
PGD, CW, DeepFool, and OP, respectively, to fool all the implementation
of ResNet8. Conversely, Figures 4.14, 4.15, 4.16, 4.17, and 4.18 depict the
effort required by BIM, PGD, CW, DeepFool, and OP, respectively, to fool
all the implementation of ResNet24.
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Figure 4.6: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by CW to fool the floating-point, quantized and approximate
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Figure 4.7: Perturbation strength (a), number of queries (b), and PSNR (c¢),
required by DeepFool to fool the floating-point, quantized and approximate
implementations of MinNet.

All the attacks (except for DeepFool) require always a greater effort to
fool the quantized and approximate versions of both ResNet8 and ResNet24,
in terms of both the alteration — perturbation — added to the original mages
and the number of queries required to fool such implementations. This is
also confirmed by the PSNR boxplots. Indeed, the PSNR is always lower
while targeting the quantized and approximate implementations than that of
the floating-point one. Finally, as for MinNet, the effort is greater exclusively
while targeting the approximate implementations. Such results suggest the
approximate implementations are never less robust against adversarial attacks

than floating point and quantized implementation. Indeed, the effort required



4.3 Improving the Robustness of CNNs with Approximate Computing |

117

Queries

100

80

60

40

20

g
é

é

FpNN

QNN
Network

AXNN

(a) Number of queries

ONN AXNN

(b) PSNR

FpNN

Figure 4.8: Number of queries (a), and PSNR (b), required by OP to fool the
floating-point, quantized and approximate implementations of MinNet.
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Figure 4.9: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by BIM to fool the floating-point, quantized and approximate
implementations of ResNet8.

to fool the AxNNs is always similar to and greater than the ones required to

fool the QNNs and FpNN:ss, respectively, for shallow networks. Conversely,

for deeper networks, the effort required to fool the AxXNNs is always greater
than the ones required to fool both the FpNNs and QNNs, in contrast to what
claimed by Siddique et al. [147].
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Figure 4.11: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by CW to fool the floating-point, quantized and approximate
implementations of ResNet8.

4.3.3 Discussion

With this contribution we solved the Challenge 2. Indeed, this contribution
answers in a complete and definitive manner wether the AxC is a defense
strategy against adversarial attacks. In the specific case of CNNs approximate
with 8-bit integer multipliers, and a specific approximate multiplier per layer,
the AxC improves the robustness of CNNs w.r.t. adversarial attacks. Such
AxNNs are not vulnerable to gradient-based adversarial attacks, since their
loss-function is not differentiable. Furthermore, the AxC drastically reduces
the the success-rate of query-based adversarial attacks, especially in case of
deep architectures, as well as the transferability-rate from FpNNs to AxNNs.
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Figure 4.12: Perturbation strength (a), number of queries (b), and PSNR (c),
required by DeepFool to fool the floating-point, quantized and approximate
implementations of ResNet8.

100
°
8 40
80 2 35}
§ 30
°
60 8 . 25
8 8 g £ 20
2 °
40 8 2 15+
I §
8 10+
20 st
o i i i
o FpNN QNN AXNN
Reti
FpNN QNN AXNN

Network (b) PSNR
(a) Number of queries

Figure 4.13: Number of queries (a), and PSNR (b), required by OP to fool
the floating-point, quantized and approximate implementations of ResNet8.

Finally, in order to craft successful adversarial against AXNNs, adversarial
attacks require a greater effort to fool such a network, in terms of the per-
turbation applied to the original images, and the number of queries to the

approximate network itself.
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Figure 4.14: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by BIM to fool the floating-point, quantized and approximate
implementations of ResNet24.
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Figure 4.15: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by PGD to fool the floating-point, quantized and approximate
implementations of ResNet24.

4.4 Transfer Adversarial Attacks trough Approx-

imate Computing

The second contribution investigates the role of AxC in the transferability of
adversarial attacks [71]. While transferability is a well-known phenomenon in
adversarial machine learning, adversarial samples crafted on one model often
remain effective against other models. However, the specific case of AxXNNs
has been largely neglected in the literature. Our objective is to understand

whether approximation, besides reducing the computational cost of CNNss,
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Figure 4.16: Perturbation strength (a), number of queries (b), and PSNR
(¢), required by CW to fool the floating-point, quantized and approximate
implementations of ResNet24.
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Figure 4.17: Perturbation strength (a), number of queries (b), and PSNR (c¢),
required by DeepFool to fool the floating-point, quantized and approximate
implementations of ResNet24.

can also influence the capability of adversarial examples to generalize across
different targets [166], in response to Challenge 4.

Specifically, we first generate AxNNs with Inspect-NN, as detailed in
Section 4.1. Subsequently, we target an AXNN with black-box query adver-
sarial attacks, and the successful adversarial sample are transferred to the
other implementations of any other CNN. Thois means that the adversarial
image are transferred to both the floating-point and quantized implemen-
tation of the source CNN (the one being approximate), and to any other
implementation — FpNN, QNN, and AxNN — of other CNNs. Finally, we
examine the transferability-rate. Figures 4.20 and 4.21 depict an overview of
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Figure 4.18: Number of queries (a), and PSNR (b), required by OP to fool
the floating-point, quantized and approximate implementations of ResNet24.

our proposed methodology. Specifically: 1. we first generate the QNN and
the AXNN of a target CNN with Inspect-NN. 2. We then target the AxXNN
with an incremental perturbation crafted through a black-box query-based
adversarial-attack approaches. In other words, an incremental perturbation
is added to the original image that is input to the AXNN, until the latter is
fooled (Figure 4.20). 3. we transfer successful adversarial samples to other
CNNss, regardless their architecture and implementations, and we study the
transferability rate. This entire process is repeated for all the images of the

clean input dataset (Figure 4.21).

The first step of our methodology involves the approximation of neural
networks through Inspect-NN, as detailed in Section 4.1.

Once approximated, we iteratively target the AXNN with a query-based
black-box adversarial attacks, as Figures 4.20 depicts. White-box gradient-
based attacks are not applicable, since quantization typically makes the loss-
function of a CNN not differentiable [177]. Such a black-box attack has to
craft an adversarial sample by relying on exclusively the input image, and
on the output of the AxNN, that is, the probability vector associated to the

input. Moreover, as the adversarial sample generation is an iterative process,
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Figure 4.19: Overview of our methodology — Generating the quantized and
approximate implementations.

the value of the perturbation—that is, the amount to be added to the input
image—must be initialized and then adjusted. The algorithm begins with a
minimal perturbation, for instance, either only one pixel must be modified, or
the value of the perturbation is 6 = 1,/255, which is the minimum RGB value
applicable to an integer-normalized image. In the event that the adversarial
sample is successfully fooled, it is considered a successful adversarial sample.
Otherwise, the value of the perturbation must be incremented. This entails
modifying more than one pixel or assigning a value greater than 1/255 to the
perturbation. This iterative procedure is iterated until a maximum perturbation
is tolerated.

The last step is represented by Figure 4.21. Once a successful adversarial
sample of an image (against the AXNN) is generated, we transfer it to other

networks, regardless of both the architecture and the implementation of the
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Figure 4.20: Overview of our methodology — Crafting the adversarial dataset.

latter. Specifically, an image is successfully-transferable if, assuming that it
fooled the source AxNN, it also fools the new target CNN. Thus, if an image
x4V crafted to fool the source AXNN also fool the target CNN, we state that
the AxNN successfully generated an adversarial sample against the target

network. Finally, we explore the transferability-rate.

Such a process is applied to the whole datasets that contain the images that
are correctly classified by the source AXNN and by the implementations of the
other networks, to which image are transferred. Furthermore, the adversarial
perturbation is computed by querying exclusively the AxNN.

This evaluation framework allows us to study both intra-architecture
transferability, where the source and target models share the same architecture

but differ in implementation (floating-point, quantized, approximate), and
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Figure 4.21: Overview of our methodology — Transferring the adversarial
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cross-architecture transferability, where adversarial examples generated on a
given CNN are tested on deeper or shallower models.

The hypothesis underpinning this methodology is that the AxC design
paradigm, by modifying the decision boundaries of the model, may generate
adversarial examples that are more general and thus more likely to transfer to
other networks. We also expect the depth of the source and target models to
play a crucial role: deeper models may produce adversarial examples with
higher transferability, while attacks generated on shallow models may fail to
transfer to more complex architectures.

This systematic analysis allows us to quantify to what extent AxXNNs can
act as effective surrogates for generating transferable adversarial examples,
thereby highlighting a potential security risk of Approximate Computing in

adversarial settings.

4.4.1 Experimental Evaluation

This Section presents the results of an experimental evaluation conducted with
the CNNss and all their respective implementations depicted in Table 4.3 of
Section 4.2. Subsequently, an iterative version of the OP attack [25] was used

to generate adversarial datasets targeting the approximate implementations



126 | The Effects of Approximate Computing on Adversarial Machine
Learning

of the neural networks. inally, successful adversarial samples from each
adversarial dataset were transferred to the other networks, in order to evaluate

the transferability-rate.

Adversarial Datasets Generation

First, note that for our experiments, we considered a subset of 3000 images
from the original test dataset X of CIFAR-10, which originally contains
10000 images. Among these images, were considered only the images that
undergo the condition 4.5, for each approximate version. This means that, for
each CNN, we have two different test subset: the one containing the images
correctly classified by the floating-point, quantized, and approximate (v1)
implementations, and the other one containing the images correctly classi-
fied by the floating-point, quantized, and approximate (v2) implementations.
Therefore, we have 1. the X4,cop and Xa,c1ps datasets contain 2254 and 2361
images, respectively, 2. the X4corg and X4.c1rg datasets contain 2458 and
2577 images, respectively, and 3. the X4,coro4 and Xa,c1go4 datasets contain
2399 and 2646 images, respectively. Each of this test subset underwent an
iterative version of the OP attack [25], that targeted the approximate imple-
mentations of the CNN, consisting in six adversarial datasets. In specific,
we have implemented an incremental version of such an algorithm, i.e., the
algorithm searches and modifies an increasing number of pixels. The algo-
rithm is initialized with a number of pixels to be changed equal to one. If no
valid solution is found within the maximum number of iterations — changing
a pixel does not lead to a successful adversarial image —, the number of
pixels to be changed is increased by one. This approach is repeated until the
maximum number of pixels to search and modify is reached. Thus, we have
set the maximum number of pixels to be changed for each image to 50 and
the maximum number of iterations — generation of the DE genetic algorithm —
to 51.
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Table 4.6: Number of images in the clean and adversarial datasets.

Clean Dataset | Adversarial Dataset
Source AXNN . .
(# images) (# images)
AxCOM 2254 2201
AxCIM 2361 2307
AxXCORS8 2458 2309
AxCIRS 2577 2390
AxCOR24 2399 2262
AxC1R24 2646 2381

Table 4.6 reports the number of images in each clean and adversarial

datasets, for each source AXNN.

Results

Finally, once generated the adversarial datasets, the image in each of the
datasets are transferred to the other networks. Table 4.7 report the transfer-
rate of adversarial images from the source AXNNs (in the rows) to all the

implementations of the other networks (in the columns).

Table 4.7: Transferability-rate of adversarial attacks, expressed in percent-
age (%). Rows contain the source AXNN targeted by OP, and from which
adversarial attacks are transferred. Columns contain CNNs, with all the

implementations, that are target of the transferability.

FpM QM AxCOM AxCIM | FpRS QRS AxCORS AxCIRS | FpR24 QR24 AxCOR24 AxCIR24
AxCOM 39.39 5533 - 57.7 18.62 19.94 19.80 16.90 14.81 13.9 11.67 12.72
AxCIM 4642 7130  68.09 - 18.94 21.15 20.37 17.46 17.29  14.04 11.79 13.35
AxCOR8 | 3226 35.81 374l 3546 | 3321 57.86 - 51.19 25.07 25.07 22.08 24.55
AxCIR8 |36.10 39.07 41.12 38.74 | 39.12 70.66  65.52 - 28.07 30.58 26.82 30.04
AxCOR24 | 37.53 41.04 4322 40.53 3492 3287 32.83 29.15 3475  79.39 - 66.13
AxCI1R24 | 3691 39.73 4153 39.43 3435 34.14 33.76 34.43 34.14  65.68 71.77 -

The analysis presented in Table 4.7 clearly demonstrates that an approx-

imate neural network is more effective against approximate and quantized
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implementations of a CNN with the same architecture. Specifically, adversar-
ial attacks crafted to fool AXCOM and AxCIM exhibit a transfer-rate against
the quantized and approximate versions of MinNet that consistently exceeds
50%. This trend extends to AXCORS8 and AxCI1RS, as well as AxXCOR24 and
AxCI1R24.

Furthermore, the smaller the AXNN — in terms of the number of layers —
the lower the transferability-rate against deeper CNNs. Indeed, the transfer-
ability rate from the approximate MinNet (in both versions) to ResNet8 and
ResNet24 consistently remains below 20%, except for the transferability rate
from AxC1IM to QR8 and AxCORS, which hovers around ~21%. Similarly,
the transferability-rate from the approximate ResNet8 (in both versions) to
ResNet24 consistently remains below 30%, except for AXC1R8 to QR24
and AxCOR24, which stands at ~30%. Consequently, successful adversarial
sample crafting to deceive MinNet transfers less effectively to ResNet24

compared to when the target is ResNet8.

Conversely, the deeper the source AXNN compared to the target CNN —
regardless of the target implementation —, the higher the transferability rate.
Notably, the transferability from the approximate versions of ResNet8 to
MinNet consistently exceeds 30%, except when the target is FpM and the
source is AXCORS, i.e., the approximate versions with the lowest accuracy
(refer to Table 4.3 for details regarding the accuracy). Furthermore, while
the transferability rate from ResNet24 to ResNet8 ranges between ~29% and
~35%, the transferability rate from ResNet24 to MinNet ranges between
~37% and ~43%.

Thus, although the transferability is generally poor, it is always possible to
transfer successful adversarial samples from an approximate neural network to
different implementations of other CNNs. However, the transferability from
an AxXNN to the quantized and approximate implementations of the same-
architecture CNN (almost) away exceeds 65% (bold values in Table 4.7).
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4.4.2 Discussion

Although the contribution presented here addressed the Challenge 4, and
despite is it possible to transfer adversarial attack from an AXNN to other
CNNs, the transferability-rate is generally poor. The transferability rate is
even poorer when the architecture of the source AxXNN is much smaller — in
terms of the number of layers — than the architecture of the target CNN.

To overcome this issue, the main idea may be to taking into account
multiple source AxNNs. In specific, the adversarial perturbation to add to
the original image may be computed by querying several AXNNs, whose

architectures are smaller than the ones of the target CNNss.

4.5 The Role of Approximate Computing on De-

fense

The last contribution addressees the Challenge 3, since it investigates the
effectiveness of input transformation defenses in detecting adversarial attacks
against efficient neural networks, with a focus on quantized and approxi-
mate implementations [167]. Input transformation has been proposed as a
lightweight detection strategy: the key idea is that clean images should remain
stable under transformations such as rotation, scaling, or blurring, whereas
adversarial images — being artificially crafted to exploit model weaknesses —
are expected to induce larger variations in the output predictions. This behav-
ior can be quantified by measuring the divergence between the predictions of
the original and transformed inputs, and using it as a signal for adversarial de-
tection. While promising results have been reported for floating-point CNNss,
the applicability of this approach to quantized and approximate models has
never been explored, which inherently introduce noise into the computation.

To test this detection mechanism, first, we generated QNNs and AxNNs
with Inspect-NN, as explained in Section 4.1. Subsequently, we targeted all
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the implementation of the CNN with both white-box and black-box attacks,
as in Section 4.3. We then applied input transformation, e.g, blurring and
rotation, to each input image. For each clean and adversarial image — we
denote as x the genic non-transformed image, either the original or the adver-
sarial one — , we applied a digital transformation to obtain x’. Consequently,
we computed the error that the network, either the FpNN, the QNN, or the
AxNN, make between x and x’ as made by Nesti ef al. in [117]:

D(KL(f(x), f(x'))) = max{KL(f(x),f(x')), KL(f(x'), f(x))}

4.7)
Here, KL is the Kullback-Leibler (KL)-divergence, f is the classifier, either
the original one or the faulty ones (quantized and approximates), x is the
image (either the clean image or the adversarial counterpart), and x’ is the
transformed image. To evaluate the detection capability of this method, we
compared the statistical distributions of divergences obtained for clean and
adversarial datasets across the three implementations of each network. If the
distributions are well separated, it is possible to set a threshold 7 that allows
adversarial inputs to be detected with low error. Conversely, overlapping
distributions indicate poor separability, which compromises the effectiveness

of the detection.

Figure 4.22 depicts the approach we leveraged to explore the possibility
of detecting adversarial attacks against efficient CNNs by leveraging input-
transformation and the KL-divergence. We first generate a clean transformed
dataset, e.g., a rotated dataset, and an adversarial transformed dataset. Each
implementation of the same CNN, that is, the FpNN, the QNN, and the
AxNN, is fed with the clean dataset X and the clean transformed datasets
X’ and, for each pair of images [x,x'], the distance D(KL(f(x),f(x))) is
computed as described in Equation (4.7), for each classifier. The same op-
erations are performed on the adversarial dataset X%/, Once we computed

all the KL-divergences for both the clean and adversarial datasets, and for
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Figure 4.22: The approach we leveraged to explore the possibility of detecting
adversarial attacks against efficient implementations of CNNs by leveraging
input-transformation and the KL-divergence.

all the implementations of a CNN, our methodology will give a statistical

representation of results.

4.5.1 Experimental Evaluation

In order to evaluate the robustness of AXNNs w.r.t. adversarial attacks, we
targeted the ResNet networks whose details are depicted in Table 4.3 of
section 4.2. Note that, for such a contribution, we considered only the v1
approximate implementation of both ResNet8 and ResNet24. Subsequently
we generated adversarial datasets for each implementation of the target CNNss,
by following the methodology presented in Section 4.3 — we either attacked
directly a CNN implementation or we transferred adversarial images from the
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FpNN to the other implementations —. Finally, we computed KL divergences
between images (either clean or adversarial) and their transformed versions.
The results were statistically analyzed to determine the feasibility of detecting
adversarial samples by adopting such a metric in the case of quantized and

approximated networks.

Adversarial Attack Generation

In order to generate the adversarial datasets, we targeted the networks with
iterative attacks, in both the white and black box scenarios. In specific, we
targeted the FpNNs with white-box attacks, i.e., BIM, PGD, and DeepFool.
Subsequently, successful adversarial samples are transferred to the QNNs and
AxNNs. Note that, in order to design adversarial datasets targeting quantized
and approximate version, the FpNN are targeted until the adversarial sam-
ple is successfully transferable, or until a maximum number of iterations is
reached. For such attacks, we set the maximum number of iterations to 50 in
case of BIM and PGD, and to 20 in case of the CW algorithm, while applying
an incremental perturbation of 1/255. For what pertains to the black-box
attacks — they allow us to target every implementation of a CNN —, we opted
for OP, selecting the size of the population equal to 80, and the number of
generations to 97 and 51 for ResNet8 and ResNet24, respectively. For addi-
tional information regarding the success rate and transferability rate, readers
are directed to consult the experimental evaluation of the first contribution of
this Chapter. 4.3.

Input Transformations

For this contribution, we considered two kind of digital transformation, that is,
topological and appearance ones. In specific, as topological transformations
we selected the (1) translation, meaning that images are translated of 2 pixels
in both the horizontal and the vertical directions, the (ii) rotation to rotate

images 45° in both clockwise and anti-clockwise directions, (iii) scaling, by
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reducing the image size by 80% in both height and width, and, flipping, that
mirrors the images. Appearance transformations change the appearance of
the image, with no topological changes. We selected (1) the gaussian blur
applied to filters of size 5 x 5, and contrast change, that scales the intensity

of the image on a pixel-by-pixel basis by the value of a parameter o = 1.5.

Results

Figures 4.23 and 4.24 depict the statistical behavior of KLs-divergences w.r.t.
ResNet8 and ResNet24, respectively. Furthermore, each Subfigure refers to a
specific algorithm for generating adversarial examples, while each box-and-
whisker plot refers to a specific digital transformation. Specifically, the latter
shows the KL divergences between an image and its transformed version,
in both the clean and adversarial cases, for the original CNN (the floating-
point implementation), the QNN and the AxNN. Finally, for each network,
the baseline images are those correctly classified by each implementation
of the network itself, i.e., the original floating-point, the quantized and the
approximated. Thus, analysis were carried out for 7650 and 7757 images of
the CIFAR-10 test-set for ResNet8 and ResNet24, respectively.

As Figures 4.23 and 4.24 show, when targeting the original floating-point
networks, both flipping and translation show good detection performance,
as well as scaling, for the detection of adversarial samples. since box plots
do not overlap, it is possible to easily find a threshold 7 above which it is
possible to state that an input sample is an adversarial one, with a minimum
error. Furthermore, contrast performance is good only in the OP case, while
rotation is the worst performing transformation.

However, there are some notable differences when targeting quantized
and approximated networks. The detection performances of all input trans-
formations are poor while targeting quantized ResNet8 with both white-box
and black-box adversarial generation algorithms, as well as the approximated

ResNet8 case. The only exception is represented by the contrast when an-
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alyzing the approximated ResNet8 targeted by DeepFool: in this case, the
performances are good. As for the quantized and approximated ResNet24,
scaling performances are good in the case of QNN, while targeted by both
white-box and black-box attacks. Finally, contrast performance is good when
both quantized and approximated ResNet24 are targeted with DeepFool.

It is worth noting that for all the AXxNNs the divergences are statisti-
cally smaller than those related to both the original floating-point and the
quantized networks. The reason should be that the error introduced by the
input-transformation is smaller than the one introduced by the approximated

multipliers.

4.5.2 Discussion

Defense methodologies based on input transformations demonstrates high
accuracy in detecting adversarial samples when applied to FpNNss, as for-
merly demonstrated by the scientistic literature. Nevertheless its performance
significantly deteriorates when applied to quantized and approximated im-
plementations of the same network. Indeed, this methodology exhibits con-
siderable errors in determining whether an input image is adversarial or not.
In specific, flipping, rotation, and scaling are effective techniques for detect-
ing adversarial samples, while, rotation is the least effective transformation
when considering FpNNs. Nonetheless, this results do not apply in case of
quantization and approximation: almost none of the digital transformation
perform well, except for the contrast and the scaling: they slightly show good
performances when QNNs and AxNNs are targeted by DeepFool.

Future work will investigates on new open issues emerged while ad-
dressing the Challenge 3. Input-transformation based methodologies do not
perform well in case of quantized and approximate CNNs. Such a behavior
could depend on the fact that the error introduced by the quantization and
the approximation masks the one introduced by the input-transformations,

covering the effects of the latter.
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Figure 4.23: KL-divergences between images (either clean or adversarial)
and transformed-images while targeting ResNet8.
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Figure 4.24: KL-divergences between images (either clean or adversarial)
and transformed-images while targeting ResNet24.




Conclusions and Future Works

This thesis has addressed the problem of adversarial robustness in deep learn-
ing from two complementary perspectives. The first concerns the design
of novel adversarial attack strategies that improve the stealthiness of adver-
sarial examples, making them harder to detect by humans and automated
defenses. The second investigates the interaction between efficiency-oriented
design methodologies and adversarial robustness, with a particular focus on
Approximate Computing (AxC) and quantization. Together, these contribu-
tions provide a comprehensive view of how adversarial machine learning
evolves both at the algorithmic level (new attack methodologies) and at the
architectural level (efficient implementations of Convolutional Neural Net-
works (CNN5s)).

The first contribution of this dissertation was the development of new
adversarial attack methodologies aimed at overcoming some of the limitations
of existing approaches. Traditional gradient-based attack require non-realistic
knowledge regarding the target CNN. Furthermore, black-box query-based
methods tend to be inefficient, requiring a large number of interactions with
the target model. Finally, both white-boz and black.box attacks often succeed
in fooling CNNss but produce perturbations that, although small in norm, are
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sometimes visible to the human eye or detectable by preprocessing-based
defenses.

To address these limitations, we proposed new attack algorithms designed
to maximize stealthiness while maintaining high attack success rates. These
contributions include methods that: (i) generate perturbations that remain
imperceptible to humans even under low perturbation budgets, (ii) exploit
evolutionary or heuristic strategies to improve query efficiency in black-box
settings;, and (iii) adaptively tune the perturbation process to balance invisi-
bility and effectiveness.

The experimental results demonstrated that these attacks achieve a better
trade-off between stealthiness, efficiency, and effectiveness compared to
state-of-the-art methods, highlighting the importance of designing adversarial
attacks that are not only theoretically powerful but also practically realizable.

The second major contribution of this thesis focused on the impact of
efficiency techniques on adversarial robustness, with a particular emphasis
on Approximate Computing. Using the InspectNN framework, we system-
atically analyzed CNNss in their floating-point, quantized, and approximate

implementations. Our investigation covered three dimensions:

* Vulnerabilities of approximate CNNs. We showed that Approximate
Neural Networks (AxNNs) are still vulnerable to adversarial examples,
but exhibit selective robustness against gradient-based attacks, due to

the disruption of the loss surface induced by approximation.

 Transferability of adversarial examples through approximation. We
highlighted that AxNNs can act as effective surrogate models, gener-
ating adversarial examples with high transferability to other networks,
including floating-point and quantized implementations. This reveals a

novel attack vector enabled by AxC.

* Ineffectiveness of input transformation defenses. We demonstrated that

detection methods based on input transformations, which are effective
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on floating-point models, lose much of their discriminative power when
applied to quantized and approximate networks, since approximation

noise overlaps with adversarial perturbations.

These findings provide the first comprehensive evidence that AxC plays a
dual role in adversarial machine learning: on one side, it introduces partial
robustness to some classes of attacks, and on the other side, it reduces the

effectiveness of certain defenses and facilitates transferability.

Overall contribution By combining these two research directions, the the-
sis advances the understanding of adversarial machine learning at both the
attack design level and the system level. The new attacks proposed demon-
strate how adversaries can achieve stealthier and more efficient perturbations,
while the analysis of approximate networks clarifies how efficiency-driven
design choices affect adversarial robustness. Together, these results empha-
size that ensuring the security of deep learning systems requires a holistic
approach that jointly considers attack methodologies, defense mechanisms,

and efficiency constraints.

5.1 Future Work

Building on the contributions of this thesis, several directions remain open
for future exploration:

* Further research should aim at developing attacks that combine in-
visibility with adaptive transferability, producing perturbations that
remain effective across different architectures and implementations

while staying undetectable.

* Current defenses fail in the presence of approximate or quantized net-
works. New detection or mitigation strategies must explicitly model

approximation-induced noise, rather than ignoring it.
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* The AxC design paradigm should be extended to include robustness as
a design objective, not only efficiency. Multi-objective optimization
that balances accuracy, power, area, and adversarial robustness could

lead to the next generation of secure and efficient CNNSs.

* The contributions of this thesis focused on CNNs for image classi-
fication. Extending the analysis to other domains, such as speech
recognition, natural language processing, or graph learning, would
broaden the applicability of the findings.

» Real-world deployments should be tested on FPGA or ASIC platforms
implementing approximate multipliers, to assess whether hardware-

level constraints amplify or mitigate adversarial effects.

5.2 Closing Remarks

Adversarial machine learning remains one of the greatest challenges to the
safe deployment of Artificial Intelligence (AI) systems. This thesis has
shown that progress can be made by addressing the problem from multiple
angles: by designing new adversarial attacks that are harder to detect, and by
investigating how efficiency-driven design choices such as the AxC design
paradigm affect adversarial robustness. The insights provided highlight the
importance of integrating security and efficiency considerations into the
design of future Al systems, ensuring that Deep Learning (DL) can be both

practical and trustworthy in real-world scenarios.
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