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Abstract

The rapid proliferation of Unmanned Aeraystems, commonly named as drones,
and the emergence of Urban and Advanced Air Mobility concepts have
fundamentally transformed the contemporary aviation landscape. Originally
conceived for military applications, drones have evolved into versatile platforms
deeply integrated within civiljndustrial, and societal frameworks, generating
unprecedented challenges in safety assurance, security protocols, and surveillance
capabilities. The existing communication, navigation, and surveillance
infrastructures, architecturally designed for hajtitude and lowdensity air traffic
operations, prove inadequate for the dense;dtitide operational paradigms
anticipated in future urban environments. This paradigmatic shift necessitates the
development of innovative, adaptive, and edgpable survéance solutions that
ensure resilient and sustainable integration of heterogeneous manned and

unmanned traffic flows.

This dissertation systematically addresses the multifaceted challenges through the
investigation of multlayered detectiorsolutions with particular emphasis on
radarbased systems and cooperative rradfent detection approaches. Central to
this research is the comprehensive analysis of radar-segtisn characteristics
across conventional and unmanned platforms, substantiatedglthmigorous
simulation studies and extensive experimental validation campaigns. The
investigation encompasses both pasaneactive enhancement strategies designed

to optimize drone detectability within complex urban environments characterized
by electromagnetic interference, multipath propagation, and adverse

meteorological conditions.

Beside techrological contributions, this research adopts an interdisciplinary
approach by integrating soeexonomic perspectives through innovation and
entrepreneurship pathways, demonstrating how advanced surveillance technologies
can serve as catalysts for regional ecomouhevelopment and environmental
sustainability.The work also incorporates applied case studies, notablyh#s&d
environmental monitoring in highsk geological contexts such as the Campi

Flegrei bradyseismic area, effectively illiegtng both the operational potential and



the regulatory complexities of surveillandependent missions. Another case study

Is the multiagent cooperative detection system, which involves the development
and testing of a cooperative framework composed of drones and ground robots for
the autonomos detection and interception of targets in setructured urban

environments.

The research culminates in a comprehensive theoretical and practical framework
that synthesizes advanced modeling techniques, experimental validation
methodologies, and soetechnical innovation strategies. This integrated approach
contributes significaty to the foundational knowledge required for the safe,
efficient, and sustainable deploymentAxfvanced Air Mobility solutionswithin

the emerging paradigm of smart urban environments, establishing a pathway toward
the harmonious coexistence of diverseriad mobility solutions in future

metropolitan contexts.

Keywords:Advanced & Mobility, Drone Surveillance, Radar Cross Section ,
Unmanned AeriaBystems
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1. Introduction

In contemporary times, Unmanned Aircr&ystems(UASs), better known as
drones, emerged as one of the most prominent component of the technological

revolution of the past decade.

Originally developed for military purposes, UAVs have progressively established
a significant presence within the civilian domain, where they are now employed in
a diverse array of applicants, rangifrom precision agriculture to emergency

medical responseeshaping how society approaches mobility, logistics, and data

collection.

This widespread adoption has been made possible primarily due to the rapid and
exponential technological growth of the past fifty to seventy years, which surged

even further with the advent of the internet in the early 2000s. Indeed, this period
markswha 1 s commonl y rnendnaeddiraalt Systems @UAS t h e
Gol denl].Er a o

More preciselythe aviation industry is undergoing a fundamental paradigm shift
toward Sustainable Air Mobility (SA)Mand Urban Air Mobility (UAM anddrones

in particularare increasingly regarded as central pillar of the Internet of Things
(IoT), a paradigm shift that has redefined traditional modes of liviiggse
emerging domains envision dense networks of both manned and unmanned aircraft
sharing lowaltitude urban and pedrban airspace, with applications rangingm

air taxis to autonomous delivery fleets. Such visions are deeply entbiedthe
broader framework of Smart Cities, where mobility, communication, and energy
infrastructures converge to support a safer, cleaner, and more efficient quality of
life. Moreover, heir low-cost natve made these objects highly accessible and
scalableFor these reasons and more, recent market reports estimate that the global
UAYV industry will reach between $27 billion and $100 billion by 202D More
detailed forecasts project the global drone market will grow from $30.6 billion in
2022 to $55.8 billion by 2024, with a compound annual growth rate (QAGR
7.8%. Looking further ahead, Morgan Stanley predicts the glabehnced Air
Mobility (AAM) market will reach approximately $6.7 billion in 2025, $33 billion



in 2030, and grow to $1.2 trillion by 208).

Nevertheless, UAM is confronted Wwita number of key challengdd]. Unlike
traditional aviation, which relies on wedtructured air corridors and sparse high
altitude traffic, UAM will require highly accurate, redundant, and resilient
surveillance systems capable of operating in complex environments characterized
by obgacles, interference, and unprecedented traffic density. Ensuring safe and
efficient integration of UAVs into shared airspace is therefore a cornerstone

challenge for both regulators and technologists.

In dense and dynamic environments such as UAM, fundamental is the ability to
reliably detect, track, and manage UAVs in dense and dynamic environments.
Traditional Communication, Navigation, and Surveillance (CM®&astructures,
designed for large aircraft, face inherent limitations when applied to small drones.
Most notably, the Radar Cross Section (RCS) of small UAVs is orders of magnitude
smaller than that of conventional aircraft making them nearly invisibé¢andard
radar systems. Typical small UAVs, often constructed from plastics and earbon
fiber composites, exhibit RCS values in the range ofi@1m?2, compared toi 1

10 m? for light aircraft. This dramatic reduction translates directly into diminished
Signatto-Noise Ratio $NR) and shortened detection ranges. Consequently, drones
may remain undetected until they pose a direct risk to critical infrastructure or
airspace safetyn addition, urban environments introduce unique electromagnetic
(EM) challenges: multipath reflections caused by buildings, clutter from ground
vehicles, and interference from dense communication networks further complicate
reliable detection. At the same time, the growing threat of unauthorized or
malicious drone use, wth range from privacy violations to potential attacks,

heightens the urgency of developing resilient, mmitidal surveillance systems.

From a scientific standpoint, the investigation of UAV RCS behavior advances our
fundamental knowledge &M scattering phenomena in unconventional, complex
platforms. Small drones often exhibit stedlie characteristics; these arise not
from deliberate design but rather as an inhererrbguct of their compact size,
lightweight construction, and the exteres use of normetallic composite

materials. Consequently, the rigorous characterization of their scattering signatures
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contributes significantly not only to the domain of UAV surveillance but also to the
broader disciplines of radar target modeling and the development of cetedkh

methodologies.

From a practical standpoint, the implications are considerable. The seamless
integration of drones into civil airspace necessitates that regulators and air
navigation service providers establish frameworks to ensure safety, security, and
system scalabilityf5]. A failure to develop dependable surveillance capabilities
would erode public trust and ultimately impede the widespread adoptidANf
technologies. Conversely, the deployment of robust, fayéred detection
systems, which synergistically integrate radar, acoustic, optical, and cooperative
surveillance technologies, is pivotal to unlocking the transformative potential of

UAVSs across gtical sectors:

1 Public Safety and SecuritEnabling the rapid detection and mitigation
of unauthorized drones in proximity to airports, critical infrastructure, or

public gatherings.

1 Environmental Monitoring and Disaster Resparsesuring the reliable
and safe coordination of large drone fleets for missions in response to

wildfires, earthquakes, and other natural disasters.

1 Commercial Applicationgacilitating the safe scaling of drone delivery
services and automated industrial inspection processes without

compromising the integrity of shared airspace.

Hence, this dissertation research aims to bridge the critical gap between the inherent
limitations of traditional radar systeapplicationsand the stringent demands of
nascent urban surveillance paradigms. It seeks to address this challenge through the
dual contribution of theoretical predictive models and their empirical experimental

validation.

1.1 UAV Classification

UAVs can be classified according to various criteria, including maximumadtike



weight (MTOW), size, propulsion systems, sensors, range and endurance, altitude,
operating conditions, and capabilities, or any combination of these characteristics.
It should be noted that some of these metrics affect the safety and performance
requiremets of the system, while others are relevant from operational, commercial,

legal, or regulatory perspectivis.

Small UAVs, also referred to as mibiAVs, operate at Very Low Altitudes
(VLA/LOS) in Class G airspace (uncontrolled airspace), typically below Z@D

ft, with the operator maintaining visual contact (Line of Sight, LOS) at all times.
They are generallynaracterized by a maximum endurance of a few hours, a mass
below 20 kg, and a range up to 30 k& The combination of small size, high
versatility, design flexibility, ease of handling, and low cost makes these platforms

particularly suitable for the objectives of this research.
UAVs can also be categorized by their propulsion and airframe type:

- Multi-Rotor Drones: High maneuverability, capable of carrying multiple
payloads per flight, suitable for operations close to structures, though

limited in endurance and speed.

- FixedWing Drones: Capable of higher altitudes and longer flight durations,
covering larger areas; often require a launcher system and can be more

expensive. In some cases, endurance can reach 16 hours or more.

- SingleRotor Drones: Strong and durable platforms, often complex and

costly.

- FixedWing Hybrid VTOL: Emerging technology combining vertical take
off capabilities with fixeewing efficiency; autopilot systems manage

stability, reducing pilot workload.

From a systems perspective, it is important to distinguish between system,
architecture, and configuration, as these terms are frequently used in UAV research

but with distinct meanings:

- System: The complete integration of hardware, software, and operational
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procedures designed to perform a specific mission or function. For example,
a UAV surveillance system integrating sensors, data fusion algorithms, and

control interfaces constitutes a system

Architecture: The conceptual or logical organization of a system, describing
the relationships and interactions between its components without
specifying concrete implementations. Examples include centralized versus

decentralized UAV traffic management itectures

Configuration: The concrete setup or arrangement of a system's components
in a specific operational context. This includes parameters such as sensor
placement, flight path planning, payload selection, and software settings

during a mission

Understanding these distinctions is critical for designing, analyzing, and deploying

UAV operations, as they influence both technical performance and operational

planning.

1.2. Researclobjectives and framework

The main aim of this dissertation is to investigate and propose innovative solutions

for UAV detection and tracking in the context of AAM and UAM. The overarching

research objective is to develop a comprehensive framework for edge enabled,

multi-modal sureillance system capablof overcoming the challenges posed by

small UAVs in semistructured urban environments.

The specific research questions guiding this work are:

How can the RCS of UAVs be characterized and modeled whifierent

operational conditions?
1 What statistical distributions best describe RCS fluctuations?

1 How does RCS vary across frequency bands and angular

orientations?

What role can mulplatform surveillance systems play in mitigating the



detection limitations of small RCS targets?

1 How candifferentsurveillance systems, such as radar and acoustic

sensors, be integrated in simulation environsent

1 What are the architectural tradffs between centralized and

decentralized detection systems?

iii. How can simulation findings be validated in rearld experimental

setups?

1 What methodologies ensure accurate measurement of UAV RCS in

controlled andpenfield conditions?

1 Which can be the possibtrategiedo enhance the RCS of small

drones and how thegffect detection performance?

iv. How can cooperative muligent systems extend surveillance capabilities

in complex urban settings?

1 What role do autonomous exploration, target recognition, and

cooperative engagement play in réaie detection?

1 How can multimodal sensor fusion be applied to enhance

resilience?

By investigatingthe mentionedjuestions, this dissertation seeks to contribute both
theoretical insights about UA¥M behavior and detection models, and practical
tools, including simulation frameworks, experimental validation procedures, and

case studies in real operational environments.
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2. Advanced Air Mobility Systems and Surveillance
Requirements

As mentioned beforehé aviation sector is undergoing a paradigm shift toward
AAM driven not only by technological innovatioout also by the pressing need
for scalable and resilient surveillancalso considering sustainability drivers
Traditional CNS infrastructures were designed for faghude, lowdensity traffic

and are illsuited for dense, Iowltitude operations in complex urban environments.
This chapter establishes the state of the art in surveillance for UAM and AAM,
highlighting the regultory, technological, and operational drivers that motivate the
exploration of edgenabled surveillance solutions.

2.1.The Paradigm Shift TowarldvancedAir Mobility

The integration of unmanned and manned aircraft systems within urban airspace
presents different challenges that extend far beyond simple traffic coordination.
Indeed, the integration of UAVs in the airspace demands a comprehensive approach
to safety and exurity assessment that encompasses not only traditional aviation
safety principles but also addresses emerging cybersecurity threats, unauthorized
airspace penetrations, and the unique operational characteristics efismatined

aircraft systems operatj in proximity to critical infrastructure and populated areas.

The Ulhmannedraffic Management (UTWMframework represents the foundational
architecture upon which these future operations will be built. These systems must
establish a weltonnected airspace environment that enables efficient integration
between traditional manned aviation and the emeriigeg) of unmanned vehicles,
while maintaining the highest standards of safety, security, and operational

efficiency that the aviation industry has achieved over decades of development.

Central to this transformation is the evolution@NS systems, which form the
technological backbone of modern air traffic management. These three pillars work
synergistically to create a robust operational environment that can accommodate
the increasing complexity of mixed traffic scenarios, ensuring @aorefficient

and secure integration of drones in the urban scenarios.



2.1.1. U-Space &Regulatory Frameworks

The rapid expansion of the UAS market has necessitated the development of a
regulatory framework capable of ensuring a safe and orderly integration of diverse
platforms, both manned and unmanned, within a common airspace. This framework
must also accounof the emerging demandsW@AM and commercial applications

such as package delivery. In response to these challengds,utheo pean Uni on
Avi ati on Saf e ntroducee a lsaymonjzéd/s& Af regulations in
2019, establishing new standards for certification, design, manufacturing, and
licensing procedures$4ore in particular,m order to develop standard processes and
procedures to enable UAM operations, several projects were developed thanks to
the Single European Sky ATM Research Program (SESAIR) Undertaking7]to
investigate the core enabling technologies and operative solutlespsace is one

of the most prominent projects within the SESAR initiatitespace is the
European framework for the safe and efficient integration of drones into airspace,
conceived as a set of new services that rely on a high degdigitafizationand
automation of functions. Its purpose is to enable kagde, secure, and sustainable
drone operations, particularly in urban environments where traffic density and

operational compbaty are expected to be unpreceder{&id

First of all, must be noticed thdte cornerstone of #regulatory advancement is
represented by Regulation (EU) 2019/945 and Regulation (EU) 20183}/
which adopt a ristbased classification of UAS operations into three categories:

i.  Open category, addressing loisk operations with minimal regulatory
requirements;

il. Specific category, covering medidnsk operations requiring operational
authorization based on a risk assessment; and

iii. Certified category, encompassing higék operations that demand
certification comparable to manned aviation, including airworthiness

approval and type certificatidBi 10]
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In the certified category, both the remote pilot and the operator must obtain
appropriate licenses, ensuring compliance with the highest safety standards. The

first operational domains subject to investigation within this framework include:

1 Cargo UAS operations,
1 UAM and package delivery operations, and

1 UAS operations with an onboard pilot.

To complement these measurésspace establishes a harmonised regulatory
foundation througRegulation (EU) 2021/664, 2021/665, and 2021/g66 13],
which apply to all UAS, operators, and service providers, with the exception of

operations involving suB50 g platforms or drones belonging to the CO class.

The regulation defines a series of mandatory services that form the core of the
framework: network identification, gemwareness, flight authorization, traffic and
weather information, and conformance monitoring. Collectively, these services are
designedd ensure accountability, situational awareness, and operational safety in
dense environments. The implementation ofgace is structured into four

progressive stager (LU4) :

- U1l 7 Foundation services, covering electronic registration, electronic
identification, and geofencing (already deployed).

- U271 Initial services, including flight planning, approval, tracking, and
interaction with conventional air traffic control.

- U371 Advanced services, supporting more complex operations in dense
areas through conflict detection and automated datetavoid functions.

- U417 Full services, providing highly automated and digitized operations for
both drones and the-Epace system, envisioned for full deployment by
2030.

To support this roadmap, several laspale projects have been developed under
the SESAR Joint Undertakinkpitiatives such as CORUS XUAM, AMUWILED, and
Uspace4UAM investigate enabling technologies and operational solutions,

providing validation through simulations, demonstrations, andflight trials, as



summarzed in Table 1. These projects not only accelerate the technological
maturity of Uspace services but also contribute to regulatory harmonization and

societal acceptance.

These regulatory frameworks, while enabling the safe deployment of UAS and
UAM, implicitly shift surveillance requirements toward architectures that are
adaptive, distributed, and edgapable, given the density and risk profile of future

urban operations.

Ultimately, Uspace and UTM reflect a global consensus: the successful
deployment of Urban and Advanced Air Mobility cannot rely solely on
technological innovation but must be grounded in standardized, interoperable, and
adaptive frameworks. These framewsrkalso shape future surveillance
architectures, demanding resilient, edgmbled solutions that can integrate
cooperative and necooperative detection methods in increasingly complex

operational environments.
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Expected

Project Starting Date Objective Focus Area Contribution
Development of a Operational Provides the referenc
CORUS XUAM Concept of Operations P .
01/12/2020 . concepts, service| ConOps framework
[14] (ConOps) and services . : .
architecture for UAM integration.
for UAM.
Identification of U-space/ATM Ensures seamless
AURA - ATM 01/01/2021 | requirements for tpace |nteroperab|llty, integration between
[15] interface with ATM requirements U-space and
definition traditional ATM.
Largescale va?drgltjilc?r?orrg a Validates UAM
AMU-LED [16] 01/01/2021 demonstration of UAM fi ht, operations through
ConOps. d 9 . large-scale trials
emonstrations
Assurance of safe Separation Develops methods
separation for integrateq management, and tools for conflict
GOF2.0[17] 01/01/2021 UAM and manned mixed traffic detection and
operations. scenarios resolution.
Uspace4UAM Df;l]nl;ti'roer:noefn?f;ﬁ? Automation, Lays the foundation
[18] 01/02/2021 automated services for system integration for UAM—spec_lflc U
service deploymen space services.
UAM.
Vertiports, traffic /| Impacts surveillance
Vertiport infrastructure network flow, at vertiports, sensor
and IAM deployment; disruption systems/capabilities,
EUREKA [19] 2023 arrival/departure, management, | ATM/CNS integration
turnaround, emergencie regulatory & for vertiport
infrastructure operations.
Pilot & unmanned UAM| Autonomy, piloted| Advances surveillancg
operations validated in vs unpiloted, (air/ground),
OperA[20] 2023 realtATC, focus on sustainability, navigation accuracy,
autonomy & routing, air/ground| safety in nomnominal
environmental metrics. interface conditions.
Enhances CNS
Interface & services Data architecture, definitions,
between Uspace and safety, interface communication &
ENSURE[21] 2023 ATM; dynamic airspace| standards, ATM surveillance data
reconfiguration. U-space separatiol] exchange; ATM/U
space synergy.
Key surveillance /
Separation managemer| Strategic & tacticall conflict detection;
SPATIQ?22] 2023 in U-space; capacity vs| conflict resolution, navigation &

safety tradeoffs.

capacity planning

separation assuranct
modules.




Enable rapid, critical
drone missions;

Detect & avoid,
dynamic capacity,

High-demand on
surveillance &

SAFIR-Ready 2023 advanced tspace ' drone port com.munlcatlop's,
[23] L infrastructure, especially for critical
services; drone cargo . o
orts emergency & time-sensitive
ports. missions operations.
Indirectly related to
Societal acceptance of Public perception,| surveillance: impacts
. >PLe stakeholder how surveillance /
IMAFUSA [24] ~2024 UAM; tools & indicators

for public perception.

engagement, socig
acceptance metric:

CNS deployment is
perceived &
regulated.

TablOmgoSBHAR

JU projects for

UAM

2.1.2. Technological Convergence and Innovation Drivers

Technological convergence is not only transforming vehicle capabilities but also

reshaping how surveillance data are generated, processed, and acted upon. The

integration of compact higperformance sensors with onboaglidance,

navigation, and control (GN&Cfunctions provides a dat&ch environment that,

however, requires rediime processing close to the source. Edge computing

architectures, leveragimytificial Intelligence @Al)-driven fusion of radar, electro

optical, and communication data, emerge as a key enabler for predictive

surveillance and autonomous deconfliction in UAM scend#bk

The rapid advancement of drone technologies has driven the development of

sophisticated surveillance strategies within CNS systems, which are essential for

the safe integration of UAVSs into shared airspace. The International Civil Aviation

Organization (I@O0) highlights the need for coordinated frameworks that address

emerging operational scenarios, including mixed manned and unmanned traffic,

UAM, and cargo delivery

Drone surveillance relies on the integration of onboard and groased CNS

systems to provide accurate, reale situational awareness. More in particular,

modern UAVs are equipped with compact, hpggrformance sensors, such as

micro electremechanical system8/EMS) devices, supportinGN&C functions.

Surveillance systems must interface with these sensors to enable critical tasks,

including sensandavoid, trajectory tracking, and fault detecti@dy.algorithms,
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data fusion, and advanced image processing can further enhance situational
awareness, enabling predictive analytics and autonomous decision $8fport

In complex urban airspace, adaptive CGét&bled flight management allows
dynamic monitoring of vehicle positions, velocities, and intentions, ensuring safe
deconfliction in vertiports, lovaltitude corridors, and edemand operations.
TrajectoryBased Opeations (TBO) and redlme airspace management enable
efficient routing, conflict prediction, and adaptive allocation, accommodating

heterogeneous UAV fleef&7].

Overall, effective UAV surveillance requires modular, interoperable CNS systems
capable of integrating diverse data sources. These systems suppoit semi
autonomous and autonomous operations, ensuring safe coexistence with manned
aircraft while maintaining perational efficiency and situational awareness in

increasingly complex airspa¢28].

2.2.Surveillance Systems in Urban Air Mobility and Advanced Air

Traffic Management

Surveillance is a fundamental component of the CNS system, essential for
supporting Urban Air Traffic ManagemefdATM) andAAM [29,30].

Traditional surveillance approaches, developed for conventional aviation
operations, face significant challenges when applied to urban air mobility scenario.
The sheer volume of anticipated traffic, the laltitude operational environment,

the presence afumerous obstacles aldM interference sources, and the diverse
operational characteristics of various aircraft types create a surveillance challenge

of remarkable complexit{29,30}

Urban environments introduce unique challenges that affect surveillance strategies.
The dense concentration of buildings, communication towers, and other
infrastructure creates compl&M environments that can interfere with traditional
radar systems and satelitased navigation. The presence of multiple flight levels

operating simultaneously within relatively confined airspace volumes demands



surveillance systems with exceptional accuracy, reliability, and-tireal
processing capabilitig81].

Furthermore, the operational paradigm of urban air mobility introduces concepts
such as vertiports, dynamic air corridors, anddemand flight operations that
require surveillance systems capable of managing rapidly changing traffic patterns
and flight irtentions. Moreover, the integration of autonomous and -semi
autonomous aircraft adds another layer of complexity, requiring surveillance
systems that can effectively monitor and verify the performance of artificial

intelligencebased flight management sysig

The complexity of urban air mobility operations necessitates a comprehensive
understanding of the various surveillance system architectures available and the
strategic considerations that guide their selection and deployment. Modern
surveillance systems gde categorized across multiple dimensions, each offering

distinct operational characteristics and capabilities that must be carefully matched

to specific operational requirements and environmental constraints.
Surveillance Systems ($8an be classified in two primary configuratidB82]:

- Air-to-air systemswhich represent a distributed approach to airspace
monitoring, where individual aircraft are equipped with onboard
sensors capable of detecting and tracking nearby vehicles. These
systems provide enhanced situational awareness directly to flight
crews or autonomous flight management systems, reducing
dependency on grourzhsed infrastructure and enabling operations in
areas with limited ground surveillance coverage. The primary
advantages include reduced latency in threat detection, enhanced
operational lexibility in remote areas, and improved redundancy

through distributed sensing capabilities.

- Groundto-Air Systememploy centralized monitoring infrastructure,
typically consisting of radar stations, communication nodes, and
processing centers that provide comprehensive airspace coverage from
fixed or mobile ground installations. These systems excel in providing

coadinated airspace management, centralized threat assessment, and
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integration with existing air traffic control infrastructure. They offer
superior coverage consistency and the ability to maintain operational
continuity even when individual aircraft experience equipment

failures.
Furthermore, SS can be categorized as:

- Non-Cooperative which means that they operate independently
without requiring active participation from target aircraft, relying
instead on passive detection methods such as primary radar reflections,
electrooptical sensors, or acoustic signatures. These systemserovid
essential capabilities for detecting unauthorized or-cwmpliant
aircraft that may not be equipped with standard aviation transponders
or may be attempting to operate covertly. Their independence from
target cooperation makes them paridely valuable for security
applications and regulatory enforcement.

- Independent Cooperative so they leverage standardized transponder
responses and broadcast signals to calculate target positions through
triangulation and timef-arrival analysis. Technologies such as
Secondary Surveillance Radar (9SRnd traditional ADSB
implementations fall into this category, providing reliable position
information while maintaining independence from onboard navigation
system accuracy. They offer a balance between cooperative efficiency

and system autonomy.

- Dependent Cooperative which relies heavily on the accuracy and
integrity of onboard navigation and communication systems, with
ground stations serving primarily as data collection and distribution
nodes. Modern implementations include sateb#sed tracking
systems and adwaed ADSB variants that depend on highecision
GNSS positioning. While offering superior accuracy when properly
functioning, these systems require robust integrity monitoring to detect
and mitigate potential navigation system fasiror cybersecurity

compromises.



In practice, no single surveillance approach can fully meet UAM requirements.
Multi-layer architectures that combine cooperative technologies (e.g.;BADS
Remote ID) with norcooperative sensing (radar, EO/IR, acoustic) and-&sigs
fusion are increasgly recognized as the only viable path toward resilient

surveillance in dense urban airspace.

The selection of appropriate surveillance system architectures requires
comprehensive evaluation across multiple decision factors that directly impact

operational effectiveness, economic viability, and system sustainability:

- Costeffectiveness: initial investments, operational expenses, and
lifecycle costs, economic scalability and eskaring opportunities

between multiple stakeholders and operators.

- Power and Energy requirements: power consumption, energy source
availability and reliability, power efficiency optimization for remote

installations and environmental impact.

- Physical dimensions: size constraints for installation and power

availability.

- Weight considerations: impact on aircraft performance and payload

capacity.

It is also fundamental, besides the mentioned main choice factor, to take into
consideration operational and maintenance factors and regulatory and standards

compliance.

The optimal surveillance architecture for any given urban air mobility
implementation typically involves eombination of multiple system types, selected
and configured to address the specific operational requirements, environmental
constraints, and economic considerations of the target deployment scenario. This
multi-layered approach provides enhanced redoeylaimproved coverage, and

greater operational flexibility while managing overall system complexity and cost.

Surveillance systems now face security challenges extending far beyond traditional
aviation threats. The rise of unauthorized or maliciously operated drones creates

new risks, demanding advanced detection, classification, and response capabilities.
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For smallRemote Piloted Aircraft SystenRPAS threatening infrastructure or
public safety, a threphase process (detection, classification, verification) is
critical. Military and law enforcement require systems with -teaé threat

assessment and rapid response coordination.

As concerns the grourtd-air systems, Radar Stations (RS) are basic tools for UAV
surveillance because of their advantage of working in any weather and light
conditions and at larger distances as compared to others sensor such as electro
optical, acoustiand lidar systems under conditions of clutter and jamming. At the

same time, they can determine the range, speed and angular coordinates of targets.

2.3.Drone Detection and Rad@ross Sectiomssues

A critical limitation of traditional radabased surveillance in UAM scenarios lies

in the RCSof small drones. Understanding this constraint is fundamental because
it not only affects the detection range and SNR but also motivates the exploration
of innovative solutions, such as distributed dpewer radars, probabilistic

detection models, and egltevel processing pipelines.

The RCS challenge represents perhaps the most fundamental limitation facing
radarbased surveillance systems when attempting to detect-snmainned
aircraft. This challenge directly impacts the effectiveness of the giiocaid radar
systems that form eritical component of the surveillance architectures discussed

previously, particularly in their application to UTM and3pace operations.

The RCS of small drones presents a significant detection challenge, with typical
values ranging between 0.01 and 0Afar micro drones (under 2 kg) and mini
drones (225 kg). This represents approximately 1/10000 to 1/1000 the RCS of
conventional aircraft, creating a dramatic reduction in target visibility that places
these platforms below the detection threshold of miagitional surveillance

radars.

The problem is fundamentally rooted in the construction materials and design
philosophy of modern drones. Most small unmanned aircraft are constructed from

plastic or carbon fiber composites chosen for their lightweight characteristics and



flight performance optimization rather than th&M visibility. These radar
transparent materials contribute significantly to the reduced RCS, making drones
inherently less reflective of traditional radar systems operating within the

surveillance architecture discussed previously.

From a more technical point of view, the RCS is defined by the Institute of
Electrical and Electronics Engineering (IEEBs a measure of the reflective
strength of a target when illuminated by a radar. The mathematical definition is

given as (1):

S DOs
e 1
” IOETI Y_§ 3 (1)

The equation (1) shows that the RCS of a target is the ratio of the incident electric

field (Ei) and the scattered electric field\Eas seen at great distance.

Moreover, it is fundamental to highlight that the RCS is a function of the following

parameters:

Position of the transmitter relative to the target.

Position of the receiver relative to the target.

Target geometry and material composition.

Angular orientation of target relative to the transmitter and receiver.
Frequency.

Transmitter polarization.

=4 =4 A A4 A4 -4 -2

Receiver polarization.

2.3.1. Signatto-Noise Ratio Impact and Detection Range Constraints

The relationship between RCS radar detection performance is governed by
fundamental physics principles that create severe constraints on surveillance system
effectiveness. As shown in (2), tB&IR of a radar system is directly proportional

to the target RCS (0) and inversely propc
range (R):
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This relationship demonstrates that a
low SNR, making the drone radar return weak and often indistinguishable from
background noise or environmental clutter. The implications for surveillance
system design arergfound: traditional SNR detectors frequently fail to identify
these weak signals, resulting in high rates of missed targets that compromise the
effectiveness of the thrgghase identification process outlined in our surveillance

architecture discussion.

The range limitations imposed by low RCS values have direct implications for the
infrastructure requirements of UAM surveillance networks. Gresmsed radar
systems that might provide adequate coverage for conventional aircraft operating
at typical RCS viaes of 210 m2 require significantly denser deployment to achieve
equivalent coverage for drone targets. This infrastructure multiplication directly
impacts on the cosdffectiveness criteria that guide surveillance system selection,
potentially making tditional radaibased solutions economically unfeasible for

comprehensive UAM coverage.
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3. Pathways to Innovation and Entrepreneurship

Given the rapidly evolving landscape of UAM, characterized by high technological
innovation and strong multidisciplinary interactions, it becomes essential to
develop heterogeneous ecosystems capable of supporting the sustainable growth

and integration ofhis sector

The APathways to I nnovat i (8], fundedbyth@t r epr e
U.S. Embassy in Italy in 2023 with a $50,000 grant, was conceived and coordinated

by Prof. Mita Marra from the University of Naples Federico IlI, with the support of

an international committee of experts. the program represents a paradfigim sh

the way technology development and commercialization are approached. It
promotes transdisciplinary collaboration and experiential learning as alternatives to
traditional disciplinary frameworks, encouraging the development of
entrepreneurial mindsgt technology transfer skills, and reebrld problem

solving abilities

The primary objective of this initiative is to strengthen collaborative networks
between universities and enterprises in Southern ltaly, thereby contributing to the
creation of a dynamic and interconnected ecosystem in which researchers,
professionals, anéntrepreneurs, both emerging and established, can exchange
knowledge, ideas, and innovative practiddsre specifically, the project seeks to
foster a culture of innovation and riskking, with the aim of enhancing resedrch
industry collaboration, suppiing highly skilled employment, promoting

technological and social innovation, and facilitating the creation of new enterprises.

Through a comprehensive training pathway culminating in a collaborative project
for DOCG (Denominazione di Origine Controllata e Garantita) wine regions, the
highest Italian wine quality classification, equivalent to Controlled and Guaranteed
Designation of Originin thelrpinia area Italy the program showcases the potential
of integrating cuttingedge drone technology, artificial intelligence, and sustainable
agricultural practices with cultural heritage preservation and economic

development.
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3.1. Structure of Training Activities

The project originates from the recognition that Ital&mall and Mediunsized
Enterprise4SMES) particularly those with fewer than ten employees, often lack the
skilled workforce required to successfully manage the digital and ecological
transitions. Although approximately 70% of SMEs have already introduced digital
practices, their limited capacitg absorb highly qualified human capital may lead

to the emigration of specialized workers, hence exacerbating labor market
inequalities in less innovative regions such as Campania. To address these
challenges, the initiative promotes entrepreneursidpcaion grounded in
universityi industry collaboration between the United StateAmericaand Italy.

More specifically, it leverages the presence of significant opportunities for qualified
employment in Southern Italy across key sectors such as mechanics, tourism, agri
business, and the cultural and creative industries. Furthermore, empirthaks
indicate that prospective entrepreneurs are more likely to establish businesses in
their region of origin when supported through peepeer learning and &

development of local networks.

In particular, the training pathway was organized into four thematic sessions held
across different locations in Campania (Naples, Cava de' Tirreni, Altavilla Irpina,
and Caggiano) between January and 2084 and culminated in a study mission

in New York at the Italian Academic Center, in collaboration with Cornell Tech, in
June 2024. These sessions included:

keynote speeches delivered by international experts;
roundtables with entrepreneurs and industry leaders;

case study presentations on univeisitgustry collaboration;

= =/ =4 =4

networking opportunities for young researchers to present their research and

professional aspirations.

The four meetings topics and place where have been hold were:



1 fDoing Business within the Ecosystem i n San Gi ovanni C
University of Napled-ederico llwithin the Eastern peripheral area of the
city (January 31, 2024).

{1 fEntrepreneurial ecosystems in thd.gcal contexd |, at the Monume
Complex of San Giovanni of the Municirf
1, 2024).

1 fAEntrepreneurial ecosystems within the ecoregions: An agenda for
sustainability , at the Municipality of Altavi
2024).

T ACul tur al ecosystems in energy transi
rur al CasteboaNermanno del Guiscardo, Caggiano (Say 24,

2024).

The project involved nine young researchers, including doctoral candidates, post
doctoral fellows, and recent graduates from different research sectors, together with
SMEs and startup founders. These sessions combined keynote lectures on strategic
issues wth panel discussions, Q&A sessions, roundtables, and case studies on
universityi industry collaboration. Young researchers were given the opportunity to
present their work and aspirations, engage in networking with entrepreneurs, and
develop collaborativprojects with companies. The training was structured around
four main pillars: customer discovery, decisimaking, pitching and selling, and

team building.

The program culminated with a Summer School at the Italian Academic Center in
New York from June 24 to 28, 2024. The idea is to bridge local entrepreneurial

ecosystem with global networks of researchers and entrepreneurs.

3.1.1. Transatlantic Collaboration: New York Summer School.
The Summer School ABridging t he At |l ant
Entrepreneurshipo, hel d i n New Yor k i n

represented the culmination of the training program. Its primary aim was to enhance

participants’ competencies inoth technological and social innovation while
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expanding collaborative networks between businesses and research institutions at

the local, national, and international levels.

In addition to young researchers, the Summer School brought together
entrepreneurs, industry experts, and managers, thereby creating a multidisciplinary
environment conducive to knowledge exchange and innovation. The curriculum

was organized into five motks that addressed:

i.  macroeconomic trends shaping global innovation;
ii.  entrepreneurship in deg¢pch ventures and social enterprises;
iii.  strategies for higiimpact investment;
iv. the evaluation and governance of sustainable transitions;
v. structured networking activities with companies and researchers in the New

York metropolitan area.

A distinctive component of the Summer School was the collaborative project
development exercise. Building on insights from the workshop conducted in
Altavilla Irpina with local wine and agifood enterprises, participants worked on a
project aimed at valaring DOCG villages in Irpinia. This project not only
showcased the potential of linking cultural heritage with entrepreneurial innovation
but also highlighted the broader relevance of plaased strategies for sustainable

development.

Upon successful completion of the program, participants were awarded a Certificate
of Learning Achievement jointly conferred by the University of Naples Federico Il
and Cornell Tech. This certification formalized the acquisition of new skills in
innovationmanagement, entrepreneurship, and sustainability, while also marking

the establishment of loAgrm transatlantic collaborations.
3.2.Innovation Challenges in the Campania Region

The Campania region, classified as a
Europe, faces several systemic challenges that constrain its innovation capacity and

the effective transfer of technology, including in fields such as drone surveillance
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systems. Understanding these challenges is critical when evaluating the
development and adoption of advanced technologies.

a. Increaseof Qualified Manpower and Limited Absorptive Capacity.
Italian SMESs,particularly those with fewer than ten employees, frequently
lack the qualified workforce necessary to navigate both digital and
ecological transitions. This limited absorptive capacity contributes to the
emigration of specialized workers, thereby exaatny regional
inequalities in less innovative areas like Campania. While universities play
a central role in shaping human capital, fostering entrepreneurship, and
generating both direct and indirect employment, the capacity of local firms
to integrate highly skilled labor remains a persistent challenge.

b. EnhanceéUniversityi Business Collaboration in Peripheral Regions
Despite the growing responsibilities and outreach of universities, research
indicates that universitpusiness collaboration in peripheral regions is
often less effective than in core innovation hubs. SMEs in such regions tend
to exhibit lower inclinationsand capabilities for partnering with
universities and other science and technology actors. Consequently, the
transfer of advanced resear@hcluding innovations relevant to drone
surveillancg from academic laboratories to industrial applications remains
limited. Moreover, while collaboration with technology suppliers,
competitors, and research institutions can enhance innovation activities, the
role of universities in reducing innovation costs and risks is not yet fully
realized in moderate innovatiorgiens.

c. Promote R&Doriented SMEs strategies
SMEs in Campania are predominantly maitkeven rather than research
driven. They tend to prioritize managerial or process innovations over
formal R&D activities, sourcing knowledge primarily from suppliers,
customers, and competitors. Data indicatesdlagnificant proportion of
companies invest in acquiring existing machinery, equipment, or software
rather than developing new technologies internally. This orientation that
implies technological and digital transitions, including those required for
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sophisticated drone surveillance systems, often occur gradually, requiring
sustained strategic commitment and investment.

d. Address scioeconomic Disparities androster Balanced Innovation
Environments.
Socioeconomic disparities within the region create heterogeneous
innovation environments. Local factors significantly influence how
knowledge is generated, diffused, and absorbed, affecting collective
learning and knowledge transfer. While Campania exhdiibveaverage
specialization in certain sectors, most companies do not produceriigh
R&D components and rely heavily on global production networks. This
dependence can limit the local development of advanced technological
components essential for sagticated drone surveillance systems.
Moreover, innovation tends to emerge more readily in densely populated
or economically agglomerated areas, indicating thatregions within
Campania may be unevenly positioned to foster technological
advancement.

e. Facilitate Technology Adoption and Diffusion.
Policy research emphasizes the importance of aligning regional capabilities
with a supportive culture of innovation. In less advanced areas, this
alignment is crucial for enhancing entrepreneurial activity and facilitating
the adoption of emerging techngles. The Pathways to Innovation and
Entrepreneurship project addresses these challenges by promoting an
Afentrepreneuri al mindset o and fostering
Such competencies are essential to overcome resistance to the adoption of
novel and potentially disruptive technologies, including drone surveillance

systems.

3.3.Case Study: Technological Innovation and Sustainability in

Irpinia DOCG Regions

In light of the innovation challenges faced by the Campania region, and considering
the key themes addressed during the first three sessions of the Pathways program

(including universityindustry collaboration, territorial systems and global markets,



entrepreneurial ecosystems and sustainability, ecoregions and risk management,
and investments for sustainable innovation) the young researchers collaboratively
developed an initial project. This project served as a practical demonstration of the
program'dransdisciplinary approach, integrating diverse perspectives and skills to

address complex soetechnical challenges.

More specifically, during the meetings, particular attention was drawn by local wine
merchants in Altavilla Irpina, who hostede involved researchemn April 30,
2024, to discuss the delicate challenges currently affecting their businesses and the

broader territorial ecosystem. These issues emerged along four main dimensions:

1 Social: cultural heritage preservation, area livability, and rural
depopulation.

1 Environmental: heterogeneous land morphology, summer aridity, and
scarce or absent rainfall.

1 Economic: persistently low grape prices and difficulties in attracting and
retaining skilled employees.

1 Governance: the need for a common vision and the establishment of

collaborative networks among viticultural industries.

Hence, the project evolved towards a transdisciplinary approach designed to
address these complex and interdependent challenges by integrating technological

innovation, cultural heritage, and sustainable business models.

TheFigurelillustrates the logical framework of the project. On the left, the current
challenges (depopulation, low grape prices, limited tourism) are presented. At the
center, technological solutions such as drbased monitoring, Adriven
predictive models, anchemical viticulture innovations are proposed. On the right,
the expected results highlight potential improvements in product quality, market
positioning, and brand recognition. At the bottom, the strategic question, which
defines territorial wine excellee, connects DOCG quality, cultural heritage, and

innovation technology into a unifying vision.
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Figurel also details the implementation strategy and technological integration. It

outlines a phased plan:

- Phase 1: Data collection through drone deployment and baseline
acquisition.

- Phase 2: Al model development and digital platform creation.

- Phase 3: Market integration with consumer engagement tools.

In parallel, the project envisions digital wine passport features leveraging

blockchain authentication and immersive AR/VR experiences.

Finally, the fiveyear socieeconomic impact projection (bottom of the figure)
quantifies the expected returns: +25% revenue growth, the creation of 150 new jobs
with a focus on retaining young professionals, and a 30% reduction in pesticides

through sustiaable, carbomeutral practices.

To conclude, the figure demonstrate how a terrignyen innovation model can
convert systemic regional difficulties into opportunities for semonomic

revitalization, technological advancement, and cultural valorization.



Current Challanges Technology Solutions Expected Results

Rural Depopulation Drone Monitoring Quality Enhancement
-15% population (2010-2020) Multispectral + thermal sensors +30% premium production
Low Grape Prices AI Analytics I

Market Positi
-25% below national average Predictive behavior models 2 S

+40% pricing power

Limited Tourism Chimical Viticulture Brand Recongnition
Underutilized cultural heritage Hydrogel + 50% market awareness

|

Stategic Question: What defines territorial wine excellence ?
DOCG Quality + Cultural Heritage + Innovation Technology

: Implementation Strategy & Technology Integration |
|
: Phase 1: Data Collection (6 months) Phase 2: Al Development (12 months) 1
| Drone deployment with multispectral sensors * Predicitive model training 1
| Baseline data acquisition » Digital platform cration |
I+ Investment: €50K * Investment: €100K :
I
= |
I Phase 3: Market Integration (18 months) Digital Wine Passaport Features |
: Full system deployment * Blockchain authentication |
| * Consumer engagement tools * AR/VR experiences |
1 Investment: €75K + Direct consumer connection :
1
I

Socio-Economic Impact (5 year projection)
+25% 150 -30%
Revenue Growth New Jobs Created Reduced Pesticides
€2M additional income Young professional attraction Carbon-neutral production
ROI: 300% Population retention Sustainable practices
Figureroject | ogical framewor k.

3.3.1. Integrated Technological Solution Framework

As mentioned earlier, the overarching goal of project born by the collaboration
between young researchers and the wine merchants is to valorize the DOCG wine
regions of Irpinia by integrating advanced technological solutions with social and
entrepreneuriainitiatives. Within this framework, drones play a central role in
agricultural innovation, as their use aligns with theoader objectives of

Agriculture 4.0. More specifically, they can streamline business processes, optimize
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relational activities supply chain actors, ensure product quality and traceability, and

ultimately improve the efficiency of agricultural systems.

The benefits of utilizing drones in this context are considerable, ranging from time

optimization and reduced environmental impact to enhanced sustainability and
operational safety. In addition, drones can be deployed for tasks such as planting
and seedingn difficult-to-reach areas, applying treatments with higher precision,

and providing security monitoring in remote agricultural contexts.

The surveillance and monitoring capabilities of drones are fundamentally

determined by the suite of sensors they are equipped with. These include:

A RGB and multispectral cameras, which facilitate the assessment of plant
health and the detection of anomalies;

A LiDAR sensors, employed for higlesolution topographic mapping, soil
management, and biomass quantification;

A Hyperspectral sensors, enabling forained analysis of plant and soil
chemical composition as well as the early identification of diseases and
stress factors;

A Thermal sensors, applied to the monitoring of plant water stress;

I>

Gas sensors, designed to detect and measure greenhouse gas emissions;
A Flow and rate sensors, which ensure the accurate application of pesticides

and fertilizers.

Taken together, these sensing technologies provide a multidimensional perspective
on vineyard health, generating r¢imhe data streams that can be processed within
hours and offering unattainable diagnostic precision through traditional inspection

methods

Moreover, they enable the generation of infrared imagery capable of distinguishing
between healthy and diseased plants, while simultaneously providistigmealata
streams that can be processed within hours. This integration of-seundor
capabilitiesthus transforms drones into powerful platforms for comprehensive

agricultural surveillance and decision support.



Nevertheless, relyingxclusivelyon a single platform for data collection may not

be sufficient. Hence, the project under discussion explores an integrated approach,
that combine drones with satellites. Instead of drones, also balloons represent a
valid alternative since they representcasteffective and flexible alternative,
especially suited to heterogenous or mountainous landscapes, and they enable
longer acquisition times than drones. The concebtii arrelation between
drone/balloon and satellite daia central in this regardVhile drone data typically
covers only a few years, satellite imagery spans decades; integrating the two makes
it possible 40kgedatadbefiodremel i er perio
interpretation of future satellite acquisitions. To achidhes, downscaling
techniques are necessary to harmonize proximity data with satellite resolution and

establish meaningful correlations.

The resulting integrated data streams can serve as inputs for predictive models.
Time-series forecasting techniques analyze sequentially collected data to identify
trends and extrapolate them into the future. For instance, soil moisture prediction
can optmize irrigation schedules, reducing water waste and improving yields,
while nutrient level predictions can guide fertilizer application, preventing over
fertilization and minimizing environmental impacts. Advanced machine learning
approaches, such as Reemt Neural Networks (RN& and Long ShoifTerm
Memory (LSTM) architectures, are particularly suited for such tasks, as they
capture temporal dependencies and enhance predictive accuracy. Importantly, these
capabilities extend beyond abiotic monitoring to encompass biotic interactions as

well.

Indeed, soil microbiota play a vital role in vineyard sustainability. They act as
nitrogen reservoirs, stimulate plant defenses, produce giqmethoting hormones,

and contribute to nutrient accumulation. Furthermore, bacteria reduce vine
mortality under dought conditions by enhancing root development, improving
water retention through sugar release, and supporting osmoregulation and nutrient
storage. Understanding these intricate plamt¢robe interactions is thus crucial for

sustainable vineyard managamand longterm productivity.
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Different shapes give
Hydrogels versatility of
application.
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Using a 3D printer, you can : T ! @

easily create a hydrogel and give ~=
it any shape you want.

Fi gaHedr ogel application methodol ogy.

In this regard, hydrogels have been proposed as innovative tools to enhance
resource efficiency (sdegure3). These threglimensional hydrophilic polymers,
which can be produced via 3D printing in customizable shapes, are capable of
retaining significant amounts of water and can encapsulate pesticides, fertilizers,
bacteria, or polysaccharides for gradual andntlled release. Their
biodegradability, ecdriendliness, and wateetention properties make them highly
suitable for sustainable viticulture. Drones, as showrrigure 3, can deploy
hydrogels either by spraying them directly onto leaves with insecticides or by
releasing them in dry form into the soil, where they absorb water during rainfall

events.

They can be used by applying
directly on the leaves with
insecticides

They can be dropped
dry into the soil and
allowed to absorb

water during rainfall.

FigBrexample of deployment of drones spraying



3.3.2. SocieEconomic Impact Assessment Framework

While these technological innovations are pivotal, they cannot be assessed in
isolation. Hence, the project also considers the secomomic and cultural
implications of innovation in the wine sector. Key questions arise: Do such
technologies contributeotthe broader development of the territory? Do they
enhance the region's attractiveness and-teng sustainability? Addressing these
iIssues requires the use of multidimensional indicators. From a social perspective,
one must examine workforce charactigess training programs, and access to
healthcare, education, and transportation. Economically, attention should be given
to production volumes, sales trends, and the evolution of investments in innovation.
From a tourist standpoint, the role of cultugdstronomic, and artistic events, as
well as the distribution and quality of accommodation facilities, becomes highly

relevant.

By correlating these dimensions, it becomes possible to evaluate how family
services, cultural activities, or corporate welfare initiatives may affect the
profitability and competitiveness of local wine farms. Furthermore, the introduction
of innovative tehnologies has the potential to increase employability, attract new

professional profiles, and counteract depopulation trends in rural areas.

In sum, the integration of drones, mtdgnsor platforms, predictive modeling, §oil
microbiota interactions, and hydrogel applications, together with a careful
evaluation of social, economic, and cultural impacts, constitutes a transdisciplinary
strategyto address the multifaceted challenges of Irpinia. Innovation in viticulture
thus emerges not only as a technological upgrade but also as a catalyst for territorial

regeneration, linking agricultural modernization with sustainable development.
3.4 case study outcomes

The presented use cadmas investigated how transdisciplinary innovation

frameworks can foster territorial development by combining advanced
technological solutions with soeeconomic and cultural dimensions. The research
was structured around two complementary levels: (i)R@gways to Innovation

and Entrepreneurship program, designed to strengthen innovation capacity through
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education and collaboration, and (ii) the applied project developed by participants,
focusing on the valorization of Irpinia's viticulture through Agriculture 4.0

technologies.

Taken together, the program and the applied project reveal the dual potential of
innovation frameworks: on the one hand, as a driver of human capital development
and network strengthening; on the other, as a catalyst for concrete territorial
transformatiorand economic revitalization. From a regional policy standpoint, the
research strongly suggests the need for strategic investment in digital infrastructure,
systematic curricular integration of innovation and entrepreneurship skills, and the
development ofincentive mechanisms that actively foster universitgustry

partnerships.

The research validates the hypothesis that transdisciplinary approaches, combining
technological innovation with socialtural dimensions, can generate more
resilient and sustainable development pathways than purely techitiogg or

purely economic iterventions. This integration creates multiplicative effects that
benefit multiple stakeholders while preserving and enhancing territorial identity and

cultural heritage.

Moreover, the program's success in creating lashteynationalcollaborations
demonstrates thahe global innovationrequires a worlevide multidisciplinary
approach toaddress universal challenges such as climate change, rural

depopulation, and sustainable development.



4. RadarCross Section Analysis: Theoretical Framework and

Simulation Studies

When investigating the radar cross section of emerging platforms such as unmanned
aerial vehicles, establishing confidence in the computational methodology is a
critical prerequisite. For this reason, validating the computational methodology by
first condwting simulations on a wettharacterized stealth platform, which
incorporates advanced technologies for RCS reductigported by available
documentation provides a robust foundation for establishing simulation accuracy
and parameter optimization. Thigstematic validation approach ensures that when
methodology is subsequently applied to unmanned aircraft platforms, the
computational framework has been thoroughly tested against KekbMaoehaviors,
thereby enhancing confidence in the analysis of UAV radar cross section, where

reference data may be limited or unavailable.

Hence, in the current section, a work about statistical analysis of the simulated RCS
data for an R35 aircraft model is presented. The core purpose of this research is to
understand the -B5 radar cross section statistical behavior under various
operatioml conditions and to identify the most suitable statistical models for
describing these fluctuations which are critical for designing effective radar
detection systems against stealth tar{#ts35] Moreover, these types of analysis

are crucial also for designing radar receivers sensitive enough to indicate the

presence of stealype targets.

The investigation encompasses three distinct operational scenarios defined by
elevation aspect angle regimes: strartge (SR mediumrange (MR, and long

range (LR, engagements. Each regime represents different tactical scenarios where
the aircraft may encounter radar systems, from beywhlrange interceptors to
closerange surfacéo-air missile systems. The analysis is conducted across three
strategically inportant radar frequency bands: VHF (0.3 GHzhdnd (1 GHz),

and Xband (10 GHz), which collectively represent the spectrum of modern radar

systems from early warning radars to fire control systems.
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This study employs the Mathworksattab™ simulation toolboxPhysical Optics
Facet Electromagnetic Scattering (POFACET®)eveloped at the Naval
Postgraduate School of the University of Southern California, forfidglity RCS
calculations. The software implements the physical optics approximation
methodology for predicting the RCS characteristics of geometrically complex
objects, where aircraft shapes are discretized using triangular facets, each
possessing individudEM reflecting properties. This ap@oh enables detailed
modeling of the intricate surface geometries that define modern stealth aircraft
while maintaining computational efficiency suitable for comprehensive parametric

studies.

The analytical framework presented herein performs a rigorousfast statistical
characterization of the-85 simulated RCS data across varying azimuth and
elevation angles. The investigation systematically fits the simulated data against
both monepaametric and bparametric probability distributions commonly
employed in radar target modeling and amplitude fluctuation analysis. The optimal
distribution selection is determined through minimization of the CrauoéiMises
(CVM) distance metric, which provides robust comparison between theoretical and
empirical cumulative distribution functions. Additionally, the spatial
autocorrelation properties of the RCS signatures versus viewing angles are analyzed
to characterize the angul decorrelation behavior, providing insights into the
spatial coherence of theM scattering patterns and their implications for tracking

and engagement scenarios.

4.1. Theoretical Framework

In military context, one of the topics more investigated is the stealth technology
(ST, al so known [86¢. Addiscusgedinkchamer 2; RAS ldepends
on several factors as we know passive ST essentially exploits geometry of the object
and the use of radar absorbing materials (RAdminimize the RCE7], since it

reduces the amount of the backscattered EM energy.

The goal of low observable technology is to reduce a variety of signature, including

radio frequency (R} infrared (IR, visible, laser, acoustic and magnetic aspects,



with RF signature reduction being of paramount importance in military

applications.

The four primary techniques for RCS reduction are shaping, the use of RAM,

passive cancellation and active cancellation.

- Shaping
Surfaces and edges of a stealth aircraft are designed to reflect radar energy
away from the emitting sensor, rather than back to it. More specifically,
bumps, curves, and external loads are avoided since they increase overall
RCS.

- RAM
RAM absorb part of the received radar energy and convert it into heat,
thereby reducing reflected energy. However, they are not effective across
all frequency bands and are considered a supplementary approach to
shaping.

- Passive Cancellation (Impedance Loading).
This technique currently is less considered, since it is difficult to implement
for complex objects like aircraft. It involves creating a passive echo source
that, with appropriate amplitude and phase, cancels another echo source.

- Active Cancellation (Active loading).
Similar to the passive cancellation, this involves the target emitting EM
energy synchronized with the received radar energy, with suitable and phase
to minimize the reflected signal.

As response to the stealth technologies;stetilth technologies are developed and

more and more investigated such as:

- Passive/Multistatic Radars.

- Very Low Frequency (VLF) Radars (VHF/UHRBand).
- OverTheHorizon Radars (OTHR

- Infrared Detection Systems.

- Electronic Support Measures Passive Sensors.
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It is commonly accepted that no single astgalth system is sufficient on its own.
Instead, an effective counter to stealth threats requires a combination of radars,

sensors, weapon systems, tactical data links, and appropriate tactics.

A comprehensive statistical analysis of their electromagnetic signature
characteristics enables the identification of key detection parameters and the
optimization of specialized algorithms for lesbservable objects. This approach is
also applicable to safl UAS. which, as previously noted, exhibit stedlitte
properties due to their minimal RCS, composite materials, and complex scattering
behaviors that defy conventional radar detection assumptions. By leveraging these
insights, it becomes possible tdhance surveillance systems for improved tracking

of both advanced stealth platforms and small drones, which remain largely

undetectable to traditional radar systems.

4.2.Methodologyand Simulation Setup

4.2.1. POFACETS

ThePOFACETSsoftware represents a comprehensive RCS prediction and analysis
application[38]. Initially implemented in Mtlab™, POFACETS has established
itself as a coseffective, useffriendly computational tool specifically designed for
electromagnetic scattering analysis of complex tdlieeensional objects with
minimal computational resource requirements and practical eaedunes. The
software's significance in contemporary electromagnetic warfare applications stems
from its capability to address the complex challenges of RCS prediction for military
platforms, which remains crucial fossessing target detectability and survivability

characteristics. IRiguredis reported an example of the main screen of the program.



4| RCS PREDICTION USING PHYSICAL OPTICS APPROXIMATION - X

POFACETS

Version 4.5

Design Model Manually Create.a new t?rget geometry or load
and edit a previously designed model.
Design Model Graphically Create a new target georr_le.try by loading
standard shapes or combining models
Calculate Monostatic RCS Com.pute the monostatic radar cross
section of the model.
Calculate Bistatic RCS Com_pute the bistatic radar cross
section of the model.

L =%

Utilities Version translation, CAD file import - export
Materials database management
About Close ‘ Help ‘

Fi gaar eOFACETS v4.5 main screen.

The fundamental computational approach employed by POFACETS is based on the
Physical Optics (PDmethod, a higtirequency approximation technique that yields
optimal performance for electrically large targets, particularly in specular reflection
scenarios. The PO methodology estimates surface currents induced on target
geometries by incident electnagnetic radiation through a simplified current
distribution model: on directly illuminated surface portions, the induced current is
assumed proportional to the incident magnetic field intensity, while shadowed
regions are assigned zero current densityes€hdetermined current distributions

are subsequently employed in-feeld radiation integrals to compute the scattered

electromagnetic field at distances significantly greater than the target dimensions.

The geometric representation of complex targets, such as -8t Wwithin
POFACETS utilizes a triangular facet discretization approach, where aircraft
surfaces are decomposed into numerous triangular elements, each characterized by
specific electromagnetigroperties including conductivity, permittivity, and
surface treatment parameters. The total scattered field from the target is obtained
through vector summation of electromagnetic contributions from all individual

facets, enabling detailed modeling ofogeetrically complex platforms while
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maintaining computational tractability for extensive parametric studies involving

multiple frequency bands and comprehensive aspect angle coverage. Moreover,

resistivity (whose value is normalized

associated vitlh each facet.

Despite its computational efficiency and widespread application, Rde
implementation in POFACETS incorporates several theoretical limitations that
must be acknowledged when interpreting simulation results. The method abrupt
transition to zero current density at shadow boundaries introduces computational
inaccuracies in sdatred field predictions at wide observation angles and within
shadowed regions. Furthermore, the core PO implementation does not account for
several complex electromagnetic scatteringchanisms including surface wave
propagation, multiple reflection interactions, and edge diffraction phenomena,
which can contribute significantly to total RCS under specific geometric and
frequency conditions.

The software implementation ind#lab™, while providing accessibility and ease

of modification, introduces computational constraints due to the interpreted
language's inherent memory overhead and absence of GPU acceleration
capabilities. Consequently, POFACETS is not classified as ap&gbrmance
electromagnetic simulator, limiting its application to scenarios where

computational speed is not the primary constraint.
4.2.2. F-35 Aircraft Model and Simulation Configuration

The F35, developed by Lockheed Mar{®], is one of the most popular example

of stealth aircraft. Several research and studies about it are in continuous
development, and there is a lot of documentation about different studies conducted
to study the RCS under different frequency/polarizatiorditmms [36,40' 42].In

[43] is reported an interesting analysis of the RCS for #22 Eomputer Aided
Design CAD) model, which is in size and shape very close to those of-8% F

showing pros and cons of using simulated models for RCS evaluation.

It is important to note that, unlikeaditionalstealth aircraft such asFH7A, B-2A,
and F22A,theF356s st ealth capability varies
operating frequendy0]. It is optimized for the Xand and the upperl&nd. More

to t
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specifically, it is described as 25% Very Low Observable (Yio@he nose section,
25% Low Observable (LO) in the tail secti

beam sections, with strong frequency and angular dependance.

The F35 Lightning 1l model employed in this analysis utilizes the predefined
geometry available within the POFACETS software library, and it is described as a
realistic model. This model captures the essential geometric features of the aircraft
including its diamondshaped wings, canted vertical stabilizers, integrated engine
inlets, and faceted fuselage surfaces that contribute to itsolbeervable
characteristics. The model represents the aircraft with overall dimensions of
approximately 15.7 m in leng{x-direction) and 10.7 m in wingspan-gjrection).

The POFACETS model for the-35 is illustrated inFigure5, where subplot (a)
shows the used reference system emphasi zi

and subplot (b) showstheyx vi ew pl ane (i .e., the plane
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FigbhreReference sysyemi éwubplBbl edv)eadthptplreed Rvi t h
pol ar plot of its RCS in dBsm. The RCS is evalua
degrees HbHaaodaobpemalti ng frequency of 1 GH
Hence, the RCS for the 35 is computed for a monostatic radar, with the scattered
field evaluated for each triangle alone, excluding all multiple reflection and
diffraction effects. For the current simulations, the RCSs are computed setting the

polarizaton of the incident wave to be a pure transverse mod¢. ([R&barding the
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considered aspect angle, the data are
the interval [0°, 180°] (only one half is accounted for due to symmetry), with a step
size of 0.1°. Then, the elevation andls set in order to comply with three different
range regimes referred to as SR, MR, and4®, for whichd~ [120, 122] degd

N [118,120] deg, and N [98,100], respectively. Finally, data are generated for a
transmitted wave at three different frequencies, viz., 0.3 GHz (\ddiRd), 1 GHz
(L-band), and 10 GHz (¥and). The resulting RCS for the LR regime with an
operating frequency of 1 GHz {hand) isalso shown overlapped to the target with

a polar plot inFigure5-(b).

To better understand the RCS behavior as a function of view &nglee6, Figure

7 andFigure8 show the RCS results calculated for th@5-aircraft with the three
different operating frequencies and under the considered range regimes. Beyond the
curves representing thee RCS data computed for each aspect angle (blue curves),

the mean value with respt to the elevation is also plotted (red curve).

It is important to note that the simulation does not incorporate the effects\dof R
coatings typically applied to operational35 aircraft. This limitation results in
simulated RCS values that are significantly elevated compared to the actual
platform's electromagnetic signature, with peak values reaching approximately 5
dBsm at specifi aspect angles, representing increases of 10 dB or more above
expected operational values.[#1] to overcome this drawback, the model for the
F-35 has been changed, removing the aircraft nose to simulate the transparency in
terms of RCS Despite this limitation, the geometric accuracy of the model ensures
that the angular dependencies and statistical characteristics of the RCS fluctuations

remain representative of stealth platform behavior.

Moreover, it is interesting to note that at lower frequencies (i.e., VHF), due to
Rayleigh scattering, the stealth capabilities of the target are significantly reduced,
allowing the radar to detect it more easily. Subplots (a) andf Bigure6,Figure

7, Figure8 show higher average RCS values compared to the others.

Figure 6, Figure 7, Figure 8 illustrate the RCS behavior of the35 in the three
operational regimes (SR, MR, LR) across VHF, and Xxbands. A clear trend

emerges.
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ShortRange Figure 6): higher and more fluctuating RCS values are observed,
particularly at VHF, where stealth effectiveness is strongly reduced. At higher
frequencies, sharper oscillations appear, indicating increased sensitivity to angular

variations.

Medium-Range Figure 7): the average RCS decreases compared to SR, with
smoother angular fluctuations, especially in the VHF adAdahds. However,
localized peaks remain at higher frequencies, highlighting potential detection

angles.

Long-Range Figure8): the mean RCS is further reduced, especially in timxd,
where even small angular changes produce noticeable variations in radar return.
This confirms that stealth performance improves with distance but becomes more

sensitive to fine angular resolutiabhigher frequencies.

Overall, these results show that frequency and operational regime act in a
complementary manner: lower frequencies tend to reduce the effectiveness of
stealth shaping, making the aircraft more visible, while higher frequencies enhance

stealth performanceubincrease the angular variability of the radar signature.
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4.2.3. Statistical analyses by moment matching

Typically, the method used to assess radar detection performance relies on the
premise that the RCS of the target follow one of the Swerling modél§id]
Nevertheless, some examples of practical application have shown that amplitude
fluctuations are not always consistent with the above models, which can lead to
discrepancies between the raaird radar performance and the theoretical one. In
literature, seeral alternative parametric fluctuation models have been proposed to
address this issue, including Weibull, Logrmal, K, and so of44,45] Radar
detection performance can be accurately predicted with high precision when the
statistical behavior of th&®CS is properly characterized and comprehensively
described. To achieve this objective, as mentioned before this section presents a
thorough statistical analysis of the simulated RCS signatures of3baifcraft, in

line with [45,46]

The adopted methodology involves fitting the simulated data usingestablished
statistical distributions from the scientific literature, including both mono
parametric and bgparametric models. These distributions are analyzed across a
comprehensive rgge of aspect angles and at frequencies of operational interest.
The focus is specifically on the firstder statistical analysis aimed at deriving the
optimal model representing the fluctuation characteristics @5 RCS data with

respect to viewing amg variations.

The analysis centers on the cumulative distribution function jGiDEhe square
root of RCS 4, ), with results consistently confirming significant deviations of the
experimental data from simple moeparametric distributions such as the classical
Rayleigh model, strongly favoring more sophisticategpdriametric distributions
that better capture tlemmplex scattering behavior of stealth aircratft.

The empirical cumulative distribution function (ECDderived from the simulated

data is systematically compared to five wasltablished theoretical models
commonly employed in the literature for describing amplitude statistics: Rayleigh,
K-distribution, Weibull, Gamma, and Lddormal distributions. The pameters

for each distribution are estimated from the data using robust moment matching

techniques, ensuring optimal fit quality across the parameter space.
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These distributions encompass a wide range of statistical behaviors, from the simple
exponential decay of Rayleigh statistics to the more complex Headey

characteristics of Klistribution and LogNormal modelg47].

Table 2 summarizes the analytic expression of the above described CDF also
indicating their related parameters. Note that, the funco®s J, and erfdin

the table denote the Gamma, the incomplete Gamma, and the error functions,

respectively.
Tab2l eTheoretical CDF and their parameters
Distribution CDF Parameters Support
. o @ -
Rayleigh Outo p Ag@bD 7 W T W T
o C_ o 11 (scale)
K oaf p — — 0 0 @ T
¢ 3 Mm@ Q
5 & Tt (scale)
Weibull o p AOD - W T
omi'@hnQ
G ‘0an R p - ﬁ(—o i (scale) )
amma — . W T
3 omi'@hnQ
o P Py GE® ot
Log-Normal omh - -AO0OA/— @ T
¢ Q cl i T

Finally, the theoretical model that provides the best fit respect to the data is selected
as the one minimizing an integral distributional distance between the designed CDF
and the ECDF, referred to as the CVM distajd&}. More preciselyN denote as

, h, B h the set of RCS values, the CVM distance between the design
distribution"OW1, ) and its empirical counterpart can be computed as

P — — GCQp .

_ o, L 3
PG ¢l ®)
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where, denotes théth ordered statistic from above set of RCSs.

4.3.Resultsand Statistical Analysis

In Figure9, Figure 10, andFigure 11 the theoretical CDF for the five considered
models whose parameters (SE&ble 2) are estimated form the available data,
together with their ECDF. Subplots (a), (b) and (c) are referred in sequence to the
above defined VHFE L-, and Xbands (observing he figures from top to bottom)
and under the SR, MR and LR regime respectively. #cadl analyzed scenarios,
visual inspection reveals that the3b RCS data strongly deviates from the
commonly assumed Rayleigh distribution. This consistent deviation indicates that
the traditional singlparameter exponential model is inadequate foracharizing

the complex scattering behavior of stealth aircraft. Insteaplataimetric models
demonstrate superior capability in describing the statistical behavior of the RCS

measurements.

Using the CVM distance criterion as the selection metric, the analysis identifies
optimal distribution models for each frequency band and radar regime combination.
In the LR regime, the Lo§dormal distribution is consistently selected as the best
fit acros all frequency bands, including VHFRHdand, and Xband scenarios. The

MR regime shows similar behavior, with Ld&gprmal distributions providing
optimal fits for VHF and kband cases, while the-Band represents a notable
exception where the Weibull digiution achieves the minimum distance. The SR
regime demonstrates a different pattern, where the-Nagnal distribution
remains optimal for VHfband, but Weibull distributions are selected as best fits

for both L-band and Xband frequencies. All the ressiare summarized ihable3.
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Tab3d eBest fit theoretical CDF and their par ame

Scenario Selected CDF Estimated parameters
VHF-SR Log-Normal ‘U@ u mgikup8it pmt
L-SR Weibull ‘HpXopPH ™ weT
X-SR Weibull ‘HpppxpH ™o
VHF-MR Log-Normal ‘HUT® mq i p8&twp o
L-MR Log-Normal ‘HUmg v WwTiHI P& TT @ Y
X-MR Weibull ‘HHmMowTt VHIT® pT ™
VHF-LR Log-Normal ‘HUT® v o ciHUp8tT p Tt
L-LR Log-Normal ‘HUm8to x TiHup8ttT p Tt
X-LR Log-Normal ‘U p8tpcidupdp oy
The LogNor mal di stribution, characterized by

| ogarithm) and G4 (standard deviation of the

across different regi mes. I n both LR and M
exceed 0.5025, whil& osci |l |l ates around unity. The SF
variation with €& approximately equal to O.
parameter € shows a slight increase in the

suggesting that higher resolution measoents may capture additional scattering

mechanisms that shift the distribution characteristics.

The Weibull distribution, defined by scale and shape parameters, shows frequency
dependent behavior. In the MR regime, specifically for tHeakd case, the scale
parameter is approximately 1.0 while the shape parameter is close to 0.5. The SR
regime exhiis more complex behavior with theldand scenario showing a scale
parameter of about 1.9 and shape parameter of approximately 0.60, while the X
band case presents a scale parameter of about 1.12 and shape parameter of around

0.56. The scale parameter ebils significant variation betweenland and Xband



in the SR regime, indicating frequendgpendent scattering characteristics that

become more pronounced at higher resolutions.

Summarizing, the analysis reveals distinct patterns in model selection based on
radar resolutionMore specifically Figure9, Figure10, andFigurellillustrate the
comparison between the CDFs and the ECDFs of the square root of th¢1RCS (

for the F35 aircraft under the SR, MR and LR, respectively. The data are presented
for three radar frequency bands: BHFpand, and Xband, from top to botton.R

and MR regimes predominantly favor L-dgprmal distributions, with only one
exception in MR Xband where SR regime shows increased preference for Weibull
distributions in higher frequency bands, specifically dnd Xbands, while

maintaining LogNormal for VHF.
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Before concluding this study about th&¥ aircraft RCS, the spatial decorrelation
behavior is also analyzed as the operating frequency varying as well as for the two
considered elevation aspect regimes. Precisely, indicating (withthe length
expressed in meters, the spatial (angular) decorrelation can be evalyd®@d as

qy) "Qh “)

Wherew o p mtm/s is the speed of light ari@ is the carrier operative
frequency. For the-B5 aircraft herein considered, its size id 15.7m-gfirection

and 10.7 m in the-girection as mentioned befoj&9], therefore a minimum and
maximum spatial autocorrelation can be derived, respectively. The resulting values
for the spatial autocorrelation (averaged over elevation) are plotted in where the
angle at which the spatial decorrelation occurs according) is also plotted as a
vertical bar. FronFigure 12, Figure 13, andFigure 14 inspection is possible to
appreciate that as the frequency increases, there is a narrowing of the
autocorrelation mainlobe. This effect is even more evident in the SR regime.

Certainly, the RCS of the-B5 has the tendency to decorrelate the faster the higher
the observation frequency is. Therefore, in the X band even very small changes in
the angle of view lead to significant changes in the RCS, such that they could lead

to ddection losses by the radar.
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5. Multi-Platform Detection Systems Simulation:

The growing proliferation of unauthorized drones in protected airspace represents
a significant threat to security and privacy, particularly in urban environments. This
issue creates an urgent need for developing more reliable and comprehensive
surveillane networks. Moreover, traditional surveillance systems based on single
sensors have inherent limitations that compromise their effectiveness in complex
scenarios. Therefore, the fusion of data from heterogeneous sensors proves to be
the key to achieving ecoprehensive situational awareness and improving tracking

accuracy.

Building on the considerations outlined in the previous chapter, the integration of
UAVs into controlled airspace presents additional challenges that extend beyond
the issue of their reduced radar cresstion. These challenges have prompted a
comprehense investigation into suitable simulators for analyziRCS
characteristics, as well as identifying statistical algorithms that best capture drone

signatures.

Regarding drone surveillance specifically, traditional air traffic surveillance
systems demonstrate significant inadequacies when applied to drone detection and
tracking scenarios, as they were originally designed for conventional manned
aircraft. While coducting accurate RCS analysis is certainly valuable for designing
radars better suited to drone surveillance, this approach alone is insufficient. An
equally critical aspect to investigate is the fusion of multiple surveillance systems,
aimed at enhancinipe detection, identification, and tracking capabilities for small

unmanned aerial vehicles.

For this reason, the current research focuses on employing the BlieSksffic
Control ATC) Simulator to investigate musensor fusion approaches that
combine radar and acoustic surveillance technologies. The primary objective is to
minimize prediction errors in trajectory estimation while enhancing detection
accuracy and tracking reliabilipr small unmanned systems. More specifically,

this research evaluates surveillance performance for twecomperative drones
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executing distinct flight trajectories within a shared operational airspace, providing
a foundational framework for more complex muiittrget scenarios.

5.1.System Architecture and Design Framework

5.1.1. Architecture Selection: Centralized vs Decentralized

Before defining the projectds i mplementatio
regarding the architectural paradigm: centralized or decentralized. This choice

significantly impacts system performance, robustness, scalability, and, critically,

the efiectiveness of state estimation algorithms like the Kalman filter.

In centralized architecture, showrRigurel5, an autonomous central management
unit processes all data and makes decisions accordingly. All information about
aircraft state (position, velocity, intent, etc.) is fed into this central service, typically
from surveillance systems or operators viataiground or groundo-ground
communicationg50]. Flight authorizations, conflict resolution procedures, risk
assessments, and operator notifications are all processed and disseminated by the
central authority. This creates a unified decisiaking framework where all
unmanned aircraft operations withithhe designated airspace are subject to
centralized oversight and control. Centralized architecture inherently limits system
scalability, as the overall capacity is constrained by the computational power and
infrastructure resilience of the central systémarthermore, this model introduces
potential vulnerabilities, as the entire network's functionality depends on the
continuous operation of the central infrastructure. Any disruption to the central
system, whether through technical malfunction or cyberg#gcincidents, can

compromise the operational integrity of the entirSphce network.
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The main advantages and disadvantages of centralized architecture are summarized

as inTable4, following several literature documents such&s51].
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Tabd eAdvant ages and

di sadvantages

of Central

Advantages

Disadvantages

Ensures global situational awareness

Higher latency due to data transmission to a cent
point

Easier to cybersecurity and authentication measu

Risk of a single point of failure

More effective fusion of multisensory data for hig
accuracy

Limited scalability

High accuracy in data fusion

Performance can be adversely affected by mode
input errors

Easier Synchronization of data across the systen

Performance is significantly degraded by modele
transmission errors of resolution maneuvers

More effective filtering algorithms

May not be suitable for high volume traffic
operation

Facilitates prioritization and sequential resolution
conflicts based on estimated time until conflict

The system relies on a central server, which acts
bottleneck requiring continuous communication
with other actors

In a decentralized architecture, showrFigure 16, conflict resolution functions

might reside onboard individual aircraft.

This approach typically relies on

predefined rules or protocols to compute and execute their own maneuvers without

necessarily knowing others' actions in reade. Different modelxist, including

uniform rulebased, coordinatiehased, and mixed ruleased approach¢s0].

FiguBeExample o

O gt
Tvg

A
-
)

1
(]
H
(|

4

f Decentralized Archi

tect

i ze

ur e



Also for the decentralized architecture, advantages and operational limitations are
summarized imMable5.

Tabsl eAdvantages and di sadvantages of Decentr

Advantages Disadvantages

Lower latency More complex fusion algorithms

Potential synchronization issues among differer
Greater robustness and redundancy nodes and higher computational load on individy
nodes

Requires a fully connected network graph for

Easier scalability consensudased tracking

Less vulnerable to output reception errors, as
resolution maneuvers are computed and execu
onboard, eliminating the need to communicate th

Communication delays could lead to conflicting
state estimates

The selection between these two architectures depends on several critical factors
that must be evaluated within the context of specific operational requirements and

constraints, including:
1 Traffic density and operational complexity
T Infrastructure requirements
1 Regulatory environment

1 Risk tolerance

Beyond these general considerations, the architectural choice is critically linked to
state estimation requirements, particularly those associated with the Kalman Filter
(KF) and its extensions such as the Extended Kalman Filter)(EKfe KF is a

recursive stochastic filter that corrects predicted states using the weighted error
between actual and predicted measurements. Specifically, it operates by

propagating the mean and covariance of the state througfb@pne
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A fundamental requirement for achieving optimal state estimation with a Kalman
filter is system observability. Without full observability, the filter cannot guarantee
convergence to the true state. This condition is frequently compromised in
decentralizednetworks, where individual nodes typically access only partial
measurements and must exchange information with neighboring nodes to enhance

overall system observability.

Given these technical constraints, while decentralized systems offer inherent
advantages in terms of robustness and scalability for gduaidl scenarios, this
project's emphasis on comprehensive, fagburacy multsensor fusion
necessitates careful consideration of observability requirements. The specific
demands of th&F as a core component for error prediction and state estimation
lead to the selection of a centralized architecture to ensure optimal surveillance

performance and state estimation accyra

5.1.2. System Design Overview

Once theJTM architecture type has been selected for the simulation, considering
all the different requirements for sensor fusion, the system design is established.
The objective is to recreate a comprehensive surveillance scenario incorporating

two primary sensor tygs for drone monitoring: radar systems and acoustic sensors.

This phase involves creating the operational scenario within the BlueSky
ATC Simulator environment. The development process includes:

a) Defining the operational area where drones will be deployed.

b) Developing specialized plugins for various surveillance sensors.

c) Establishing the foundational simulation framework.

This research specifically is centered tbe scenario creation and development
phaseof the project, focusing on reconstructing a realistic operational scenario
involving two small dronesMore in particular, This phase involves creating the
operational scenario within the BlueSky ATC Simulator environm@st. it

possible to notérom Figure 17, the development process includes:

1 Defining the operational area where drones will be deployed.



1 Developing specialized plugins for various surveillance sensors.

1 Establishing the foundational simulation framework.

The simulation environment provides a controlled testbed for evaluating sensor

performance and fusion algorithms.

A critical aspect of this research addressescumperative drone operations, which
presents significant challenges for airspace management. In these scenarios, drones
or other airspace users may not provide active signals or identification, creating
potential security risks. The difficulty of managing such traffic requires external
surveillance technologies, such as radar systems and acoustic sensors chosen for
the project. Norcooperative systems are especially critical for protecting sensitive
airspacdike airports or urban areas. They enable authorities to identify and address

potential risks posed by unidentified or unauthorized airspace users.

Project System
Design

[
[ I ]

Definiti £ Development of
Definition of Simi;:tliéinA(;ea plugins for
[UTM Architecture, : ; BlueSky ATC
and Equipment : )
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- [ ‘ Data Collection
on- . atin - i
Cooperative | | Surveillance Operative H Radf,l; S ystn and
systems Drones ugin Synchronization
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C-eut;'alize-d (x2) (x1) Eatorprise/al) EKF Algorithm
Architecture .
Implementation
and Error
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FigureProject System Design

5.1.3. BlueSky ATC Simulator Platform

As simulation environment, BlueSky ATC Simulaf68] is usedThe latter is born
by aninitiative by Delft University of Technology (TU Delft), which operates as a

fully opensource and open data air traffic simulation tool with the aim to enhance
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the comparability of Air Traffic Management (AT)VMesearch. Its design prioritizes
userfriendliness and high fidelity while avoiding proprietary data.

BlueSky is built with a modular setup to allow an easy extension of its functionality
without requiring users to understand the entire source code. The main modules

include:

T Simulation control gim), a module that manages the main simulation loop
and mode, initializing other modules, potentially in multiple threads.

1 Command Stacksfack, which is basically the central processing unit of
BlueSky. It receives commands from the user via the graphical user
interface (GU) console, mouse clicks, or even external programs through
network connections.

1 Traffic Module ¢raf), that holds all data related to simulated traffic,
including the state of aircraft, its performance databases, and navigation
data.

1 User Interface (Ul

1 Classic GUI, based on Pygame.

1 Advanced GUI, a version that uses OpenGL in a Qt windows environment.
b

1 Tools Module, that contains functions for aerodynamics and navigation

calculation, and data logging.

5.2.Experimental Setup and Implementation Framework

To proceed with Phase 1 implementation and to establish the foundation for
subsequent project phase, a comprehensive experimental setup is designed. This
experimental configuration satisfies the technical requirements for realisic non
cooperative drone soario reconstruction while ensuring the controlled conditions

necessary for rigorous sensor performance evaluation.

As surveillance systems selected for the current simulation are one radar system
and two acoustic sensor. Their selection is driven by the following criteria necessary

for the definition of the plugins for the simulation:



1 Independent Developmenthe choice of different sensor technologies
naturally supports the formation of independent development teams. Each
technology demands distinct expertise domains (e.g., RF engineering for
radar, signal processing for acoustics, minimizing technical aywyeahd
resource conflicts while fostering focused, specialized development efforts.

1 Isolated Testingselected sensors can be tested and validated independently
before system integration. Moreover, their accuracy, range limitations, and
false alarm rates can be established through isolated protocols.

1 Scalability the e modular design should accommodate potential integration
of additional sensor types (optical cameras, LIDAR, RF spectrum analyzers)
without requiring fundamental architecture modifications.

1 Maintenance and Reliabilitythe use of multiple sensor enhances system
resilience by isolating faults to individual technologies, allowing
independent updates and maintenance without sysidendowntime. At
the same time, it is important to pay attention to not add more senanrs th

necessary to avoid redundancy.
In particular, the selected surveillance systems:

1 SGR_RDR216SR1S10K-3D [54], that is an SBand security radar
equipped with a phased array system that combines mechanical azimuth
scanning with electronic elevation scanning. Using pulse Doppler
technology, it can detect and tracking intrusion targets in-ireensional
space. Dstance, altitude, azimuth, and velocity are given as output
parameter providing also a reliable situational awarenes$alle6 with

al | t he systembs parameters of

1 ReSpeaker Mic Array v2.[b5], as acoustic sensors. The sensor, shown in
Figure 18 is equipped with four digital MEMS microphones
(MP34DTO1TRM), labeled (2), each spaced 45.7 mm apart. These
microphones transmit their signals to the central integrated circQjtgiC
XMOS XVF-3000. This IC outputs audio through the 3.5 mm jack (5) and
the USBB port (4) located at the bottom of the board. It also includes an

internal beamformer that estimates the direction of arrival (POA
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incoming sound. The DOA values are sent both to the USB port and to the
LED ring (3), which provides a visual indication of the sound source
direction. On a connected device such as a laptop, theseraiSBnitted
values can be accessed via a Python sdrip array operates at a sampling
frequency of 16 kHz, allowing analysis of audio signals up to 8 kHz, as
dictated by the Nyquist criterion. Additionally, the board integrates a stereo
codec with speaker drivers (6), through which the signal from (1epass
before reaching output (5). However, this feature was not employed in the

present project.

It is important to note that the use of acoustic sensors is primarily intended to
compensate for the high costs of more reliable and widely adopted solutions such
as radar. In this case, however, the goal is to integrate them with radar systems to
reduce @tection errors and to investigate the feasibility of employing aclost
solution for tracking the flight paths of n@mooperative unmanned aerial vehicles
operating within sensitive areas. Moreover, the choice to implement two acoustic

sensors is motitad by the fact that the ReSpeaker Mic Array v2.0

Eventually, as operative drones, two DJI Mavic Dual Enterj&6¢ have been

chosen. IrTable7 its main specifications are reported.



FiguB8eReSpeaker Mic

Array

Tabtl e SGR2RBRBRR1ABK dat asheet

Parameter

Value

Working System

Azimuth scanning + Elevation phase scannin

Working Mode

Pulse Doppler

Working Frequency S-Band
o]
Azimuth Coverage 360
O 40 U

Elevation Coverage

Detection Speed

0.5 m/si 30 m/s

Detection range

Up to 5 km for micro drones, but in general up

8-10 km for civil drone

Rated power consumption

O 250 W

Installation

On a tower/pole of 6+ m of height

Dimension

782x882x434mm

v 2.
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Tab7Dedl MAVI C DUAL ENTERPRI SE Specifications

Specifications Value

Takeoff Weight 899 ¢g

Max Speed 72 kph

Max Service Ceiling 6000 m above sea level

Max Flight Time 31 minutes (no wind, at 25 kph)
Max Hovering Time 29 minutes (no wind)

Max Wind Speed Resistance 29-39 kph

Operating Temperature -10°C to 40°C

GNSS GPS+GLONASS

5.2.1.Phase 1 Implementation: Plugin Development and Scenario

Configuration

Phase 1 focuses on the development and integration of surveillance sensor plugins
within the BlueSky ATC Simulator environment. This phase encompasses the
creation of specialized detection algorithms, the establishment of realistic
operational scenariosnd the validation of individual sensor capabilities prior to

fusion implementation.

All testing scenarios are simulated within theuralarea in the province of Caserta,

Italy..

The experimental validation is structured around three primary test scenarios
designed to systematically evaluate sensor performance across different operational

conditions:

1 Drones in radar coverage only: evaluate standalone radar performance and
establish baseline detection metrics.

1 Drones in acoustic sensor coverage only: assess acoustic sensor standalone
performance and directional accuracy capabilities.

1 Drones in overlapping coverage: evaluate meétsor detection

capabilities and prepare foundation for sensor fusion implementation.



5.2.2. Trajectory Implementation

The development of the surveillance system simulation is grounded in the rigorous
modeling of drone trajectories within the BlueSky ATC Simulator environment.
The implementation of these trajectories constitutes the foundational framework for
all subsequérsensor testing and validation, necessitating highly precise positional
data and the faithful replication of realistic flight dynamics. For the sake of clarity,
the two drones employed in the simulation will hereafter be referred to as Drone 1

and Drone 2each of which is assigned a distinct trajectory path.

The initial trajectory implemented for Drone 1 within the simulation is derived from
empirical flight data obtained during a prior experimental campaign conducted in
the Castel Volturno area. This dataset provieges datathereby ensuring that the
simulation faithfully represents the actual behavioral patterns of drones within the

targeted geographical context.

The imported trajectory comprises multiple geometric flight patterns specifically

designed to evaluate various aspects of sensor detection and tracking capabilities:

1 Linear Path Segments: straigime flight patterns employed to assess
continuous tracking accuracy and velocity estimation.

1 Triangular Maneuvers: threeded geometric patterns implemented to
evaluate angular tracking performance and directional change
responsiveness.

1 Quadrilateral Patterns: foided flight paths facilitating comprehensive

coverage assessment and the evaluation of complex maneuvering behavior.

Indeed, the original flight dataset was characterized by arkfggiution sampling

rate with numerous trajectory points, resulting in substantial computational
overhead during simulation processing. To address this challenge, a systematic
point reductionprocedure was applied, optimizing system performance while

preserving trajectory fidelity.

The point reduction was accomplished through a systematic averaging and temporal

downsampling approach implemented iathdb™:
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- Data Import and Preprocessing:

o Telemetry data were imported from tI@&SV file;

o Time values were converted from datetime format to milliseconds,
including appropriate time zone adjustments.

o Altitude measurements were transformed from raw sensor readings
into meters.

o Coordinates were converted from geodetic format (latitude,
longitude, altitude) to the local NE(lorth-EastDown) coordinate
system, based on the WGS84 ellipsoid model.

- Windowed Averaging Algorithm:

o Window Size: each averaging window consisted of 50 consecutive
data points.

o Averaging Process: Within each window, spatial coordinates (X, v,
z) were averaged to produce a single representative point.

o Temporal Downsampling: Corresponding time values were
averaged within each window, thereby reducing the temporal

resolution by a factor of 50.

As concerns mathematical implementation, indeed, the averaging and
downsampling procedure can be formalized mathematically) Let cohwhi ho

denote the-th trajectory point in a window of size N = 50. The representative point
 is computed as:

L L
0 0

e
cTo
.
cTo

f afe o ©)

0
This approach ensures that the reduced dataset preserves the essential geometric
and temporal characteristics of the original trajectory while significantly decreasing

computational load during simulation.
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Figu9eOriginal and Reduced Trajectory imported

A challenge emerged related to the visualization of the flight path within the
BlueSky Air Traffic Control simulator. More specifically, due to the intrinsic
resolution constraints of the simulation environment, the imported trajectory could
not be adequety discerned in its reduced form. This limitation hindered the correct
evaluation of the drone operational patterns and necessitated the introduction of an

additional scaling step.

Hence, the algorithm performs a selective transformation exclusively on the
horizontal plane (Nortitast coordinates) within the NED reference frame, while
deliberately preserving the altitude profile. This choice ensures that the geometric
amplification mproves visual clarity without introducing distortions in the vertical

dynamics of the droneds flight

The scaling transformation is mathematically defined as:

- Centroid Calculation: the geometric center of the trajectory in NED
coordinates is computed.
- Horizontal Scaling: North (X) and East (Y) coordinates are scaled by-a user

defined factor relative to the trajectory centroid.
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- Altitude Preservation: The Down (Z) coordinate remains unchanged to
retain realistic flight altitude characteristics.

The scaling factor is configurable through tbeale factorparameter, which
enables systematic exploration of different levels of magnification. More

specifically, the transformation is applied according to the following formulation:
W W W W scale_ _fac
(&) (&) W W scal e_f ac (6)
In Figure20 is reported a comparison of the original trajectory and scaled one in
2D configuration, while figure depicts the scaled trajectory imported into Google

Earth, thereby offering a realistic visualization of how the drone would operate

within therealenvironment.

65 Comparison: Original vs Scaled - Drone 1
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FigRhOeComparison of the original dandnesncsalomaltraject

(2D) configuration.

Once obtained the trajectory, it must be imported in BlueSky. To do that, as first

step the drone must be created in the scenario environment in the following way:



CRE Drone_1 Mavic2 41.06494768956686 9923597819262 094 14  (7)

The CRE command creates an aircraft and its configuration. Its input arguments
are:acid (the assigned nameype(the aircraft model)atitude, longitude heading
altitude, and speed Note that altitude is expressed in feet (ft), while speed is
expressed in knots (kts). Regarding the aircraft model, BlueSky provides a library
containing all existing aircraft types, but new types can be added if necessary. To
create an aircraft that ot already included in the library, a structure like the one
shown n Figure21 must be added to thhesourcerdolder.

"Mavic Dual Enterprise”: {

"name™: "DII c 2 Enterprise Dual”,

"n_engines™:

"engine type": "TS"

“"mtow™: ©.899,

"oew": 0.899,

"mfc”: @,

"engines”: 0oc-1", ©.22475],["Motor-Foc-2", @.22475],["Mot c-3", @.22475],["Motor-Foc-4", @.22475]],
"envelop™: ||

"v_min": -18,
"v_max"

"vs_min": -3,

"vs max": 5,
"h_max": 60ea,

"d range max": 24

FigateExample of aircraft creation in Blue

At this point, the commandDDWPTis applied to create the trajectory point by

point.

Regarding the trajectory of Drone 2, a simple linear path has been assigned. This
trajectory was generated manually in Python by defining waypoints directly with
the ADDWPTcommand.

5.2.3. Radar Plugin Development

The integration of radar simulation capabilities within the BlueSky ATC Simulator
requires precise coordination between detection algorithms and the underlying
simulation framework. The plugin is designed to reflect realistic radar behavior,
with particula attention to implementation strategy, mathematical modeling, and

architectural coherence.
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Radar operations are triggered by periodic simulation updates. During each cycle,
the radar queries the traffic management subsystem to retrieve aircraft states,
applies geometric and spatial filtering based on detection constraints, and
communicates redisl to the display interface. This workflow ensures a consistent

and responsive simulation of radar activity.

Temporal management is central to maintaining a balance between simulation
fidelity and computational performance. The radar operates on configurable update
intervals, allowing for a tradeff between detection resolution and system

efficiencymirroring theoperational constraints of reaibrld radar systems.

Initialization is handled by thmit_plugin)f unct i on, whi ch serves as
entry point. It instantiates the radar system and registers relevant commands within

Bl ueSkyds stack command system. Speci fical
defined:

-  RADAR STATUS: shows radar status and detected targets.

- RADAR TOGGLE: toggle radar active state.

- DETECT: Verifies if a specific drone is detected by the radar and shows its
information. As input, it requires the Aircraft ID.

The configuration dictionary returned by the initialization function defines the
plugin integration parameters, while the registration of the update function
establishes a callback mechanism that synchronizes radar processing with the

simulation time proggssion.

The core |l ogic resides within the Radar <cl a
to fully |l everage the simulatorés- i nfrastr.
oriented design principles, promoting modularity and maintainability while

ensuring comptational efficiency.

The radar simulation includes technical parameters that mirror operational radar
systems. The positioning mechanism utilizes geographic coordinates with altitude
data, enabling thredimensional detection. Key parameters include maximum

detection range angeamwidth, which define the spatial and angular coverage of



the radar. The system also incorporates rate limiting through-adn@nd update
interval, striking a practical balance between responsiveness and processing load.

The airspace scanning algorithm constitutes the core computational component of
the radar system, implementing a systematic methodology for target detection based
on geometric and spatial analysis. At each simulation update, the algorithm iterates
over allactive traffic entities, computing their positions relative to the radar site and

evaluating whether they fall within the predefined detection envelope.

To ensure both accuracy and computational efficiency, the algorithm utilizes

Bl ueSkyoaos optimized g e 0 geo.mwpkdistcand ut i | i ty
geo.kwikqdrdist() which are based on spherical trigonometry and specifically

tailored for aviation applications. These functions enable -pegformance

calculation of distances and bearings, which are essential fetimeasimulation

fidelity. In parallel, the verticahngle (elevation) between the radar and each target

is computed through trigonometric metlspdaccounting for both horizontal
displacement and altitude difference. This calculation is crucial to assess whether a

target lies within the radar vertical coverage domain.

Detection feasibility is established through a thid@mensional validation process,

which simultaneously considers range, azimuth, and elevation constraints. The
range constraint ensures that only targe
radius are caasidered. The azimuth constraint is trivially satisfied in this
implementation due to the assumption of omnidirectional horizontal coverage

which is an architectural choice that reflects common surveillance radar
configurations. The elevation constraistmodeled as a symmetric angular bound
around t he radar 0s horizont al axi s, en

beamwidth.

These constraints are combined using boolean logic consistent with physical radar
detection principles: a target is deemed detectable only if all geometric conditions
are simultaneously satisfied. This approach provides a realistic abstraction of radar

line-of-sight mechanics, wherein spatial visibility governs the detection outcome.
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Finally, all geometric calculations account for Earth curvature effects by relying on
spherical geometry, ensuring consistency with established aeronautical
computation standards while maintaining computational tractability within the

simulation environmen

The distance calculation methodology employs great circle distance formulas,
providing accurate range measurements regardless of geographic location. This
approach ensures consistent detection performance across different simulation
scenarios and geographiegions. The mathematical formulation for great circle

distance is expressed as:
Q Y AOAATO® i Qe WE b wE b WE W (8)

where d represents the distance, R is the Earth'sradius,andar e t he | atit uc

of the radar and target respectively, ands the longitude difference.

The bearing calculation process determines the azimuth angle from radar to target
using spherical trigonometry. The resulting bearing values provide directional
information essential for target tracking and display purposes. The mathematical
expression fobearing calculation follows:

— 0 0a®Es_ ATO IO O] 9

OEd Ai O Ai®

The elevation angle calculation represents a critical component of the three
dimensional detection capability. The implementation utilizes the arctangent
function of the ratio between altitude difference and horizontal distance, providing
accurate verticangle measurements:

o Q) Q
— AOA GA

(10

@5 =

The mathematical formulation accounts for both positive and negative elevation
angles, enabling detection of targets both above and below the radar altitude. This
capability proves essential for comprehensive airspace surveillance in complex

vertical traffic scenarios. In this work— denotes the elevation angle



(vertical), ande denotes the zenith angle used in the coverage volume integral.
Although is often used for latitude or elevation in some conventions, we adopt

standard spherical coordinate notation for integration purposes.

Finally, the radar coverage volume represents a-tiraensional space defined by

the intersection of range and angular constraints. The mathematical model creates
a truncated cone extending from the radar position, with angular limits defining the
detecton envelope boundarie$he volume calculation can be expressed through

the integral:

A~

&) Qihk | OEd QiQ-Q % (11
With integration limits:

mi Y ,n1 — ¢, - — - — (12)

wherei denotes the slant rangethe azimuthal angle, andthe elevation angle.

The detection conditions can be expressed as Boolean functions:

Yo ,F-)[E: ¥ E (13
o . - E _Tﬁ, (14)
ot hehwi se
o p form — ¢'h (15)
So that the overall detection condition is given by the logical product:
Oihkr Y 1 00 « B — (16)

Outside th&Radarclass, another stack command named DETECTED is defined for

debugging, so it manually triggers a radar scan and display results.

Finally, all the stack commands are summarizetaible8.
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Tab8 e CommandSulmmtae ryf ace

Command Parameters Function

Display current

RADAR_STATUS None -
— detection status

Toggle radar

RADAR_TOGGLE None .
- operational state
DETECT Aircraft ID Query specific target
detection
DETECTED None Manual airspace sca

esecution

As conclusion, the radar plugin demonstrates an effective integration of complex
detection algorithms within the BlueSky simulation environment. The design
combines realistic radar modeling with computational efficiency, making it suitable
for both reseatt and educational use. Its modular and extensible architecture
allows for future enhancements without disrupting existing components, supporting
iterative development. Geometric calculations rely on established aeronautical
standards and optimized methodasuring accuracy and simulation consistency.
Overall, the implementation provides a robust and flexible framework for

simulating radar operations in air traffic scenarios.

5.2.4. Acoustic Sensor Plugin Implementation

The implementation of the acoustic sensor is grounded in the utilization of the
ReSpeaker Mic Array v2.0, selected for its optimal balance between detection
capability and urban deployment feasibility. The hardware characteristics of this
platform, summaged in Table 9, directly influence both the plugin's detection
algorithms and its operational parameters. The main aim of this plugin is to
calculate thédOA.

Since two arrays are implemented in the current simulation, they will hereafter be
referred to as Array 1 and Array 2 for the sake of simplicity. As for the radar plugin,
the initialization is handled by theit_plugin() function in which the two arrays are
created independently. Array 1 is positioned at coordinates 41.0645°N, 13.9940°E,
in order to survey Drone 1, whereas Array 2 is strategically placed at 41,0632°N,

13.9925°E in order to cover the linear flight of Dr@an&his dual positioning



strategy do not creates an overlap zone where both arrays can simultaneously detect

the same target.

Tabhil eReSpeaker Mic Array v2.0 techincal
Parameter Value Operational Impact Urban E.”"'ror?me”t
Consideration
(o]
Digital Microphones 4 Circular array configuratior| 360 coverage
capability
Inter—mlcr_ophone 45.7 mm Spatial resolution for DOA Optimal for _drone
spacing frequencies
Sampling Frequency 16 kHz Nyquist limit at 8kHz Capturgs drone
harmonic content
Array Tilt Angle 450 Improved elevation Opt|_m|zed _for urban
accuracy flight altitudes
Realistic Detection 80 m Drones as DJI Mavic 2 at| Complementary to rada
Range optimal conditions coverage
Frequency Response| 100 Hzi 8 kHz Drone acoustic signature| Urban n0|sc.a.f|lter|ng
range capability
Environmental Rating IP54 Weather resistance Urban_depl_oyment
suitability

In theinit_plugin() function, several stack commands are defined such as:

- ACOUSTIC_STATUS, which shows the status of both the array. More
specifically, it provides position, status (active/not active), detections,
tracking.

- ACOUSTIC_TOGGLE, that toggle the two arrays simultaneously.

- ACOUSTIC_TOGGLE_ARRAY1, which toggle Array 1 only.

- ACOUSTIC_TOGGLE_ARRAY2, which toggle Array 2 only.

- TRACK _DRONE_WAYPOINTS, which in input needs the drone name
and then it can find the drone in the traffic and track it on both the arrays.

- STOP_TRACKING, Stop the tracking of the drones on both the array.

- TRAJECTORY_STATUS, reports trajectory and tracking of both the

arrays.
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After this, theReSpeakerAcousticSenstass is created. The sensor implements a
sophisticated acoustic modeling system that accurately simulates the behavior of a
physical 4microphone circular array. It should be remembered that the hardware
specifications directly influence the detectionazithms, with the 45.7mm inter
microphone spacing providing optimal spatial resolution for drone acoustic
signatures in the 15800 Hz fundamental frequency range typical of consumer
UAVs. The 16 kHz sampling rate ensures complete capture of harmoniotoopte

to the 8 kHz Nyquist limit, while the 435ilt angle of the physical array optimizes
elevation angle estimation accuracy for urban flight altitudes typically between 10
100 meters.

As a preliminary step, the acoustic signature of a generic drone is simulated.

Empirical studies and measurements indicate that commercial drones, such as the

DJI Mavic 2, typically exhibit a fundamental blade rotation frequency in the range

of 150 Hz to B0 Hz. Accordingly, a value is randomly selected within this interval

to represent the base frequency of the droc

variability observed among consurrgrade UAVS.

To approximate the spectral characteristics of drone noise, a set of prominent
harmonic components is introduced. Specifically, the simulation includes the 2nd,
3rd, 4th, 5th, 8th, and 10th harmonics of the fundamental frequency. These
harmonics are chosdrased on the observation that drone acoustic signatures are
often rich in harmonic content due to periodic blade passage events and structural

resonances.

The amplitude of the acoustic signal is modeled to attenuate with increasing

distance from the sound source. A simplified invatstance model is employed:

5 1A R-to— an
p B
where A denotes the amplitude, and d is the distance in meters from the sensor to
the drone. A lower bound of 0.1 is enforced on the amplitude to ensure numerical

stability and prevent unrealistically low values at large distances.



For each harmonic component, its corresponding frequency is computed by
multiplying the base frequency by the harmonic order. These frequencies, along
with their respective attenuated amplitudes, constitute the simulated spectral profile

of the drone at #ngiven distance.

To calculate the DOA, the core signal processing implements the Phase Transform
(PHAT) weighting Cross Correlation Algorithm (GERHAT) [57]. This algorithm

aims to:

- Compute the crossorrelation between the two signals in the frequency
domain, obtained via Fast Fourier Transform (J;H3ecause it is more
efficient than direct time&lomain correlation.

- Flatten the amplitude spectrum and give predominant weight to the phase
(PHAT weighting), which carries more informative content about the delay
and is less sensitive to amplitudes, echoes, and spectral coloration.

- Return to the time domain with the IFFT: the peak of the correlation
indicates the TDOA

The formulation can be summarized as:

OO Q
~ QY Qs §

(18

where X, Y are the FFTs of the two signalslenotes the complex conjugate, and

N prevents division by zero.

Direction of Arrival estimation combines time delay measurements from multiple
microphone pairs to determine thi@nensional drone positions through
sophisticated coordinate transformation processes. The -t@&gBtesian
conversion utilizes Eart@entere EarthFixed (ECER transformations with
subsequent conversion to local EBsirth-Up (ENU) coordinates, maintaining
submeter accuracy throughout the transformation pipeline. The caresian
spherical conversion provides range, azimuth, and elevation measurements with
realistic error modeling that reflects actual acoustic sensor limitatronsban

environments.
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Finally, as primary outputs of the code are obtained:

- Estimated DOA parameters: Azimuth (x 10° error), elevation (+ 15° error),
range (£20% error).

- Quality metrics: Average correlation strength from crosselation
analysis and dominant frequency components.

- Error measurements: Absolute differences between estimated and ground

truth positions.

As a result of this implementation, the diaatay ReSpeaker plugin successfully
establishes a software framework for acoustic sensing within the BluEBWYy
simulation environment, specifically targeting urban drone surveillance scenarios.
The plugin incorporates a complete detection pipeline, in which aatel
architecture enables both redundancy and erakdation of acoustic
measurements. A dedicatembordinate transformation module ensures -high
precision conversions from GPS coordinates to sphlespatial references, thereby

maintaining full compatibility with BlueSky internal position management system.

At the core of the detection algorithm lies a PHA@ighted crossorrelation
process, which operates on simulated {microphone array signals. This
implementation includes parameterized error modeling, vyielding estimation
uncertainties of +10° for azintly £15° for elevation, and +20% for range. The
system supports a maximum detection range of 50 meters and achieves an update
frequency of 10 Hz (O-$econd intervals). A correlation strength threshold of 0.3

is employed to filter out unreliable detectiprenhancing the robustness of the

acoustic sensing process.

The command interface provides granular control over both independent and
synchronized array operations. Additionally
waypointbased trajectory tracking system to enable predictive detection

prioritization, thereby impving computational efficiency.Environmental

adaptability is achieved through dynamic adjustment of correlation thresholds in

response to varying simulated urban noise profiles.



Despite these functional capabilities, the implementation exhibits several
fundamental limitations. Most notably, it remains a purely simulated system
without integration of physical acoustic signal processing. All detection processes
are based on synthedilly generated signals and parameterized error distributions,
ratherthanonreabor | d acoustic input. As such,
precludes empirical validation and limits its applicability to 4t&ak, hardware

based urban surveillance optras.

5.2.5. SimulationScenario

For the creation of the final scenario for simulation data collection, it was decided
to separate the scenario in which only the radar plugin is active from the one in
which only the acoustic sensor plugin is active. The two scenarios are created as
.scnfiles (where the simulation area is defined) that is, the Bluesky simulator screen
IS set to cover thé&eld testarea, establishing the perimeter within which the two

drones will operate.

In the scenario where only the radar is active {&gare22), once the simulator
view has been positioned over the anéinterest the green, blue, and red circles
are defined, corresponding respectively to the minimum detection zone, the

recommended detection zone for drones, and the maximum detection range.

After this, the plugin is activated, the aircraft are created, and the trajectories are
added. InFigure23 a zoom on the generation of paths is reported. Using the stack
commands DETECT DRONE 1 and DETECT DRONE 2, the function outputs are

printed and saved into .txt files.
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In the scenario where only the acoustic sensors are activd-ipae 24), the

procedure is very similar. First, the simulation area is created, and the acoustic
sensors are placed within the defined perimeter. Once the sensors are positioned,
they are activated, and the drones are generated along with their respective

trajecbries and the simulation data saved in .csv files.



t: 00:00:54, At: 0.05, Speed: 1.0x, UTC: 2025-07-15 00:00:54, Mode: Operate, Aircraft: 2, Conflicts: 0/0, LoS: 0/ONode 1:1+ + 4 § © O
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In conclusion, all the required data have been successfully generated and are ready
for Phase Two. In future works, the datasets will be synchronized and processed
with a Kalman filter to refine the measurements, suppress noise, and enhance the

accuracy ad reliability of the simulation results.
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acquired in comtrolllled emvieminments, often
factors that become critical in realistic
dynami cer almlda djedt2zdgdtlimnoper ati onal conditi on:

i ntrodomeg! nginbl e contributions to the radar
i ncorporated into any rijg®&2bjus and compr ehe

6. 1Fdctors I nfluencing Radar Cross Se

ThRCS8 f UAVsSs under realistic conditions i s s

factors that di stinguish these platforms f

vehicles, as outlined in Chapter 2. Specifi
governedphysitchaeli rconfi gurati on, which is t
l i ght wei ght composite material s, compl ex g
rotor assemblies. Small UAVs frequently ope

scattering regixkishi wheaeptbheoRTCSedk frequer
wher eas | arger UAVs may approach optical

freqguenci es.

A particularly i mportant consideration S
operati onal UAV flights introduce tempor al
several dynamic phenomena:

p Rotor Bl ade Modul ation:-vahgingtatctangebl a
contributions that manifest as amplitude
characterDospplcermiscirgppnat ur es. These effe
pronounced at bitadqeenddimesnswbese approact
|l engt hs.

p Attitude Variati ons: Continuous <changes

result I ndappracaentanC® fl uctuati ons. The



of UAV radar signatures means that ST

significant variations in measured RC.
p Fl i ght Dynami cs: Accel erations, vel o
i ntroduce additional Doppler effects

angle presentation to the radar over |
Mor eover, frequency plays a pivot al r c
characteristics. Lowand)rggqoenalyl paepddhi
angul ar sensitivity but are often asso
Conversely,chipbbhedbbpedggeend to yield s

returns, al beit with greater angul ar d
fine structural detail stronger returns
sensitivity to structural det ai | s.

6.1.2. Radar Cross Section Estimation Procedure

The procedure for ddtiigmat ilhA9Yyst hes PGS edf
equation for a monostatic radar system.
radar, reflected¥wifirbmaaspacigetedROCBangk a

~

00, _

- 19
™ YO (19

C

Whewmei s the tran@insi ttleed @owemna gain (as
transmission_asdt hecevatviedre)n,gt h correspol
frequebnaycoantds for | oss t e,rymsel dSsoltvhien grCQ

of the target:

"0 (20

0Y 1
0"0O_

Assuming the antennas gai ns Uacnodn sseycsuteimy d o

pul ses, the RQGCS3nef arndexcltcanl ddve esti mated

~

. ORI ¢ pBH (21)
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Whel e

i s a constpamidiEwhpriieaarse t he esti mat e

of the received power and range of the targ
of RCS fluctuatilonawintolmomat i cemp RICiShgect or ¢

i s considered:

” - (22)
Where ,h Mh , and the ipsartahreetseampl e mean of

6. lIEFMBCWadar Systems

FMCW radar technology has emerged as part.i
applications due to its inheeleonci aydviart agtes

in cluttered environments.

FMCW systems tr anogdmiltate df rséa gmeadncyand proces
di fference (beat frequency or i nstantaneo!
received signals to extract target range a
For UAV de€CWcobifbeys FMever al key advantages

resolution, simultaneous range and vel oci
reqguirements, excellent clutter rejection.
The fundament al principle of an FMCW radar
known as chirp, that is a sinusoidal signal

ti m@.2]J]Each chirp is precisely ,charsagxdcwrirfiize d

bandwi dth (B) it swed)p.s Racr osxag mpmlned, aa dahiar

sweep a bandwidth of 4 GHz in 40 microseco{

MHz / Os .

The Operational process in a monostatic FMC
p Chirp Generation and Transmission: A sy
which is then transmitted int)o the env

antenna.



P

Wh e
con
ran
ena
abi

ran

Bey
i s

app

Refl ection and reception: When this tr

a portion of its energy is reflected.
due to -tthieprouadel , i s r)ecaenitveendn ab.y t he
Signal Mi xing and Il F Signal Gener at.i
estimation involves "mixing" (multipl:?

portion of the currently transmitted

"Il ntermedi ate $Srgunalnckdr (dFsingle st:

signal is a constant frequency tone.
proportional thho K ehteweteinmet hdee | tarya n(s mi t t
chirps, which in turn is proportional
the | F frequency T1Y$ "gdkodwh ebrye tSh ei sf otrhr
chirp slope, d is the object's distan
Digitizati on: The analog | F signal I s
Anailedg git al ConveThers d@mIGifn gt hriast eA (C
critical, as it direc@ly thei radahec
effectively detect. Thi s ma@xi mum r an
"QoT Y

Range Estimation via FFT: To RKFRET er mi ne
is performed on the digitized- ADC dat
domai n |l F signal i nto t he freqguency
correspond to the frequencies of the
Each detected freqatesyt peahk adbjrect | 1ye
n multiple objects are present i n t he
tain multiple constant frequency tones
ge. Performing an FFT on this compl ex
mlg the radar to resolve and measure t
l' ity of the radar to differentiate bel

ge resolution.

ond range, FMCW radars are also capabl
typically achieved by transmitting mu
l ying a mBF& pompksesgsi B technique to
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The combination of these range and velocity

of a-vredmgae ty plot of the observed scene. F
vari ous applications, including altimeter
aut omoti vevodalalnicei osny sd e ms . Their use of 1

effectively decouples energy and resolution

simple pulsed wavefor ms

6. 1EXdperi meandét Sedaolpogy

The entire experiment was conducted in the
area, menti oned i nFitghe ep rielvli wsutsr actheado teemr . e X &
flight area for the drones and | ocation of

FigabeExample on Google Earth of the flight area fo
system (MIPS radar system).

The radar system used[ i8] ]cwhil ek-pasasanglset
interferometric airborne FMQW oStymtt yhpeet irce aAlpie:
by the El ectromagnetic S)encfi ntghe fNathieo rEanlvilr
Research Cpunaoilagf€ENRBRent with AElettra Mic
exploits FMCW technol ogy,r emshalcuht iadn omwosd et,0 av

i s capable of operating in two distinct fre

p X-band: Funct iparss axntaerdiemgpmet ric radar.
system u$Hasndt ltroaenertebsehied f &NVf pol ari zed mic

antennas (one for transmission (TX) and



The transmitting antenna is placed at
connecting the two receiving antennas.
gain of 24 . TpoodwBeranbde aamwhdt h of appr ox
el evation and 7.50U0.

p L-band: Operates as a f tblalnyd, p dlher ismgesttre

configuredband hartoamnmnas, comprising t
These antennas include two verticall
el ements. They shar e bi tdemat ipcioadie r g ahi anl sf

beamwi dth of approximately 59U in el e\

FigaBeMI PS system's rack.

For all conducted measurements,bavedMI PS
radar platform. Due to its compact si ze
weight (approx. 35 kg), the transmit and
car, wi teh thratnks mi h and recei ve antennas

approximately 1.80 m abowd giifeenklg gaumred as
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27 The antennas were conssHsdtUenml wzomiue mt evd t
respect to true North and 73 U in elevatio
andbhnd trials. The main parameters of the
experi mammaarn eladbllDen t he

*_____175 cm_

RX2 X RX1

175 cm .
2TXs .+ 2RXs

(b)

FiglYreExample of the geometric configuration of the
measur ement ebaampdaiiogmn.er(fae)r oxnet-barcd cfowmlfliyup @ltaroinme t( rbi)



TabllOoe Mai n

features of

Ml nPdh a¢nadd ar

The

3007.7]These

used

characteristics

for

fferent

Par ameter L-band X-band
Carrier frequ 1. 35 9.55
Chirp bandwid 200 200
Sampling rat 25 25

Pul se Repetitio 600 1200
[ Hz]

Pol ari zat i g Qu apdo | VvV
Range Resol ut 3 3
Number of TX 2 1
Number of RX 2 2
Radar rack s 50 1T 5¢Q 50 1T 50
Radar wei ght 35 35
Antenna si z¢ 20 1 4 24 1 12
Antenna weig 1.5 0.5

experiments involved the si
Th-8hel f )( COORNes: (1) DJI

professi ofimd c eo pemrvaitri mmme nitn
sizes -Odahd Melas) m{wd OMe k e
of Tablkledr ones

ar e

113

t o

system b

ruft ft aneous
[ M& V(@ ici )2 [EINIt eMatr
dr olhiegR8 evah® waoh o :1en

repr es
tbhaes
The n

compar



Figa8eDJI Matrice 300 (left), DJI Mavic 2 Ente

Tabllle Compari son between main

characteristics of DJ
Enterprise

Characteris DJI Matric DE;“ giz
Di mensions (wit 81 1T 67 1|32.2 1 2
MTOW [ kg] 9 1.1
Maxi mum payl oa 2.7 No payl
FIlight endur e 55 31
Satellite navi CPSTGLONASSH o5 GLoON
Gal il eo
Stationary fli NOo.5Vv N1. No.5Vv N
Propell er Dia 533 220

Duri ngf ltihgghti ntri als, both

drones flew up to
maxi mum height of 120

m. They foll owed an
moving away from and toward the

i

radar . The
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After describing the experimental setup an
droneb6s RCS, we now turn to the methodol og)
di scussion of the corresponding results.

The actual range of the drones and their co
are estimated from the scene's range profil
range profi Hea nfeori nadexh issl oobt ai ned by takin
Di scruwertieerFoTransform (DFT) of the beat sighn
di fference [s9.3PMalll )t ipdmplteas gets in the scene
in the range profile, allowing their ranges
and their power contributions from the squa
Moreover, since the MIPS system has a range
bands, the Matrice 300 appears as an exte
occupying multiple adjacent #Hdarkee thlairmgset sTo
the range eprcofmplueed by applying the modul us
portion of the beat signal. This effectivel
Matrice 300 to bei&ensindgeedfas ahpoantl ysi

6. IReSs.alhBlsscussi on
The statistical mod el associated with thes
evaluating the ECDF from this normalized ot
the ECDFs o-ff I itdhret twAV ianl | ows us to invest
relationshiompe béetyweenandr the statistical m o
fluctuations for each frequency band and po
these models are affected by the radar oper
6. 1X-Band Resul ts

Data f@rantdheandl ysis are callhldteidmeoger a s
maps (in dB), obtained using the first and
for eatcihhmesliomwdex, are shown in Figure and
referred to as Segment 1 and Segment 2).
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(b)

Fi gddeRangree maps (i n dbBan do bdtaatian euds ifnrgonmt hXxe f i r st |
of

hal ves t he beat siigmeali ndseaxmpl es f or ec¢
However, drones were not consistently wvi
acquisition intervals, which correspondect
main beam of the radar system. This phen

X-band dureartroowehre beamwi dt h of t-handnt enn

experiment s.

The ECDFs of the normalized RCS for both
Il 1l ustin gigTéghee NRCS data are extracted from
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referred to as Area 1 and Area 2. Area 1 c
Matrice 300 and [62;68] s for the Mavic, wl
of both drones during [186; 196] s.

Key observat-band ECDRmRm &ahal Xsis include:

p For a given area and drone, the ECDFs d

the beat signal (Segment 1 and Segment 2

p For a given drone, ECDFs obtained from d
(Area 1 and Area 2) showed generally g
deviations.

p Regardless of the area and segment, the
drones are notably different. This high

di stinct models to describe their RCS f
devel oping tailrosrred adaptive detecto
The | atter observation reinforces the conc
the UAVs, as size, materi al composition, ali

determination of the RCS fluctuation behavi

——Mafrice 300, Area 1, Segment 1
~+-Matrice 300, Area 1, Segment 2
—+—Matrice 300, Area 2, Segment 1
=w-Matrice 300, Area 2, Segment 2
——Mavic, Area 1, Segment 1

—=-Mavic, Area 1, Segment 2

——Mavic, Area 2, Segment 1

~+Mavic, Area 2, Segment 2

2 3 4 5 6 7 8

Normalized RCS

Fi gBteBehavior of the ECDFs of both the DJI Matrice
Enterprise (blue curves) -mamechg the RCS observ

To provide a gquantitative assessment of R
i ndices such as )s,t ainmdtae rdqg wagrvti iadtredorfaun(lgded r( d Mg
were calculated. The Matrice 300 consistent



al

i n its RCS fluctuations compared to the
hi gher values for these indicé&abler oss
Tabll2e Di spersion indices of normalized RCS for
segment s.
Ar eSae g me n Drone SD I QR Range
Matric 1.127 1.08154 12.94(
Ar e-&elgmen
Mavic O0.607 0. 778¢ 4. 216 ¢
Matric 1.204 1.106 3 13.7043
Ar e-&elgmen
Mavic O0.628 0.799¢ 4. 6501
Matric 1.475 0.9247 17. 344
Ar e-&5ey men
Mavic 0.455 0. 5453 4.29094
Matric 1.442 0. 951¢ 18. 9617
Ar e-€5ey men
Mavic 0.502 0. 6074 4. 578¢
Hence, Matrice 300 has a more compl ex
structur al characteristics and geometry

boandhi sker
wi der boxes and
deeper RCS fluctuat

further

supports

compl exi ty. I n

and

f ewer

out |

plFatgRx2seAdnwewn Mian r i ce

3

00
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di spl a

on.

contrast
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r ef
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t he
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w £

N
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I
1

|
Area2-Seg2

Areal-Seg1l Areal-Seg2 Area2-Segl Area2-Seg2 Area1-Seg1 Areal-Seg2 Area2-Seg1
(a) (b)
Fi g82 eBaoodhi sker pband dabam Xf the Matrice 300 (a) a
Each box shows the statistical distribution of nor
segment s.
6. 1L-Blfand Resul ts

The anal ysi s co-bhdnodt eadr ef ocrart hed Lout usin
met hodol ogi cal alpgpmr d,acwi talts daome trheet aXbl e di f
the data are col |l ectTehde obvreora dae rt ibneea nswo adnt ho fo
band antennas results in an extended radar
simultaneously increasing clutter-, as high
band nRaipgddienTo mitigate the interference af/
the acquisition, the analysis was restricte
correspoiitdiimeg mamsge(in dB) for the four pol &

VH, HV)

arFa gaiBewn i

n



at

150 200 250 300
Time [s]

50 100 150 200 250 300
Time [s]

(a)
(b)

Range [m]

50 100 150 200 250 300 50 100 150 200 250 300
Time [s] Time [s]

(c) (d)

Fi gBB3eRange maps (in -d8hddeaiaedsingmthe second
signal sampl-eisméorneéaxh shown for the four polar
(b)) HH, (c) VH, and (d) HV.

For bbhedLexperiments, the ECDFs shown in

RCS data estimated over the time interval
74] s for the Mavi c.

Analysis of the resulting curves | eads t

f For each UAV, the ECDfFscl #aonirzedpomanmegl
and HH) are similar to ea@llatheerd a
channels (VH and HV).

T For both drones,pohear ECDdFsclodnneiles c(oV
di splay a steeper transition from 0 t
polarized channels (VH and HV), sugge
variability in RCS.
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1T Across al |l pol ari zati on
bet ween t he t wo drones,

fluctuation pattern.

These findings emphasize the

drone detection and cl assi f

pol ari zati on configurations

surveildlamsei faindati on radar

—e—Mavic - VV
~@=Mavic - HH
——Mavic - VH
= Mavic - HV

0 1 2 3 4 5 6 7
Normalized RCS

Fi g4 eBehavior of the ECDFs of both
Enterprise (blue curves) -uasnad.g

To further assess the variabi

conditions, asbamad, doeaverf alr
compultacbil reports the results

channel s.

—e—Matrice 300 -
@ Matrice 300 -
—=—Matrice 300 -

= Matrice 300 -

w
HH
VH
HV

L

systems.

DJI
RCS

of

bot h

gurati ons

ng that

I nAbpaosretdance of

Il n par

enhance

t
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the no

c al di
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Tabll3eDi spersion indices of normalized RCS for

Pol ari za Drone SD I QR Range
Matric 0.510 0. 66 8¢ 3.475]1
VvV
Mavic 0.276 0. 4081 1.5664
Matric 0.550 07233 4. 139¢
HH
Mavic 0.279 0.412]1 1.483¢
Matric 1.063 1. 154%+% 8. 631(
VH
Mavic 0.477 0. 628§ 3.4164
Matric 1.007 1.211¢( 7.473(
HV
Mavic O0.424 0.529F1 2. 658
Overall, the Matrice 300 exhibits | arger
al | pol arization <configurations, with p;

cresod ari zed channels (VH and HV). Thi s t
boaxnwhsik er pHiogt8sheivmher e the Matrice 300 d
wi der boxes and |l onger whiskers across al

along with a significantly higher number

I n contrast, the Mavic presents more cor
polarization channel s, with fewer outlie

more stable RCS response.
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(a) (b)

Fi g85 eBaondhi sker phaond datoan ¢f the Matrice 300 (a) a
Each box shows the statistical distribution of noc
6. 1Cr8&®w on Mi ses Distance Analysi s

Having established that t he ECDFs exhibidt

pl atfor ms, frequency bands, and polarizati

i nvol ves identifying the theoretical statis

normal i ed uRES This evaluationCVM carried

di stance bet ween t he empirical ECDFs and

di stributions.

The model that yields the smallest CVM dist

for accurately representing the RCS fluctu

compari son, the parameters of each <candi da
from theimn@gtahe maxi mum | ikemebhbod. e3hi mat
technique identifies the parameter set tha:
the measured RCS values under the assumptio

i n qguestion.

Once the opti mal parameters are obtained, 1

compared to the empirical CDF wusing the CVM

of the discrepancy between two CDFs and is
goodn#ists in a distributional sense.



Formally, for a set of H independent ar
OB of a randigmtwhar iCA/M @i stance i s comp

Q
0O Cp

P 23
p © ¢O @3

whe®ei s the pr esimedQCieForachedr st ati stic f
observations. Il n particul ar, the CVM di s
Exponenti al ( EYNorG@Gemma( L(NG),, Weod ul | (W),
Pareto (GP) distributions asitgndiucdhate om

(PDFs) corresponding to each of these di

_ ™
Qe _0 (E) (24)
W T
® 'QT NQ H']VI—T[F]
QW  — ( G)
—3 Q O T
0 ‘N gh mh
"Qw — (LN
w MG W T
_ 1hQ th
FOXN . -
Qo - - Q-° W Th (W)
- ™a mh T
w Th'Q 1h
L0 T
0w 2o o o ( GF
” ” T[ wf;'_QT[
83
whedei s the Gamma function. Among the con
that the exponenti al di stribution repres
Wei bul | di stributions, occur 8 qualwh ean & .h e
I n this study, for each dataset of Nor me

selected distributiMdatWehe fsncmaocoed Dsp
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on the distribution, thfermuanal pni ealt hsol
as in the case of the exponenti al di strib

optimization procedures when no explicit so

The results of -baAand anal palElskea)d evdh ehree Xt h e
CVM distances relative to the considered st
both drones across different areas and seghn
regardl ess of the area or segmment somfsi der e
the Mavic are best described by a Gamma di s
300 are more consistent with a Generali zect
di stribution parTaanhdl deebr)s are reported in

This difference can be attributed to the s

UAVs. The DJI Mavi c, being smaller and mor e
moderate RCS fluctuations, making the Gamma
behavcontrhset, the Matrice 300, which is si
more compl ex, produces a wider range of R
extreme peaks. These peaks are | ikely due
compl ex scatteries@gnmecmaniasgmger UAVs, whi ch
but intense radar returns. The Generalized
ability tdaamdddcal dmdavyand extreme values, [

capturing the RCS rvarei aB0iOl.i tTyhi cf btetheavMar i
confd rirmg 3@ ali gAAIfwher e t he empirical CDFs are
the theoretical CDFs of all candidate stati

A corresponding anal ypind (MaglddEo qiluet ed f or

considering al/l four polarization configur e
metrics between the empirical and theoretic
outcomes are TabInmaAs zethowm i n -ftihtet itnaghb!l e, 1

di stribution depends on both the polari met

Mavi c, the Weibull di stri bpwtliaan zerdo wihdensn etl |
(VV and HH) , whoe rmead s dti lthdi reiveegt itchre d oo we st C
di stances-podrart zedcrchasnnel s (VH and HV). I

300, t he mo s t suitable statistical mo d el \Y;



det aiTladdS5eant -BobL mgl di stribution best des
di stribution yields the best fit i n HH,
CVM distance for VH, and the Weibull di
parameters assoedtinted wmobodbl dabbhXtbeported
These findings highlight the role of pol
of the RCS and demonstrate that no singl
scenari os. Thi s further e mp h asspiezceisf i t he
stadadlstmodel i ng, particularly for compl ex

the | arger size and irregular geometry I ¢

——Empirical CDF ——Empirical CDF
Exponential Exponential

- - -Gamma - - -Gamma

= = "Log-Normal = = Log-Normal

= = “Weibull == Weibull

Generalized Pareto Generalized Pareto

3 4 5 [ 7 8 0 1 2 3 4 5 & 7 8
Normalized RCS Normalized RCS

[— Empirical CDF o —Empirical CDF
Exponential 0.3 A‘{ Exponential

- - -Gamma - - -Gamma

= = "Log-Normal 0z = = Log-Normal

= = “Weibull == Weibull
Generalized Pareto a1 Generalized Pareto

ot
3 4 5 [ 7 8 0 1 2 3 4 5 & 7 8
Normalized RCS Normalized RCS
(c) (d)
Fi g83B6Ceoo mpari son between empirical and theoretical

for the Matric®add0 dEaacmesiubpiloe Xorresponds to
(a) ASegmént 1jSédhbmeAdr ea]Adghne AAebaA2&gdmMent 2.
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— Empirical COF — Empirical CDF
Exponential Exponential

= = ‘Gamma - = Gamma

= = Log-Mormal = = Log-Normal

= = Weibull == Weibull

Generalized Pareto Generalized Pareto)

3 4 5 [ 7 8 4 5 6 7 8
Mormalized RCS Normalized RCS
(a) (b)

——Empirical COF ——Empirical CDF
Exponential Exponential

= - Gamma - - Gamma

= = ‘Log-Marmal = = Log-Normal

= = “Weibull = = ‘Weibull

Generalized Pareto Generalized Pareto)

4 5 6 7 8

3 4 5 -] 7 8
MNormalized RCS Normalized RCS
© (@
Fi gBreCompari son between empirical and theoretical

for the Mavi-hmamdonEadcm d$hkeplXot corresponds to a spe
AreaSdgment 1jSédmeAr e2a] Adgme Alr eR) 2€ gme ATr e 2.



Area 1 Area 1 Area 2 Area 2
Segment Segment Segment Segment
Exponentil. 96 3.50 8.99 8.53
Gamma 1.55 1.62 4. 41 4. 29
MatriclLo-dor mal |2. 36 2.46 2.71 2.58
Wei bul | 1.17 0.95 2.89 2.83
Generali 40.61 0.95 0.68 0.73
Exponenti9. 71 9.14 18. 47 16. 72
Gamma 0. 37 0.40 1.67 2.04
Mavi c Lo-Nor mal |2. 25 2.20 3.60 4. 75
Wei bul | 1.24 1.22 3.09 2.56
Generali 11.009 10. 38 20. 32 18. 41
(a)
Area 1 Area 1 Area 2 Area 2
Segment 1 Segment 2 Segment 1 Segment 2

Matri (GPE0O. 1,1-505,88 GP,£0. 2,0209.,8C GP,£0. 4,1-809.,6 C GP,£ 0. 3,9=609.,6 2

Mavic|G{@2. 6% %2,37 G{&2.53601,39 G{@&x4. 66602,21 G&E3. 6=2408,27

(b)

Tabllde (a) CVM distances computed fr-bmnthéoavhobtab
drones across different ar easfiatntdi nsge gdmesnttrsi.b u(tbi)o n
reported: for the Generalizad ePpraegtaomediegtsr iab et ide
and respectively, while for th®@n&amma distributi
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Pol ariz Pol ariz Polariz Polari z
VV HH VH HV
Exponentifll. 56 10. 31 1.63 1. 44
Ga mma 1.26 0. 34 1.28 1.12
MatriclLo-dor mal |0. 80 1.91 2.32 3.13
Wei bul I 2. 37 1.21 0.98 1.09
Generali13.17 8.19 0.92 1.38
Exponentil12. 71 12.67 9.49 10.59
Gamma 1.23 1.12 1.56 1.72
Mavi c Lo-jor mal 1.79 1.59 0.93 0.914
Wei bul | 0.70 0.93 2. 34 2.80
GeneraliZ16. 39 16. 33 10. 61 12.16
(a

Pol ari zatiorPol arizati o Pol arizatioiPol ari zatio

VvV HH V H HV
Matri|[LNE=T0. 120051G[{&3.2&P030 GPEO. 0,FP0 92 W(=0.9@D897
MavicW_=1.1®33024W(=1. 18693 LNATO. 19G44'LNATO. 080.83

(b

Tabllbe (a) CVM distances computed fr-bmntdh&éoavail a
both drones across different poffattzagi dnschaboe
for t-Ner malg, the mean and st amrdaornddddyifotri admeof |
Gamma, the shape @Gmd sfcarl et tpear\Weniebtuelrls,, t he scal e

_an®@ and for the Generalized Pandgto, the shap

6. 1CEAmpar ative Anal ys-asndBdn®CS beha

A comparative assessmentaod -B@8dLuet dat
significant insights into the role of ra

statistical model s and the dispersion c¢ch
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analysis of the empirical cumul ative distri
correspo-hdt hgndesheoretical model s all ows s

be dr awn.

First, the statistical didetmoinsatriacesofa mor
dependence on frequency, with notable vari
for each UAV. For the Mavi c, a Gamma distr
descri peibrmmdi n wth e rbemansd itrh et logptl mal- model i s
dependent: the Weibull di otod iabutzieadn chamine\ e
while -Nbemalbgdi stribution more effectively
pol arized comanmmelts. tlhre Matrice 300, whi ch
Generalized Par etboanddi,s terxihbiubtiitosn ai nmotrhee cXo mp
characteri zé&dtainadn wmthhehé most suitabl e n
pol arization chansiede (The sceo mkeisrud d si refmpthenc

frequency and pol arization on the statistic

Mor eover, a distinction emerges between th
consistently displays a more stable and bou
300 is characterized by gmaegherudariabult ns
which | eatlat betheaxwfiistptiikngerdibsetsrti buti ons. St
can be directly ascribed to the physical C
t heir si ze, geometry, and structur al compl

bet ween radarscwavteelreinnggt hmeacnhdani s ms .

I n general, and consistent with theoretica
RCS fluctuations exhi Biatndh irgHh eartbiadni@s. pt eor stihoen
Thi s trend i s corroborated by t he di sper
i nt er quweer,t iflud Ir garmi e skand pb okasbll Zeme@por ted i
Tabilgrmblize whi ch consistentl| panidel €Coll aregeéen vedl
these findings -depéndent heatuequehcWYAV r ada
demonstrate that the variability of RCS te

operating frequencies.



6. BxperiTmaRetsall t s

This study has provided a statistical cheée
flight UAVs , based on measurements obta
operatin@nidmabos h Kwo distinct UAV platfo
(prof egsrsmi)domanld t he DJI Mavi c -@2r abduea)l, Ewetreer
tested simultaneously to examine how RCSES

type, radar frequency, and polarization.

Foll owing a detailed description of the F

setupsoraefri sdtati stical analysis of the R
perforgueanttiofy the dispersion of RCS val

empl

0
Y

evaluating the corresponding ECDFs. Addi f
0
oying statistical metrics such as st
e

range, -aarmdi b&eerr pl ot s.

The resul ts reveal ed that both the UAV t

significantly influence the statistical

dr one, characterized by its smaller and
stablasam@aioed RCS fluctuations, which we
such as Gamma and Wei bul | . I n contrast, |
Matrice 300 displayed greater variabilit

accurately moadelzeedd bPdo@aenmé odi dtorgi buti ons

A comparative aamnadbysids meatsweemeXts indic
gi ven UAV, t he mo s t appropriate statist
frequency and polarization. These findin;q
bet ween tAWe f@wad U h-deperredqeuretncygat ur e of

signatures.

Future work could expand on this anal ysi
and exploring more dynamic flight scenar

presence of drone swar ms.
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/f RCS Enhancement Strategies: Passi

Ensuring a safe and sustainable environment for integrated drone operations
requires a dual approach: on the one hand, advancing the performance of ground
based, multsensor surveillance networks, and on the other mandating that
cooperative UAVs integrateechnologies designed to increase their detectability.
This cooperative strategy is essential to overcome the inherent challenges
associated with detecting small, laltitude flying objects, and it represents a

fundamental prerequisite for the developtaisafe and efficient UAM.

For this reason, after the investigation of the best statistical behavior of the RCS
first through simulation and then with the experimental validations, in this chapter
several solutions designed to enhance the RCS of small drones are proposed and
tested.The first solution involves a passive-board system, more specifically an
octahedral corner reflector. The second implements an actib®ard system,

which in for the current case of study is the Software Defined Radio (SDR
Through a series of eground and ifflight tests, this work aims to demonstrate the
feasibility of both approaches, contributing to the development of a safer

operational environment for future UA@4].

7.1.RCS Enhancement Solutions

To enhance the RCS of an object, two primary classes of methods can be identified:
passive and active solutions.

- Passive solutionsinclude shaping, surface coating, and the integration of
reflective materials. In the case of shaping, the objective is to design the
geometrical configuration of the target in such a way that the backscattered
electromagnetic wave is maximized in theedtion of the radar. With
coatingbased approaches, a layer with specific electromagnetic properties
is applied to the target, resulting in a modification of the reflected wave
characteristics and, consequently, an increase in the e€&0@S. Beyond
these strategies, standard practices frequently employ devices such as
Luneburg lenses, corner reflectors, or other raeitective surfaces to

achieve a similar enhancement.
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Active solutions includes transponders, woard radio systems, and
airborne radar systems. Unlike passive methods, active techniques do not
require modifications to the geometrical configuration of the UAV to
increase backscatter. Instead, they leverage antennas antsdenated on

the platform itself, which can contribute to RCS augmentation. In particular,
active approaches require the implementation of systems capable of
detecting the amplitude, frequency, phase, and angle of arrival of incident
radar waves, and subsequently transmitting an amplified response signal.
Such systems must be designed to be simple and flexible, while at the same
time efficient and cosgffective.

The feasibility of both passive and active approaches depends on the fulfillment of

specific requirements.

For passive systems, the key requirements are follows:

Proper design tailored to the specifications of the UAV to avoid structural
or operational damage.

Assurance of electromagnetic compatibility, ensuring that the system does
not interfere with other drone communication signals (e.g., controller links).
Compliance with payload constraints, maintaining the system weight within
the allowable payload capacity of the UAV.

Dimensional compatibility, such that the system size remains suitable for

the UAV platform under consideration.

For active systems, the requirements largely mirror those of passive systems but

also extend to operational and hardwaskated constraints. In the context of this

project, the chosen active solution is based on a SDR. Accordingly, the specific

implementdon must adhere to the guidelines detailed 1], with particular

regard to hardware limitations and integration with existing UAV subsystems.

The proofof-concept scenario assumes the following system composition:

UAVs equipped with a camera, primary battery, propulsion system, receiver
antennaJnertial Measurement UniiNIU), GPS,GNSS,and designated
payload.
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ii. A Ground Control System (GG$8omprising a surveillance infrastructure,
a remote operator, a UAS Service Supplier (}J88d a Flight Information

Management System (FINIS

To examine in dept which are some of the most common solutions investigated for
RCS enhancement, sg8]

7.1.1. Advantages and Disadvantages both of Active and Passive

solutions

As benefit, passive RCS do not require power consumption, thereby simplifying
integration on UAV platforms with limited energy availability. Their
implementation and maintenance are straightforward, and the absence of active
electronic components contrilestto a high degree of reliabilityloreover, passive
devices are generally cesffective and suitable for basic applications, particularly
when budgetary or operational constraints must be considered. Importantly, they do
not introduce electromagneticténference with the existing communication and

control systems of the UAV.

Despite these advantages, passive solutions suffer from significant drawbacks.
Their performance is strongly constrained by angular dependencies, resulting in
limited coverage outside optimal orientations. The enhancement characteristics are
fixed by desig and cannot be adapted dynamically to changing operational
conditions or radar frequencies. In addition, the introduction of extra weight and
potential aerodynamic drag can negatively affect UAV endurance and
maneuverability. These systems, therefore,aiantess versatile in complex or

highly dynamic operational scenarios.

Active RCS enhancement solutions provide superior capabilities compared to
passive approaches. They offer adaptive frequency responses and the potential for
omnidirectional coverage, thereby ensuring higher detection probability across
different operationlaconditions. Active systems can be designed to optimize their
performance in real time, leveraging advanced signal processing and integration
with onboard UAV electronics. This adaptability positions them as strong

candidates for future applications remug robust and resilient detection solutions.



However, the benefits of active systems come at the expense of increased

complexity. Power consumption requirements impose significant constraints on

UAV platforms, especially those with limited payload capacities. The systems are

also more costly, both iterms of initial development and ongoing maintenance.

The reliance on active electronic components raises concerns about reliability,

while the possibility of electromagnetic interference with other UAV subsystems

must be carefully mitigated.

In Table 16, disadvantages and advantages of the different types of solutions are

summarized.
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height. This facility was specifically

conditions while ensuring safety complianc
materi al , conststuetped § dtroyn feihkegyrhs provi de
containment for experimental flights whi

i nterfer éoraned atpetrred i1 g frequency.

The test area featured a predominantly

concrete elements,ctueattrngnairealmesnti ¢ emir x
ur ban operational conditions. This envi
measur emeenngeshalprovi ded val uabl e Il nsights
performance wunder realistic conditions

effects cannot be neglected.

The radar system was positioned at a fi
area, mounted on a stabilized platform
positioning provided opti mal coverage of

suffi piaemt | ee t-foi edwo i aef freecars t hat coul

measur ements. The radar | ocati on was s el

mi ni mize wunwanted returns from facility

sigin@allutter rati.o for drone targets



Netted Area

Fi gaoPe ct urhetotfedtheeaversity of Naples Federico
Teducci o.

7 .P3a.ssive System Radar Configuration

The measur ement system for passive enhan
SDKI T 240BarfFrdM@eWSR dar operating at 2.45 G
selected fa@refinsedsaftwatecture, whi ch el
adjustmentti mend dateal processing capabili
experi ment al progr am. | tc tiesd irnapdoarrt afnrte qtuoe
2.45 GHz, with its corresponding wavel en:
drone detection as ditmeappomac hpeost etnth @ a lt |
measur ementTahLteérue paccryt. s t he characteri st
measurement system, hi ghlighting al so wh

suitable for drone detecti on
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FigatePl ati"ombatiédral Corner Reflector.

The mounting system for the corner refl

mi ni mize interference with drone flight
el ectromagnetic orientation. A | ightweig
suspend theneafhedther drone fusel age, p o
aircraft's center of gravity while ensu

compl ete mounting system added 0.78 kg t
kg capacity of theppdat,f sdehtorsieme fEOA0 tFreo e x

but representing a significant fraction

7. 3Pdlssi ve Tests Protocol

The passive enhancement test protocol wa
contribution of the <corner refl ector fr
returns, and the drone's intrinsic RCS.
Tabl&ere implemented to enable quantit at
effecti WNiegea) &and (b)), an example of the
reported.
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Tabll8 Configuration of the test performed with
] Pri mar y .
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(b)

Fi ga#a2zeConfiguration of Testb5 (left) and

7.Bassive System Resul ts

The data processing was performed i n MAT
The intensity of the received signal ver
for the Testd4d eDOppltdeér athapm hdaex Raemmeanal y

As indicated previously, the initial p h e
establishing baseline performance charac
met hodol ogy. The polystyrene support str
radar rreotsuisr ntsheacmeasur ement range-s; conf i
reflectivity mbug43a@agrppatfedma Etomparis
Testsl1l/ 2/ 3/ 5.

143
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Fi g#4a3eCompari son between t he-Araenag ewiptrho fTielse 2gf Ttelsd 3e

Test 5

I n radar and telecommunications, | eakage

unintentionally couples from one component
reducing measurkEeMEWtadacscsyr doy. ilnmst ance, | e
when a portion of the transmitted signal d
degrading the wuseful target echo. Mor e genc
the | oss of isolati on olretbved evre etnr adn & rhietrteenrt &
which results il owiemn ttamwogesaed nrcaet iaon.d Tay pi cal |y
when t he TX sawrrde RXotanweelnilnasepar at ed.

As concerns radar signature of the DJI Matr
both static (Test3) and hovering flight (T
measur eme-Doppl emi csbgnatures from the rotat.]
been edbseriNough detailed analysis of these
current resear c hDo pHolweerv epr, 0o dehses iRnlagn greeveal ed
modul ati on effects, but mpeevemtiececddetaamiglee

characteriizawalonr otffon ndoewt ri buti ons.

The comparative analysis between drone meas
reflector demonstrated measur abl e enhanceme

the comparison in the hovermfnrgo motdhee rtehdeardr



equi pm&Eng4ddiéesn possi ble to appreciate the

di fferent test configurations, with visi
corner reflector is present.
The reduction of peak amplitudes obseryv

Matrice 600 can be attributed to several
of the corner reflector is strongly depe
averageedeRC&aet he el evation angle incre:
drone is not perfectly aligned with the
degrading the overall performance. Anot h
RCS peaks 1Isevdlheofhimbl tipath interferen
enhanced by the PpAresae nscter uacft utrree Ne tntadd vy,
l i mitations imposed by the 150 MHz bandw
1.0 m resolution whphyhsiicsal c odnmpneernash loen st oo
significantly affect measur ement accur ac

observed radar returns.

120 T T T T 120

Drone off + PS
Drone off + CR + PS

Drone in hovering + PS
Drone in hovering + CR + PS

110

Peaks

90

80

Magnitude [dB]
Magnitude [dB]

70

60
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Range [m] Range [m]

(a) (b)
Fi g@4d4Compari son between the range profile of dror
(a) Drone in static mode (Test3 & Test5), (b)
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As conclusion of the results obtained with
the environment al I i mi t athabet®s i denti fi ed S
Tabll9%unsmary of results obtained during tests wi
Limitation Ef fect Des({ | mpact on Me
Netted Fac High multipal Signal disto
returns
Radar Freque Wavel ength ( Reduced mea
accuracy
1.0 m resoluwu l nadequat e
Range Resol . . . i
drone di me| di scri minad
El evati on AngPer'formnce' deOperational u
increasing
Background Peaks at 27 Measur ement
structure
7.Bxperi meandét Sedaoalpogy: Active Syst
Based on the system requirements, which wer
Standar § 9.6ajmudi ddeai | ored to the objectives o0
configurati BiguredSiwvhestdeat gdedn
( DRONE PLATFORM
Power System Propulsion System Flight Sensors
6x TV47S/TB48S 6x SmartESC motos propellers Controller GPS- Compass
22.8V LiPo Battery DJI6010 + DJI 2170 DJTA3 Pro IMU Pro
w(:f,i ::L?ﬁii:ll}le Hexacopter Configuration Tlll)le Redlind;}nq RTK Support
6kg max payload 3x IMU + 3x GPS
Communication & Payload
Lightb{idgez SDR Payload Data Stqrage C,}zfllt?sltli:r
2.4 GHz Research Real-Time "
- oo - DIJI Controller
km range Equipment Recording .
+ Mobile App
| _J
4 )
v GROUND CONTROL STATION
Radar System Control Station Data Processing Operator Console Display
Target Detection & Mission Planning Signal Analysis Human Interface Video Feed
! Tracking Flight Control Real-Time DSP System Monitor Data Viz )}
Fig4bseSystem Configuration of the experiment wi




The test equipment comprised the foll owi

- DJI MATRICE 600 PRO;
- HackRF One SDR9;7TJransceiver
- Ancortek SDR Ev[@a9.&Jation Kit 2408B

The sodefwiareed radi o requires dedicated sc
demodul ati on. The HackRF One is compat.i

devel opment platform that provides signal

The digitalopkocwasasendewel oped in C++, W
bet ween bl ocks was[ 8E2(1]e@NuUtRadiicn &lyltdvosn
configuration of sampling rate, carrier

settings applied dur iTae2d he tests are sul

Tab20e GNU Radi o parameter setting for the exj

GNU Radio Settings
Parameter Value
Frequency [GHZz] 2.54
RF/IF/BB Gains [dB] 40
Sample Rate [MS/s] 10
The experi ment al met hodol ogy involved po:

ar ea.:

- The first computer was conneltd¢@mddt o t I
the drone, transmitting the desired c
GNU Radi o, aKlgurediil(w9trated i n

- The second computer was connected to
throug®ha&sDR softwar e, both transmitte
radar and recorded the response signa
i Rigured7i ( b)) .

Usi ng-SBE®OBRpPMCW i gnal , W)ewasa toaesnmi tted
ground radar at 3.58 MHz with aocaardri er

system retransmitted the signal back to
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the dwr onne alnd the returned data were acquil
Acqui sition) Sycsdmpio deDAAQof measurement har dw
with programmable software. It iIs important

radar corresponds to the sum pfamndethretive

passively reflected sibghal from the drone' s
/ Ground Radar System\ / ONBOARD SYSTEM
SDR-Sharp
AE—
Transmitter

Receiver
Xr

Transmitter
Xrrrsignal

Carrier: 2.4467 GHz [ Antenna: Installed under the drone ]

Modulation: 3.58 MHz FMCW /] Q)eration: In-phase signal transmissionj

Xy = FMCW

~ 7

Receiver
Xrrr + XgrR

MATLAB™ Processin
Data Download Sianal Analvsis 2 Results
From DAQ System 1}?}{? - la ysxs RCS Analysis
Raw Signal Data o natysts Enhancement Factor
RCS Enhancement

Figa#aBdeTest Development and Procedures with the

Foll owing the acquisition, the data were d«
MatE &amvironment for detailed signal anal ys
schemati cal | figureds.Ar ¢ senmtaenc nit @& | requirement
radar-seatoisesn enhancement is that the actiwv
reflected signal s remain i n phase, ensur

maxi mizing the effective radar return.



(@) (b)

Fi ga7TeExperi mental setup for the tests with the
computer connected to tlearSORt he achrsared ;ve(b) ncsdmfl
the second computer connected to the A

7. 5Adti ve System Principle for RCS

As discussed in the previous section, the
on modi fications of the targeRCSI.Lhgeometr
underlying principle of any active syste
equaéxpmnessed btyhe 1c9a)s.e of an active enhal
received by, tdaed dekéeécer ansmi tit, e d amo vbeer r

expressed as:

noo0on = (29

noan (26)

WheiQe s the gain of {tQhes delei caemprla cdeaicvaeri oa
active system between the receiver and

espressions yields an equivalent radar e

5§00 -—=. (27)

Comparison of t his expression with the

derivation of the equi,:alent active radal

149



00

, " (28)
T
Furthercreomr eal so be expressed in terms of th
transyarnd err éYaesi:ver
QYY"
yw — (29)

These formulations quantitatively describe
radar-seatoisen by amplifying and retransmitt
i ndependently of the target's physical geon

for evaltuatei eq@hancement performance.

7. 5S&2f.t ware Defined Radio Principle

The&DRs a radi o communication syst-em that er
based components for the proc[elsOs2ihlgi sand cor
architecture is primarily composed of two f
(RFEand the digital backend.

The RFE encompasses the antenna i mpedance
transmitter, and includes al/l t he anal og c
highoal ity signal s. The digital backend, i
Programmablye (GFARGAaArBeanpoak Prpopcexogora (GPP
Di gital Si gna)l. PAnoocnegs stolre s(eDSdPpti ons, t he F
preferred due to its reconfigurable | ogic g
high power efficienlcy02dmur trhoederaeteaidomsst an
architectur dg 1ar24dT haev aiinlhaebrleenti nver sati |l ity an
primarily afforded by the FPGA, make this c

the objectives of the present project.

The advantages of SDRs [claOn3 ,bled 4sjlummar i zed as

I . Flexibility: Controlled via software, 1

configured for different applications.



the software can adjust the RF carriert

frequency, and forwa)y dt echmirquestr, r etch
mi ni mizing interference with other <co
ii.Common Har dwar e: SDRs allow the subs:H

with COTS-paur ppsmrerhalr dwar e, simplifyior

design.
iii Reduced System Cost s: Thi s benefit é
sof t-wased flexibility and the use of ¢
However, sever al ' imitations are al so pr ¢

i .l ntegration Challenges: The hybrid na

RF front end and a digital backend, <ca
domai ns. Mor eover, t het dpiegriftoarlmaana@mrev eorf
(ADC i mposes a maxi mum frequency | i mit

ii.Dynamic Range Limitations: Some SDR
range, defined as the ratio between
small est usable signal

i1 Software Development Complexity: I mp |
target Ssystems remai ns chall enging,
effort.

7. 5R8Bswlit® Active System

The active system testing inclaetededi x d
i Mab2llective System TestaS®snefs gurmaetli bog mance un
condi.t iTchres results showed varying | evels
specific maneuverFilgdigreg performed (see

The baseline performance i s established ¢
condition but with active rotors. This c
evaluating the i mpact of flight dynamic

hovernfniggwmati on (Test T2) demonstrated t

active enhancement during typical oper at i
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Tab2le Active System Test Configurations

Test | D FIlight Cong Type of man
T1 Stationary wi Active respo
T2 Hovering con Active respo

T3 & T4 FIight with g Active respo

360A rotation
T5 . Weakest respoqd
axis
Data acqui si )
T6 ) Active respo
|l andi ng

During the 360A rotation of the drone at

reduction in the system response was obser\
l anding gear. This outcome illustrates that
pl atda@ammexert a significant influence on t
system's antennas, i nducing shadowing and

enhanced performance.

Rotational testing thus highlights intrinsi
from the interaction between antenna patter
performance degradation underscores the cri
andi eort ati on of the active system antenna

achieving optimal functionality.

I n contrast to passive corner reflectors, |
by predictable geometric factors, the orier
primarily governed by electromagnetic effec
geanegaetes shadowing that reduces both the
radar and the effective power retransmitte
enhancement

The efficacy of the active enhancement syst

constructive interference between the acti\



cresesstion enhancement i's attainable onl
emphasi zing the pivotal role of phase <co

system operation.

Moreover, the validation of the active en
analysis of the signals received at the
amplitude distri bEBt gdBeorarsesiplolnsttroat mda s
responses associated with the active sy

conditions, confirming the feasibility of

Spectral amplitude distribution

T T
0.025 - First Case
Second Case
Third Case
Fourth Case
0.02 - | | Fifth Case
Sixth Case
3 0.015F
2
="
=
<
0.01

0.005 -

B '

3.5785 3.579 3.5795 3.58 3.5805 3.581 3.5815 3.582
Frequency [Hz] 108

Fi g448ePeaks oadmphelti sdec¢trudli on for eachbda&rsd with

As conclusions, the active enhancement
fundament al principles of signal detecti
al | test configurations. Coherent signa

i nci dent sr ddearm <-bhges eglr oAunncdor t ek system we
achieved using the HackRF One SDR pl atfor

each test conditi on.
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8 Cooperat-AgentMuBystem for Aut onomou s

Target -SitmuSdmired Ur ban Environments

The evolution of autonomous systems in def

i ncreasingly focusgenotnacocbpeéeatiuvesmuealapiabl

i n compiséexucgemied environments. This chapt ¢
val i dahte o%. ARR.tItAMPRASwWarmci al I ntelligence)
addresses the fundament al chall enge of au

~+

hrough heterogeneous platform cooperation.

and terrestricadn roodloltabco rsaytset eenfsf ect i vely t o
track targets in realistic urban scenari os,
autonomous surveillance and reconnai ssanc:
presented here valntdapersf dromandedarwd doual | agd
behavior, establishing a -acgoermptr ethaerngseitv ed eftreacn
systems that can adapt to dynamic operatioc

-~

obust per f orwmoancde cumdsetrr arienals .
8.3warm Robotic Systems

Swarm robotic systems, particularly those

-~

epresent one of the most transformative de

unprecedented operational capabilities whil
techndcapenati onal chall enges [tlH&t]JA demand
drone swar m, defFiimgend i mgg ASmayt oWarReconfi gu
constitutes an emerging concept involving r
unmanned aeri al systems that operate as a
obj edtliowdlat her than simply coordinated dro

represent cooperative robotics where drones:s
autonomously change their behavior, exhi bi

that surpass i nideisv.i dual wunit capabilit



Th
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w h

co
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ese systems excel t hrough di stributed
pabilities create comprehensive data c
il e parall el processing dramatically r
sts thasni ngdmplpelxat f or ms. The most si gl
ceptional fault tolerance, where indiv
rough task reassignment, ensuring miss
si g[tladn5c,el.0 7TAIOS8] scal ability operates t
endnictal configurations and heterogeneo
mbat , reconnai ssance, communicati on, é
erational effectiveness.

wever, t hese advant ages cC ome wi t h i n
oportional |l y 1Wi5t, hl CHyhs treorh soaripd exi ty es
mbers grow, making effective managemer
all enging, requiring advanced command
ordination”" where coordinawaom @&la¢ me @t

actions:syBhemhumarrface presents sighni
rge, complex, or heterogeneous swar ms f

man operators, potentially |l eading to

accurately predicting swarm behavior whil

mitations further compound these <chal

i nformation processing capabilities with
i nu@i tmucnoint ati on creates vulnerability t«
di srupt coherent functioning.

Autonomy | evels ranging from "human in t
i ntroduce ethical and security dil emmas,
algorithmic errors. Current hardware | i
equi pmemntti orness,t r9i ze and wei ght constrain
onboard computational capacity restrictic
systems requires comprehensive regul ator
safety while atdreabiogntegabs. and e
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I n military contexts, swarm robotics repres
fundamentally transfor ms battlefield dynan
def enses wi t h -teotdrnaatdachksel| ticreating
reconnai ssantcepmeviwbe keommpraehensi ve situat.
establishing resilient communication infras
i ndi vidual uni t |l osses. The psychol ogi cal
understated, as swarmsycwbate fhoerraddsunk
makes traditional cpbanod gvromse a siumpecsr tiame fl fyg ¢ ts
execute precision strikes against mul tipl
numeri cal superiority overwhel mshreaftensi ve
scenpflD65F

Moreover, specific military defense applica
swarm systems. These swarms offer rapid are

sensitive zones or safeguarding carrier ai
highsk areas. A notable early kx@a®&dple is t
ai med at designing, devel opi ng, and testin

agai nsthagreadunmcdadar detection.

The objective of the following project is 1
|l aid by previous work. More specifically, i
equi pped wiAtld&andadManlktielde Learning ( ML) capa

following key goal s
p Testing and validation of swarming | ogic

p Devel opmentUnonfan@euwWntAdrr crajt sSyategmseg CL
based on machine | earning techniqgues

p Autonomous target recognition and cl assi

This evolution aims to enhance the adaptabi
enabling more sophisticated behaviors I n

environments.



8. Bxperi ment al Setup

The experiment al set up -agremlto yssy sa ehne tdeersad g

simulate realistic operational scenari os.

p Two autonomouSTANIrS dAi ¢drean)e & i gnud e
49 b)) equi ppetiwdalls geEs@a tsr, o whi ch f or
is ZED1DI]

p One terrest rFiigl4MQecobot wi(tsheegr ound rec
capabilities, equi pped both with c¢cam
Camera, that for thiplapplication is

p ThrieAkS arget s, t wo apnr@owei ddeJd HWwa vRSV Ent e

pl atfor m.
p One mannequin target.

Two drones STANI S wor Kk as autonomous aer

terrestrial robot within the prepared ur
ZED 2i c ame rapst ifcoarl etlaercgterto det ecti on, w h
i ncor porraarteeds senfsing capabilities for tr
artificial intelligencgtipcalceslsamgctopri at
consi stent sensor modal ity batr oaslss ot heen

characterisffication tamhe icdawsti fi cati on o
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(b)

(d)

Fig49eMabent dseyssitgennred t o si mul ate realistic operati

STANI'S equi pped with camera ZED 2i, (b) Drone targe
camera ZED 2i and one I R camera Optris Pl 640i,
The experimental environment features a con
retalme visibility over algorithmic processEe
generation procedures, and continuous syste
8. 2T elam
The experiment al validation employs a dist
specialized facilities, each contributing
framewor k. The AReparto, Siprerimentf abhmwadi k Vo

RPW prpijeditde pri mary devel opment environme
Laboratory, which supports programming, de
activities. This facility includes an i ndc
controlled flighstéemsvahgdandonnptoaédur es.
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University of Rome Tor Vergata <contr
Il cated to algorithm devel opment and
hi sticated indoor test ranges that en
troll ed abhdwi hgnsf or iterative al goi
| oyment in more complex scenari os.

Uni ver siAdyv amfc eda pMeetsr ol ogi cal and Te
tCeSMA(f aci |l ity provides the most compr
ough its Laboratory for I nnovative FII
anced testing protocol s and extended
l udes both outdeali sest opageaesi 6nal S
Galkt étindohetl d, whi ch aeaxcarmhmo deatneosn sit a rag
final systemMoméodat j ohhexentegeatio
sor and the automatic detection throu
t est environment undergoes systemat
rati onal conditions while maintainincg
ndardi zati on i ncludes t he i mpl ement a
i gned to elvims malt ei hackgirouemdci es t hat
orithm performance. Wa | | and window
ual artifacts that mi ght introduce d
onomous scanning pmoeedumpeé=s. oThaofwi ¢ e
set up.

Audience Area  GCS
Audience

(a) (b)
Fi gb®d eDEMO Scepari o Set
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8.3.MethodologyandWork

To organize as wel |l as possible t)hhe divisioc
has been dr aTak®ld?e as shown in

The methodol ogy I mplements systematic work
technical aspectsagpéeént heystoemperlanfivaestmud ¢t u
(WP 1) establishes t he indoor test range

environmerntoanl. plragmarn atdeV e lpamme dtes( Whe t hre
platforms with-oapapprcapr ichtaeg aetecisovics for
validati on.

Pl atform devel opment encompasseB83)aut onomou

sensor integrawipomchodbr abdt h né0elgedoanapabi |l
terrestrial r o BObt) Fp rgddiresa menhi onvgn (aWPd e monstr at
how t he 1 maopet ifcoal eserncstaro training has been

(b)

Figbtel mages acquired to train the ZED .2i for the a



Cooperative behavior i mplementati-on incl.
06) and dat al i AOk7 ) i nftoargreatht emo m(mMWmBRi cati o

coordinati on.

Artificial intelligence algorithm develo
(WP 8) , autonomous |-0Byarwndeneratl on a( YeE
(WwWR 3) . System {1010 e gernastuiroens (sV8Paml es s ope.l
pl atforms mandwhli geristpleci ali zed capabilit

system i nt-h)y adndnayytWwwrnomous payldad depl

Tab22 Work Package Status Matrix showing compl eti
each WP

Infrastructure devg
WP0 1 range with scenar RSV
environment al p

Devel opmenbpbdicé&l

WP0 2 characteristics fo UNI NA
validati on
WP-0 3 Devel opment of two RS OR VERGAT
I ntegrationopwbitdalof
WP0 4 t wo autonomous dro TOR VERGATA
terrestrial r
WP-0 5 Terrestri al robo TOR VERGATA
WP0 6 _Cooperat|ve be_haV| TOR VERGATA
includes swarming
WRO 7 Datal|n_k |n_t-azg;erait AL L
communication and
WPO 8 Devel opment of t_he_ UNI NA
target recogniti
WP-0 9 Autonomous | ibra UNI NA
WP-1 0 Al gorithms int€g ALL
WP-1 1 Payl oad release s RSV UNI NA
WP-1 2 Aut onomous payl oad RSWNI NA
WP-1 3 Devel opment of the UNI NA

recognition al
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8. 3Tilmel i ne

experi ment al campaign followed a struc
I ni ti oMar(cFre b20u2a4)y t o fi nal demonstration
ses are:

Al gorithm devel opment aidMaypl 2024y m const
System i ntreiggroareosubsn igdn@daehe2024)

Final refinements and demodomOgttrodteiron pr e
2024)

s phased approach ensured balanced deve
|l e preserving system coherence and readi
rative testing and refinement throughout
ust pentfher mamad atemonstrati on, val i dat.

operational reliability.

8. 3Li2ve Tri al

simulation is divided into three phases

Phase Aut onomous Exploration.
Phase Minbdial Cooperative Target Engagemer

PhaseD¥namic Target I nterception.

8. 3PBase 1: Autonomous Exploration
initial e X pFeirgibnpeenvt aall i dpahtaesse b(asseiec aut ono
ection and l i brary creation capabiliti
onomous drones <conduct coordinated aeri
par bBldinke scenari cEO/ smRgd@ibnge thrgets pos
oughout the wurban environment. The expe

cmi nhtie tdyur ati on constraint to ensure o

t est i ngebl ves§ tiwe Bakenomous drones ir
nario and its exploration. The | ibrary
ovation of this methodology, i mpl ement i

raries bwsed aesgqbpbéedatl ebbracteristics.

erates comprehensi ve target profiles S



operationst,i mei tdhat ababke I ntegration and
validati on. The phase concludes wi t h

demonstrating complete mission autonomy |

[
©

S
: 8

=
| O
O O

Figb2eScenari o example of the first phase

8. 3PMase 2ModMUl tCiooper ati vte Target E

The second expeFim@Bealhntpbdseegseeoper at

bet ween aeri al and terrestrial pl atfor m:
detection capabilities. This phase empl
terrestrial robot conduct s | daydtoinvoanotuasr gseet:

demonst r artoidnag mswelntsior f usion and cooperat

The experimental procedure begins with
positions while the terrestrial robot [
exhibiting ther mal signatur es, Il i ke a ma
make t heonr ecaginart.i Upon ther mal target i

determination enabl es coordinated aeri al

The second phase of the ievepdarnifroemtatd emor
bet ween het erogeneous pl atformakand v al

al gori t hmsmoudnadle rs enmuslotri condi ti ons.
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Figb3eScenari o example of the second phase of

8. 3Rbase 3: Dynamic Target I ntercept:i
The final e X perHingednitea & d dorheasssee s( stehee mo st c h

operational scenario through dynami c aer i
vali dates systedmiandaptasipiohistetycapabridéalti es u

i nsertion scenarios thattisonsul ate realistic

The experi ment al protocol begins wi t h ae.l
operations over the designated scenari o are
creates unpredictable target engagement cor

responseatainadn .adapt

The interception procedure requires both ae
and engage the incoming APR target, establ
protocol s. The sy sttiemme dteawoquestt r atreass kirrea,l

mai ntenance,ryoageduessotthroughout the APR | a
phase validates the complete operational C

through final target ground contact.
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Figb4eScenari o example of the third phase
8 . Hi.nal Consideration

The S. APR. Al project succeagdnt | yy ytaed mgd a
autonomous targettrdetaeactidomuribmansemivi ront
phase experimental protocol demonstrated
basi c exp@lymraartiicont atra et i nterception, wi t

compl eted within timeline across three i

Key achievements include -ospuccceasls faund iinntfe
sensing across heterogeneous platfor ms, e

and -triermel cooperative behavior protocol s.

performancé hennthbht et pwperati onal constrain
operational readiness through public dem
The met hodol ogy establi shesagantscalyashleen
devel opment , with systematic approaches
fusion providing valuable insights for f

of autonomohbhsatwrgenerati on represents a

adaptive surveillance systems in dynamic
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The progressive complexity approach provid
applicable to future autonomous system pro

evaluation with operati onmadr | rde adda pmlesysmeagd s
scenari os.



9. Case Study: Surveillandeependent Operations in Campi Flegrei

Area
This chapter emphasizes the essenti al ro
management of ur ban i nfrastructur e, pat
significant natur al hazards. It i ntroduc
extensi we flawialdeki ni nspecti on, devel oped 1

c o mme rUcAiValn d photogrammetric techniques.
particul ar novelty as it represents the
within the context eqf tswer\wdiyl |daenntoen sd a md |
reliability of urban risk management i n

performance of such technol ogi es.

The methodol ogy is validated through 't he
approxi mat enrhoyr el Ot Hkam |Idf0 g f acades situat
evacuation routes in the Campi FIl egr ei b
conducted within the framework of Iltaliarl

i n bradysesmic zones.t hlehissc ad mmpliil d &tyi ocann di
efficienbgsed JAVWveill ance in densely bu
revealing thenfrashnucaluralnddeapendenci es

depl oyment .

A central technical chall enge addressed |
sat eblalsietde navi gation signals in complex
Aur ban canyons. o0 To this end, a compl emer
estiomat iof UAV positioning errors t hro
photogrammetrically derived positions w
provides both methodol ogi cal gui dance ar
mi ssion planning and -dagkedssensmeénonsgnd:
Overall, t he chapter choansterd bmmé £k o dtool oad \
structur al mondgrtomd ngr bhaan haomtraxt s whi |
positioning this first case application

and managindepaedenbeesmaseduirner dasaancet L
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.Background and Regul atory Framewor

objective iIis to operate within the freaé
nerability Assessment of Bradyseismic Ar
|l ding facades along evacuation routes t
togr ammetsrsicmmgpr The aim was established
ween the uni versity Net wor Kk of Uni vers
uctur al Engineering (ReLUIS) and the Uni
Ce SMA.

order to establish an efficient and stan
buil ding facades, covering a-phasal exten

kfl ow w&ksgapei gned (

Mi ssion planning and regulatory framewor

Preliminary inspection site inspections
facades, the surrounding environment, an
or obstacl es i s required. Thi s eval uat

preliminary flighg¢g. pFant hermeaeh bheéel dl a
the operational environment, whi ch compi
or proximity to airports and sensitive
The nationali ghtat $§er mesl asrt dey nafnfiicci al
airspace maps and regulatory constraints

the application of appropriatieskni ti gat.

contexts (e.g., potential aerial conflic
to tempoiratridiyr gmpgasde. The choice of flig
the environment al context . Aut omated f |

significant time savings but requires ad

reduced speed. Conversel ygyrembeauvalopepate
responsiveness in handling unexpected ev
strategy must guarantee sufficient i mag

specific attention to the sensor wi t h

mul ti pl e ecnapmeoryaesd .arlel ti mately, the sel ect



and flight pl an must bal ance safety
technical standards for reliabl e fa-a

i Mi ssion.executi on

Mi ssi on execution I S contingent on
particularly wind, pr-eci ght acthewcks and
| aborat ogiyt eenweroinfi cati ons, encompass
functional i ty, arntdi aclal mebarsauri eoome notf ut rhiet
During operations, the remote pilot
obstacle avoidance and, I f necessary
emergency. Upon completion, data inte:q

redamtd survey missions.

| iDia.t a processing and. photogrammetric o

The acquired i magery must be processe
tailored to infrastructure reconstru
designed for mapping or precision agr.i
of point ¢l oudsr,emeed emsr,t hopdh agtems .e f Teh e
subsequently integrated into)atGeogr e
monitor progr ess caadleosn ga ntdh et os usruvpepyoerdt f

pl anning of future operations.
i Data storage and dissemination.

Given the sensitivity of the processe
platforms with traceable wuser access.
avail able not only to the instituti on:

but also tonghentomwmi ssi oni

Mis_sion Data
plrigr&'lg?o?;d Mission processing and Data;ggorage
framework execuition photogramme dissemination

ric outputs

analysis

FigbbeDi fferent phases of process devel
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9.2. EquipmentConfiguration

The operational campaign spanned a total of
81 mission hours and 35 actwual flight hours
of the designated target structures, Corres

ext emrcsoipree asnd duration of the campaign enabl
empirical dat aset, suitable for met hodol og

mor phol ogi es.

The survey was conducted usfihixZhlowbDJIli nMavi c
Fi gbmlequi pped with #srensoteg@nrathed edtuad e sp
designedspgeoat maull tiinfrastructure assessment .
4 8negapi xel CMOS sensor wiilft h1l l1la) , v acrai paabbl | ee aop
capturisregohiugmsprecuirssimblienagery with enhance:
The compl ementary t her mamhegaenxei umcomp @
mi crobol ometer with an 8.7 mm focal l ength
maps of bawdielsd i snwgi tfasdbl e f or the identificat

moi st @lr@t ed anomal i es.

Fi gbB8eDrone DJI MAVI C 3T and Ground Control

The sleemsor configuration enabled simultanec
cogegistered RGB and t her mal dat aset s, el i

i nherent to sequenti al Il maging and mai nt a



Sspectr al domains. This i-ptegeasi oy Wwarckif

ensuring bot h geometric alignment and
prol onged operational periods.

Mi ssion planningUgv@S sebtrdteded ousihg cap:
automated waypoints and confogure mampack|
mode The software optimized flight ©paths
ground sampling distance (GSD), and over.l
override functionality for complex urban
I ncor poi aetmeadb srteaacll e detection and adapti\
enabling seamkbewsehraonsonhomoasas and manua
hybrid approach proved essenti al i n ur
infrastructure, interference vegetation,

Photogrammetric acquisition protocol s r
bet ween consecutive images, with forward
by the more restrictive field of Vview o

strategy enmsteecdumbendef tie points for

mai ntaining accuracy even in compérx mor
acquisition was synchronized temporally
bet ween datasets. &SDocathel saspeonti aatbar
to ensure sufficient spatial resol ution
across both spectral domai ns.

FI ight altitudes watrealgpmmtbo@e! yr maindt dier

bal ancing spati al resolution requirement
GNSS signal availability. Dynamic altitud
GSD across varying terrain elevamions w
architectur al obstacl es. FI ight mode se
compl exi ty, wi t h aut onomous control pri

i ntervention -eimptlderesi tiyn zhoinghs . Thi s ad:

optimized opecgt wonalk ehiintiai ning safety
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Overall, the campaign genesnagedradpr maigmat e

(RGB and thermal), suppl ement ellaskeyd an adoc
acquisitions for architectural features reg
The processing of the acquired i magery was
products for 3D reconstruction of the build d

- Point c¢cloud.
- Facade orthophotos.

Sever al software solutions were evaluated
out put s, including Pix4D Mapper, DJI Ther me
and Agisoft Metashape. Based on the specifi

Met ashaepkewiasd sas the most sui-fabl etgoftwal
resul ts. Some examples extracted from the
il lustrate thée&imgé@xwl)t ao bptoainnte dc.l| ouldn of a f a

whereas in (b)) the orthophoto.



(p

FigbreExample of (a) point c¢cloud of facade (b

9. 8avigation Challenges in Urban ¢
The depl oy Aeanste do fmoWAM oring systems in d
presents a series o f critical technica

positioning accuracy and navigation rel.]
il lustrataeditcthe uegrdtaemntc atnoyon effects can
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of GH&pendent operations, thereby- reducing

assisted infrastructure surveillance.
Throughodaytlhbhependnati onal campai gn, mul tiple
degradation were documented, particul arly c

streets borsderredd bwirmulitnigs. These empirical

wi t h trheet itctad o fr amewor k outlined i n t he me
classifies ur ban environments into nine di
height and street geometry. This correspon

classificati ofnurstyhsetre mv aplriodvaitdeosn of t he met h
and highlights the dmacedsistwr vefy a&damttiergg e

mor phol ogical complexity of wurban contexts.
9. 3GNNSS Limitations in Urban Canyon E

Thecabled urban canyon effect represents on
UAV navigation in densely built city envi
buil dings obstruct|[ lolr3]Jafetfdrecrn e SGINIStSI nsg ginm | 3¢
|l oss or significant degradation of positi ol
to the obstr-otighn dftwkenl the receiver an
reduces the number of alvac & laibz &t isoing nail 150 ras
addi tion, signal reflections from building
mul tipaf{hilejfifeber exacerbate positioning i
conditions, satellite distribution is typi
Dilution of )PracifaindmmebOR | parameter in s
guanti fies t he sensitivity of position e S

configuration of the safé@llb]jtes with respec

I n recent years, research on autonomous nayv
gained growing attention. Nonetheless, urbe
formidable chall enge. Extensive studies ha\
i nadequeade emvironments, and that iIintegrati

through data fusion techniqgues can effectiwv



For exampl e[ 1tdabhdéd raeustsheodr sn aivni gati on chall e
by devel oping a f[uzzayp aibn fee roefn ceev asl yusatte nm g
of GNSS measurements in real ti me. The ¢
out puts, such as horizontal positioning e
dual GNSS sensors mounted oncoi éebheb&iAWeeB)

expected and actual measur ement s, unr el i
excluded. Validation was performed using
reference. The methodol ogy was further e

Kal manefi that dynamically adjusted the m
based on the f JZZ) Jtshyusst eimmipsr oovuitnpgutposi t i
GNS&éegraded scenari os.

Ot her researchers laewnes ori nv edteigg atte d n mu

combi ni nghlGWUSESS awidt Li DAR t o i mprove navi (

with poor satellite coverage. Li DAR, 1in
mappi ng, all owing correction of errors
explored tightly coaptiede@dSStt AiSedyshaet
effects and satellite occlusion can be m
predictiveéelImo]Bali iladg ng on t his, a tight
i ntegrating GNSS, I NS, and Li DAR senso

compl ementary strengths of each system coc
as GNSS outa@gda0dE pleM$ memitfatlt val i dati on
confirmed i mproved positioning accuracy

met hods.

Beyond sensor integrati on, predictive mc
recognized as essential. Sever al studies
environment i msmnsigontahir eleui | di ng model s,

trajectoacggygn pbannptnigmi zed to maintain adegq
These met hodol-mngfiersemrmaeaned oD grewdel s of urb
avail abl e si ghtal dingt arnocaed waASD Fcnotsetgr at i |
mobil e mapping systems within GI'S and nurt

tools allow the identification of critic:
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e optimization of UAV flight paths and si
erational safety in dense urban morphol og
summary, autonomous UAV navigation in ¢
vanced hardware, intelligent algorithms,
ercome the I nherent l i mi tations of GNSS
amewor k, thpr ppesexnt a smedhodol ogy for e
sitioning errors in standardized urban co
areas where GNSS performance is particl
nstraints. The met hodoXtogrysiivse WBaAlVi dfaltiegdh
mpai gn, comparing experi ment al positio
frastructure inspection missions with th
tellite navigation metrics.

9. 3Ur2Zhan Geometry Classification for
e analysis begins with the <classificatioc
i mary parameter s: buil ding height (expre:
d street configuration, defined by the n
ree buwihltdicrag elgeoir i es are consi dered:

il.owi se structures with up to one floor;
i mi-di se structures with up to three floor

I thiighse structures with up to five floor:

ch building is further contextualized wi
ich can be either wunil ateral (buil dings |
| at er al (buildings on both sides of the s

.eheight class and street configuration,

e defined for evaluati on.

e i dentified nin€akdZa38es anel gummalr i pedpos

fluence of whether the adjacent buil dings



of the street i's assumed to be negligihb
considered to yield equivalent resul ts.
Tab23 Cl assification of wurban environments consid
street geometry.

Case | D First Street|Second Stree

Case | Lowikuwi | di ndNo buil ding

Case |1 Lowitswei | di ngLowilsuei | di ng

Case |11 Lowiwi | di ngdMi-di se buil d

Case 1|V Lowikswei | di ndHi gh se bui |l (

Case V Mi-di se buil dNo building

Case VI Mi-di se buil dMi-di se buil d

Case VII Mi-di se buil dHi ghH se bui | (

Case VI II Hi gh se buil (No building

Case | X Hi gh se buil ¢Hi gh se bui | (

Foll owing each flight mi ssi on, UAV tel er
reconstruct the executed trajectory in
Ground Legval t(AGlde. The acquired i magery
phot ogrammetry softwar e, which enabl ed
infrastructure inspection, namely point
processing, the sthdawaanetotibsizgd 1 mageai
positions, and t hr-matgdhhiang iptreorceetdiuwves, i me
positions within a | ocal reference fram
coordinates embedded i n t heorirmasgpo nnde ttaa a
UAV center of mass position. By i mposing
m for each positional coordinate, the di s

177



camera positions and the refined position:
workfl ow could be quantified.

I n parall el , tel emetry | ogs provi ded acgq
subsequently employed to retriawmressatel |l it
repositories. A dedicated GNSBatlMmwml ati on

environment, l ncorporating satellite orbit
mi ssi on. The simul ator enabl ed the recons

all owing for the an)alwissisbiolfi Ly neetowe &m ghat
UAV, taking iIinto account the constraining
geometry. Within this framewor k, DOP wvalue

altitudes for each mission.

The simulated DOP metrics were then compar
derived from photogrammetric processing, en
i mpact of ur ban mor phol ogi cal characteris
comparative d&analhegsideralvlaowen o f correl ati

environment typologies, DOP estimations, an



PHASE 1: DATA COLLECTION & MISSION EXECUTION

Mission Planning
Satellite Ephemeris &Execution Data Acquisition
(Open Source Databeses) (Urban Environment (Telemetry + Images)

Classification)

|

PHASE 2: PARALLEL ANALYSIS STREAMS

GNSS Image
Simulation Processing
(MATLAB (Photogrammetric
Environment) Software)
1

PHASE 3: VALIDATION & OUTPUT GENERATION

Line of Sight DOP Estimation Position Error
Analysis (height dependent) Calculation

|

DOP vs Position Error Statistical Analysis Operational Charts
Comparison (Error Characterization) (Height vs Error)

ol

Mission Planning Risk Assessment Advanced Air Mobility
Support Tools Protocols Operations

A 4

Figb8eFl ow chart of the applied methodo

9.@ase Study Analysis: Positionin
Configuration

ldan )

The first analyzed case study correspond:e
VIl urban configusabrpgpnbudket@iingdl| asated
street with structures present only on o

100 R&@Beismwere acquired at an automati c ¢

2 seconds, with a total flight duration ¢
processed in Agisoft -Memasbbpprpalorgeoersth
the targetThheuidrdbarmg scenari o was I mport e

OpenStreet Map dat a, with the drone traje
surrounding buildings HWiighup)ad i zed as or an:
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Figb9eUrban Environment in Case VIII scenail

The preliminary analysis focused on the GPS
LOS visibility of 31 satellites within the
conduct edMaw Ei€bgnmumeée cat EamdTAmltembh.a Tool box
Once the visible satellites were identifie
computed Mhatbdpghi ghei on Tool box, enabling t

Hori zont al Diluti)or ad fueBr ewirgiesmp ondD@R t o
geometry. Variations in HDOP were analyzed
results indicated that HDOP remained near|

(Fi g@pe












