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Abstract

The rapid proliferation of Unmanned Aerial Systems, commonly named as drones,
and the emergence of Urban and Advanced Air Mobility concepts have
fundamentally transformed the contemporary aviation landscape. Originally
conceived for military applications, drones have evolved into versatile platforms
deeply integrated within civil, industrial, and societal frameworks, generating
unprecedented challenges in safety assurance, security protocols, and surveillance
capabilities. The existing communication, navigation, and surveillance
infrastructures, architecturally designed for high-altitude and low-density air traffic
operations, prove inadequate for the dense, low-altitude operational paradigms
anticipated in future urban environments. This paradigmatic shift necessitates the
development of innovative, adaptive, and edge-capable surveillance solutions that
ensure resilient and sustainable integration of heterogencous manned and

unmanned traffic flows.

This dissertation systematically addresses the multifaceted challenges through the
investigation of multi-layered detection solutions, with particular emphasis on
radar-based systems and cooperative multi-agent detection approaches. Central to
this research is the comprehensive analysis of radar cross-section characteristics
across conventional and unmanned platforms, substantiated through rigorous
simulation studies and extensive experimental validation campaigns. The
investigation encompasses both passive and active enhancement strategies designed
to optimize drone detectability within complex urban environments characterized
by electromagnetic interference, multipath propagation, and adverse

meteorological conditions.

Beside technological contributions, this research adopts an interdisciplinary
approach by integrating socio-economic perspectives through innovation and
entrepreneurship pathways, demonstrating how advanced surveillance technologies
can serve as catalysts for regional economic development and environmental
sustainability. The work also incorporates applied case studies, notably UAS-based
environmental monitoring in high-risk geological contexts such as the Campi

Flegrei bradyseismic area, effectively illustrating both the operational potential and



the regulatory complexities of surveillance-dependent missions. Another case study
is the multi-agent cooperative detection system, which involves the development
and testing of a cooperative framework composed of drones and ground robots for
the autonomous detection and interception of targets in semi-structured urban

environments.

The research culminates in a comprehensive theoretical and practical framework
that synthesizes advanced modeling techniques, experimental validation
methodologies, and socio-technical innovation strategies. This integrated approach
contributes significantly to the foundational knowledge required for the safe,
efficient, and sustainable deployment of Advanced Air Mobility solutions within
the emerging paradigm of smart urban environments, establishing a pathway toward
the harmonious coexistence of diverse aerial mobility solutions in future

metropolitan contexts.

Keywords: Advanced Air Mobility, Drone Surveillance, Radar Cross Section ,
Unmanned Aerial Systems,
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1. Introduction

In contemporary times, Unmanned Aircraft Systems (UASs), better known as
drones, emerged as one of the most prominent component of the technological

revolution of the past decade.

Originally developed for military purposes, UAVs have progressively established
a significant presence within the civilian domain, where they are now employed in
a diverse array of applicants, ranging from precision agriculture to emergency
medical response, reshaping how society approaches mobility, logistics, and data

collection.

This widespread adoption has been made possible primarily due to the rapid and
exponential technological growth of the past fifty to seventy years, which surged
even further with the advent of the internet in the early 2000s. Indeed, this period
marks what is commonly referred to as the “Unmanned Aircraft Systems (UAS)

Golden Era” [1].

More precisely, the aviation industry is undergoing a fundamental paradigm shift
toward Sustainable Air Mobility (SAM) and Urban Air Mobility (UAM) and drones
in particular are increasingly regarded as central pillar of the Internet of Things
(IoT), a paradigm shift that has redefined traditional modes of living, These
emerging domains envision dense networks of both manned and unmanned aircraft
sharing low-altitude urban and peri-urban airspace, with applications ranging from
air taxis to autonomous delivery fleets. Such visions are deeply embedded in the
broader framework of Smart Cities, where mobility, communication, and energy
infrastructures converge to support a safer, cleaner, and more efficient quality of
life. Moreover, their low-cost nature made these objects highly accessible and
scalable. For these reasons and more, recent market reports estimate that the global
UAYV industry will reach between $27 billion and $100 billion by 2030 [2]. More
detailed forecasts project the global drone market will grow from $30.6 billion in
2022 to $55.8 billion by 2024, with a compound annual growth rate (CAGR) of
7.8%. Looking further ahead, Morgan Stanley predicts the global Advanced Air
Mobility (AAM) market will reach approximately $6.7 billion in 2025, $33 billion



in 2030, and grow to $1.2 trillion by 2050[3].

Nevertheless, UAM is confronted with a number of key challenges [4]. Unlike
traditional aviation, which relies on well-structured air corridors and sparse high-
altitude traffic, UAM will require highly accurate, redundant, and resilient
surveillance systems capable of operating in complex environments characterized
by obstacles, interference, and unprecedented traffic density. Ensuring safe and
efficient integration of UAVs into shared airspace is therefore a cornerstone

challenge for both regulators and technologists.

In dense and dynamic environments such as UAM, fundamental is the ability to
reliably detect, track, and manage UAVs in dense and dynamic environments.
Traditional Communication, Navigation, and Surveillance (CNS) infrastructures,
designed for large aircraft, face inherent limitations when applied to small drones.
Most notably, the Radar Cross Section (RCS) of small UAVs is orders of magnitude
smaller than that of conventional aircraft making them nearly invisible to standard
radar systems. Typical small UAVs, often constructed from plastics and carbon-
fiber composites, exhibit RCS values in the range of 0.01-0.1 m?, compared to 1—
10 m? for light aircraft. This dramatic reduction translates directly into diminished
Signal-to-Noise Ratio (SNR) and shortened detection ranges. Consequently, drones
may remain undetected until they pose a direct risk to critical infrastructure or
airspace safety. In addition, urban environments introduce unique electromagnetic
(EM) challenges: multipath reflections caused by buildings, clutter from ground
vehicles, and interference from dense communication networks further complicate
reliable detection. At the same time, the growing threat of unauthorized or
malicious drone use, which range from privacy violations to potential attacks,

heightens the urgency of developing resilient, multi-modal surveillance systems.

From a scientific standpoint, the investigation of UAV RCS behavior advances our
fundamental knowledge of EM scattering phenomena in unconventional, complex
platforms. Small drones often exhibit stealth-like characteristics; these arise not
from deliberate design but rather as an inherent by-product of their compact size,
lightweight construction, and the extensive use of non-metallic composite

materials. Consequently, the rigorous characterization of their scattering signatures
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contributes significantly not only to the domain of UAV surveillance but also to the
broader disciplines of radar target modeling and the development of counter-stealth

methodologies.

From a practical standpoint, the implications are considerable. The seamless
integration of drones into civil airspace necessitates that regulators and air
navigation service providers establish frameworks to ensure safety, security, and
system scalability [5]. A failure to develop dependable surveillance capabilities
would erode public trust and ultimately impede the widespread adoption of UAM
technologies. Conversely, the deployment of robust, multi-layered detection
systems, which synergistically integrate radar, acoustic, optical, and cooperative
surveillance technologies, is pivotal to unlocking the transformative potential of

UAVs across critical sectors:

e Public Safety and Security: Enabling the rapid detection and mitigation
of unauthorized drones in proximity to airports, critical infrastructure, or

public gatherings.

o Environmental Monitoring and Disaster Response: Ensuring the reliable
and safe coordination of large drone fleets for missions in response to

wildfires, earthquakes, and other natural disasters.

o Commercial Applications: Facilitating the safe scaling of drone delivery
services and automated industrial inspection processes without

compromising the integrity of shared airspace.

Hence, this dissertation research aims to bridge the critical gap between the inherent
limitations of traditional radar system applications and the stringent demands of
nascent urban surveillance paradigms. It seeks to address this challenge through the
dual contribution of theoretical predictive models and their empirical experimental

validation.

1.1.UAYV C(lassification

UAVs can be classified according to various criteria, including maximum take-off



weight (MTOW), size, propulsion systems, sensors, range and endurance, altitude,
operating conditions, and capabilities, or any combination of these characteristics.
It should be noted that some of these metrics affect the safety and performance
requirements of the system, while others are relevant from operational, commercial,

legal, or regulatory perspectives [6].

Small UAVs, also referred to as mini-UAVs, operate at Very Low Altitudes
(VLA/LOS) in Class G airspace (uncontrolled airspace), typically below 400—-500
ft, with the operator maintaining visual contact (Line of Sight, LOS) at all times.
They are generally characterized by a maximum endurance of a few hours, a mass
below 20 kg, and a range up to 30 km [6] The combination of small size, high
versatility, design flexibility, ease of handling, and low cost makes these platforms

particularly suitable for the objectives of this research.
UAVs can also be categorized by their propulsion and airframe type:

- Multi-Rotor Drones: High maneuverability, capable of carrying multiple
payloads per flight, suitable for operations close to structures, though

limited in endurance and speed.

- Fixed-Wing Drones: Capable of higher altitudes and longer flight durations,
covering larger areas; often require a launcher system and can be more

expensive. In some cases, endurance can reach 16 hours or more.

- Single-Rotor Drones: Strong and durable platforms, often complex and

costly.

- Fixed-Wing Hybrid VTOL: Emerging technology combining vertical take-
off capabilities with fixed-wing efficiency; autopilot systems manage

stability, reducing pilot workload.

From a systems perspective, it is important to distinguish between system,
architecture, and configuration, as these terms are frequently used in UAV research

but with distinct meanings:

- System: The complete integration of hardware, software, and operational
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procedures designed to perform a specific mission or function. For example,
a UAV surveillance system integrating sensors, data fusion algorithms, and

control interfaces constitutes a system .

Architecture: The conceptual or logical organization of a system, describing
the relationships and interactions between its components without
specifying concrete implementations. Examples include centralized versus

decentralized UAV traffic management architectures.

Configuration: The concrete setup or arrangement of a system's components
in a specific operational context. This includes parameters such as sensor
placement, flight path planning, payload selection, and software settings

during a mission.

Understanding these distinctions is critical for designing, analyzing, and deploying

UAYV operations, as they influence both technical performance and operational

planning.

1.2. Research objectives and framework

The main aim of this dissertation is to investigate and propose innovative solutions

for UAV detection and tracking in the context of AAM and UAM. The overarching

research objective is to develop a comprehensive framework for edge enabled,

multi-modal surveillance system capable of overcoming the challenges posed by

small UAVs in semi-structured urban environments.

The specific research questions guiding this work are:

ii.

How can the RCS of UAVs be characterized and modeled under different

operational conditions?

e What statistical distributions best describe RCS fluctuations?

e How does RCS vary across frequency bands and angular

orientations?

What role can multi-platform surveillance systems play in mitigating the



detection limitations of small RCS targets?

e How can different surveillance systems, such as radar and acoustic

sensors, be integrated in simulation environments?

e What are the architectural trade-offs between centralized and

decentralized detection systems?

iii.  How can simulation findings be validated in real-world experimental

setups?

e What methodologies ensure accurate measurement of UAV RCS in

controlled and open-field conditions?

e Which can be the possible strategies to enhance the RCS of small

drones and how they affect detection performance?

iv.  How can cooperative multi-agent systems extend surveillance capabilities

in complex urban settings?

e What role do autonomous exploration, target recognition, and

cooperative engagement play in real-time detection?

e How can multi-modal sensor fusion be applied to enhance

resilience?

By investigating the mentioned questions, this dissertation seeks to contribute both
theoretical insights about UAV EM behavior and detection models, and practical
tools, including simulation frameworks, experimental validation procedures, and

case studies in real operational environments.

23



2. Advanced Air Mobility Systems and Surveillance
Requirements

As mentioned before, the aviation sector is undergoing a paradigm shift toward
AAM driven not only by technological innovation, but also by the pressing need
for scalable and resilient surveillance, also considering sustainability drivers.
Traditional CNS infrastructures were designed for high-altitude, low-density traffic
and are ill-suited for dense, low-altitude operations in complex urban environments.
This chapter establishes the state of the art in surveillance for UAM and AAM,
highlighting the regulatory, technological, and operational drivers that motivate the

exploration of edge-enabled surveillance solutions.

2.1. The Paradigm Shift Toward Advanced Air Mobility

The integration of unmanned and manned aircraft systems within urban airspace
presents different challenges that extend far beyond simple traffic coordination.
Indeed, the integration of UAVs in the airspace demands a comprehensive approach
to safety and security assessment that encompasses not only traditional aviation
safety principles but also addresses emerging cybersecurity threats, unauthorized
airspace penetrations, and the unique operational characteristics of small-unmanned

aircraft systems operating in proximity to critical infrastructure and populated areas.

The Unmanned Traffic Management (UTM) framework represents the foundational
architecture upon which these future operations will be built. These systems must
establish a well-connected airspace environment that enables efficient integration
between traditional manned aviation and the emerging fleet of unmanned vehicles,
while maintaining the highest standards of safety, security, and operational

efficiency that the aviation industry has achieved over decades of development.

Central to this transformation is the evolution of CNS systems, which form the
technological backbone of modern air traffic management. These three pillars work
synergistically to create a robust operational environment that can accommodate
the increasing complexity of mixed traffic scenarios, ensuring a correct, efficient

and secure integration of drones in the urban scenarios.



2.1.1. U-Space & Regulatory Frameworks

The rapid expansion of the UAS market has necessitated the development of a
regulatory framework capable of ensuring a safe and orderly integration of diverse
platforms, both manned and unmanned, within a common airspace. This framework
must also account for the emerging demands of UAM and commercial applications
such as package delivery. In response to these challenges, the European Union
Aviation Safety Agency (EASA) introduced a harmonized set of regulations in
2019, establishing new standards for certification, design, manufacturing, and
licensing procedures. More in particular, in order to develop standard processes and
procedures to enable UAM operations, several projects were developed thanks to
the Single European Sky ATM Research Program (SESAR) Joint Undertaking [7]to
investigate the core enabling technologies and operative solutions. U-space is one
of the most prominent projects within the SESAR initiative. U-space is the
European framework for the safe and efficient integration of drones into airspace,
conceived as a set of new services that rely on a high degree of digitalization and
automation of functions. Its purpose is to enable large-scale, secure, and sustainable
drone operations, particularly in urban environments where traffic density and

operational complexity are expected to be unprecedented [8].

First of all, must be noticed that the cornerstone of the regulatory advancement is
represented by Regulation (EU) 2019/945 and Regulation (EU) 2019/947 [8.9],

which adopt a risk-based classification of UAS operations into three categories:

1. Open category, addressing low-risk operations with minimal regulatory
requirements;
ii.  Specific category, covering medium-risk operations requiring operational
authorization based on a risk assessment; and
1il. Certified category, encompassing high-risk operations that demand
certification comparable to manned aviation, including airworthiness

approval and type certification [8—10]
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In the certified category, both the remote pilot and the operator must obtain
appropriate licenses, ensuring compliance with the highest safety standards. The

first operational domains subject to investigation within this framework include:

e (Cargo UAS operations,
e UAM and package delivery operations, and

e UAS operations with an onboard pilot.

To complement these measures, U-space establishes a harmonised regulatory
foundation throughRegulation (EU) 2021/664, 2021/665, and 2021/666 [11-13],
which apply to all UAS, operators, and service providers, with the exception of

operations involving sub-250 g platforms or drones belonging to the CO class.

The regulation defines a series of mandatory services that form the core of the
framework: network identification, geo-awareness, flight authorization, traffic and
weather information, and conformance monitoring. Collectively, these services are
designed to ensure accountability, situational awareness, and operational safety in
dense environments. The implementation of U-space is structured into four

progressive stager (U1-U4) :

- Ul — Foundation services, covering electronic registration, electronic
identification, and geofencing (already deployed).

- U2 — Initial services, including flight planning, approval, tracking, and
interaction with conventional air traffic control.

- U3 — Advanced services, supporting more complex operations in dense
areas through conflict detection and automated detect-and-avoid functions.

- U4 — Full services, providing highly automated and digitized operations for
both drones and the U-space system, envisioned for full deployment by

2030.

To support this roadmap, several large-scale projects have been developed under
the SESAR Joint Undertaking. Initiatives such as CORUS XUAM, AMU-LED, and
UspacedUAM investigate enabling technologies and operational solutions,

providing validation through simulations, demonstrations, and real-flight trials, as



summarized in Table 1. These projects not only accelerate the technological
maturity of U-space services but also contribute to regulatory harmonization and

societal acceptance.

These regulatory frameworks, while enabling the safe deployment of UAS and
UAM, implicitly shift surveillance requirements toward architectures that are
adaptive, distributed, and edge-capable, given the density and risk profile of future

urban operations.

Ultimately, U-space and UTM reflect a global consensus: the successful
deployment of Urban and Advanced Air Mobility cannot rely solely on
technological innovation but must be grounded in standardized, interoperable, and
adaptive frameworks. These frameworks also shape future surveillance
architectures, demanding resilient, edge-enabled solutions that can integrate
cooperative and non-cooperative detection methods in increasingly complex

operational environments.
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Expected

Project Starting Date Objective Focus Area Contribution
Development of a . .
CORUS XUAM Concept of Operations Operatlonal. Provides the reference
01/12/2020 . concepts, service ConOps framework
[14] (ConOps) and services architecture for UAM integration
for UAM. gration.
Identification of U-space/ATM Ensures seamless
AURA - ATM . interoperability, integration between
01/01/2021 requirements for U-space .
[15] interface with ATM requirements U-space and
definition traditional ATM.
Simulation, .
Large-scale validation. real- Validates UAM
AMU-LED [16] 01/01/2021 demonstration of UAM % h‘E operations through
ConOps. gt large-scale trials
demonstrations
Assurance of safe Separation Develops methods
GOF2.0 [17] 01/01/2021 separation for integrated management, and tools for conflict
’ UAM and manned mixed traffic detection and
operations. scenarios resolution.
UspacedUAM D:eﬁ?llit;g;:;;y;ﬁzm Automation, Lays the foundation
p 01/02/2021 q . system integration, | for UAM-specific U-
[18] automated services for service deployment space services
UAM. ploy P :
Vertiports, traffic/ | Impacts surveillance
Vertiport infrastructure network flow, at vertiports, sensor
and IAM deployment; disruption systems/capabilities,
EUREKA [19] 2023 arrival/departure, management, ATM/CNS integration
turnaround, emergencies. regulatory & for vertiport
infrastructure operations.
Pilot & unmanned UAM | Autonomy, piloted | Advances surveillance
operations validated in vs unpiloted, (air/ground),
OperA [20] 2023 real-ATC, focus on sustainability, navigation accuracy,
autonomy & routing, air/ground | safety in non-nominal
environmental metrics. interface conditions.
Enhances CNS
Interface & services Data architecture, definitions,
between U-space and safety, interface communication &
ENSURE [21] 2023 ATM; dynamic airspace standards, ATM- surveillance data
reconfiguration. U-space separation exchange; ATM/U-
space synergy.
Key surveillance /
Separation management | Strategic & tactical conflict detection;
SPATIO[22] 2023 in U-space; capacity vs conflict resolution, navigation &

safety trade-offs.

capacity planning

separation assurance
modules.




SAFIR-Ready

Enable rapid, critical
drone missions;

Detect & avoid,
dynamic capacity,
drone port

High-demand on
surveillance &
communications,

[23] 2023 sei(\il\i/s:sc'e((iirgn_:e;ieo infrastructure, especially for critical
’0 s & emergency & time-sensitive
ports. missions operations.
Indirectly related to
Societal acceptance of Public perception, | surveillance: impacts
ImAFUSA [24] ~2024 UAM,; tools & indicators stakeholder how surveillance /

for public perception.

engagement, social
acceptance metrics

CNS deployment is
perceived &

regulated.

Table 1.0ngoing SESAR JU projects for UAM.
2.1.2. Technological Convergence and Innovation Drivers

Technological convergence is not only transforming vehicle capabilities but also
reshaping how surveillance data are generated, processed, and acted upon. The
integration of compact high-performance sensors with onboard guidance,
navigation, and control (GN&C) functions provides a data-rich environment that,
however, requires real-time processing close to the source. Edge computing
architectures, leveraging Artificial Intelligence (Al)-driven fusion of radar, electro-
optical, and communication data, emerge as a key enabler for predictive

surveillance and autonomous deconfliction in UAM scenarios [25].

The rapid advancement of drone technologies has driven the development of
sophisticated surveillance strategies within CNS systems, which are essential for
the safe integration of UAVs into shared airspace. The International Civil Aviation
Organization (ICAO) highlights the need for coordinated frameworks that address
emerging operational scenarios, including mixed manned and unmanned traffic,

UAM, and cargo delivery

Drone surveillance relies on the integration of onboard and ground-based CNS
systems to provide accurate, real-time situational awareness. More in particular,
modern UAVs are equipped with compact, high-performance sensors, such as
micro electro-mechanical systems (MEMS) devices, supporting GN&C functions.
Surveillance systems must interface with these sensors to enable critical tasks,

including sense-and-avoid, trajectory tracking, and fault detection. Al algorithms,
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data fusion, and advanced image processing can further enhance situational

awareness, enabling predictive analytics and autonomous decision support [26].

In complex urban airspace, adaptive CNS-enabled flight management allows
dynamic monitoring of vehicle positions, velocities, and intentions, ensuring safe
deconfliction in vertiports, low-altitude corridors, and on-demand operations.
Trajectory-Based Operations (TBO) and real-time airspace management enable
efficient routing, conflict prediction, and adaptive allocation, accommodating

heterogeneous UAYV fleets [27].

Overall, effective UAV surveillance requires modular, interoperable CNS systems
capable of integrating diverse data sources. These systems support semi-
autonomous and autonomous operations, ensuring safe coexistence with manned
aircraft while maintaining operational efficiency and situational awareness in

increasingly complex airspace [28].

2.2. Surveillance Systems in Urban Air Mobility and Advanced Air

Traffic Management

Surveillance is a fundamental component of the CNS system, essential for

supporting Urban Air Traffic Management (UATM) and AAM [29,30] .

Traditional surveillance approaches, developed for conventional aviation
operations, face significant challenges when applied to urban air mobility scenario.
The sheer volume of anticipated traffic, the low-altitude operational environment,
the presence of numerous obstacles and EM interference sources, and the diverse
operational characteristics of various aircraft types create a surveillance challenge

of remarkable complexity [29,30].

Urban environments introduce unique challenges that affect surveillance strategies.
The dense concentration of buildings, communication towers, and other
infrastructure creates complex EM environments that can interfere with traditional
radar systems and satellite-based navigation. The presence of multiple flight levels

operating simultaneously within relatively confined airspace volumes demands



surveillance systems with exceptional accuracy, reliability, and real-time

processing capabilities [31].

Furthermore, the operational paradigm of urban air mobility introduces concepts
such as vertiports, dynamic air corridors, and on-demand flight operations that
require surveillance systems capable of managing rapidly changing traffic patterns
and flight intentions. Moreover, the integration of autonomous and semi-
autonomous aircraft adds another layer of complexity, requiring surveillance
systems that can effectively monitor and verify the performance of artificial

intelligence-based flight management systems.

The complexity of urban air mobility operations necessitates a comprehensive
understanding of the various surveillance system architectures available and the
strategic considerations that guide their selection and deployment. Modern
surveillance systems can be categorized across multiple dimensions, each offering
distinct operational characteristics and capabilities that must be carefully matched

to specific operational requirements and environmental constraints.
Surveillance Systems (SS) can be classified in two primary configurations [32]:

- Air-to-air systems: which represent a distributed approach to airspace
monitoring, where individual aircraft are equipped with onboard
sensors capable of detecting and tracking nearby vehicles. These
systems provide enhanced situational awareness directly to flight
crews or autonomous flight management systems, reducing
dependency on ground-based infrastructure and enabling operations in
areas with limited ground surveillance coverage. The primary
advantages include reduced latency in threat detection, enhanced
operational flexibility in remote areas, and improved redundancy

through distributed sensing capabilities.

- Ground-to-Air System: employ centralized monitoring infrastructure,
typically consisting of radar stations, communication nodes, and
processing centers that provide comprehensive airspace coverage from
fixed or mobile ground installations. These systems excel in providing

coordinated airspace management, centralized threat assessment, and
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integration with existing air traffic control infrastructure. They offer
superior coverage consistency and the ability to maintain operational
continuity even when individual aircraft experience equipment

failures.
Furthermore, SS can be categorized as:

- Non-Cooperative, which means that they operate independently
without requiring active participation from target aircraft, relying
instead on passive detection methods such as primary radar reflections,
electro-optical sensors, or acoustic signatures. These systems provide
essential capabilities for detecting unauthorized or non-compliant
aircraft that may not be equipped with standard aviation transponders
or may be attempting to operate covertly. Their independence from
target cooperation makes them particularly valuable for security

applications and regulatory enforcement.

- Independent Cooperative, so they leverage standardized transponder
responses and broadcast signals to calculate target positions through
triangulation and time-of-arrival analysis. Technologies such as
Secondary Surveillance Radar (SSR) and traditional ADS-B
implementations fall into this category, providing reliable position
information while maintaining independence from onboard navigation
system accuracy. They offer a balance between cooperative efficiency

and system autonomy.

- Dependent Cooperative, which relies heavily on the accuracy and
integrity of onboard navigation and communication systems, with
ground stations serving primarily as data collection and distribution
nodes. Modern implementations include satellite-based tracking
systems and advanced ADS-B variants that depend on high-precision
GNSS positioning. While offering superior accuracy when properly
functioning, these systems require robust integrity monitoring to detect
and mitigate potential navigation system failures or cybersecurity

compromises.



In practice, no single surveillance approach can fully meet UAM requirements.
Multi-layer architectures that combine cooperative technologies (e.g., ADS-B,
Remote ID) with non-cooperative sensing (radar, EO/IR, acoustic) and edge-level
fusion are increasingly recognized as the only viable path toward resilient

surveillance in dense urban airspace.

The selection of appropriate surveillance system architectures requires
comprehensive evaluation across multiple decision factors that directly impact

operational effectiveness, economic viability, and system sustainability:

- Cost-effectiveness: initial investments, operational expenses, and
lifecycle costs, economic scalability and cost-sharing opportunities

between multiple stakeholders and operators.

- Power and Energy requirements: power consumption, energy source
availability and reliability, power efficiency optimization for remote

installations and environmental impact.

- Physical dimensions: size constraints for installation and power

availability.

- Weight considerations: impact on aircraft performance and payload

capacity.

It is also fundamental, besides the mentioned main choice factor, to take into
consideration operational and maintenance factors and regulatory and standards

compliance.

The optimal surveillance architecture for any given urban air mobility
implementation typically involves a combination of multiple system types, selected
and configured to address the specific operational requirements, environmental
constraints, and economic considerations of the target deployment scenario. This
multi-layered approach provides enhanced redundancy, improved coverage, and

greater operational flexibility while managing overall system complexity and cost.

Surveillance systems now face security challenges extending far beyond traditional
aviation threats. The rise of unauthorized or maliciously operated drones creates

new risks, demanding advanced detection, classification, and response capabilities.

33



For small Remote Piloted Aircraft System (RPAS) threatening infrastructure or
public safety, a three-phase process (detection, classification, verification) is
critical. Military and law enforcement require systems with real-time threat

assessment and rapid response coordination.

As concerns the ground-to-air systems, Radar Stations (RS) are basic tools for UAV
surveillance because of their advantage of working in any weather and light
conditions and at larger distances as compared to others sensor such as electro-
optical, acoustic and lidar systems under conditions of clutter and jamming. At the

same time, they can determine the range, speed and angular coordinates of targets.

2.3. Drone Detection and Radar-Cross Section issues

A critical limitation of traditional radar-based surveillance in UAM scenarios lies
in the RCS of small drones. Understanding this constraint is fundamental because
it not only affects the detection range and SNR but also motivates the exploration
of innovative solutions, such as distributed low-power radars, probabilistic

detection models, and edge-level processing pipelines.

The RCS challenge represents perhaps the most fundamental limitation facing
radar-based surveillance systems when attempting to detect small-unmanned
aircraft. This challenge directly impacts the effectiveness of the ground-to-air radar
systems that form a critical component of the surveillance architectures discussed

previously, particularly in their application to UTM and U-Space operations.

The RCS of small drones presents a significant detection challenge, with typical
values ranging between 0.01 and 0.1 m? for micro drones (under 2 kg) and mini
drones (2-25 kg). This represents approximately 1/10000 to 1/1000 the RCS of
conventional aircraft, creating a dramatic reduction in target visibility that places
these platforms below the detection threshold of many traditional surveillance

radars.

The problem is fundamentally rooted in the construction materials and design
philosophy of modern drones. Most small unmanned aircraft are constructed from

plastic or carbon fiber composites chosen for their lightweight characteristics and



flight performance optimization rather than their EM visibility. These radar-
transparent materials contribute significantly to the reduced RCS, making drones
inherently less reflective of traditional radar systems operating within the

surveillance architecture discussed previously.

From a more technical point of view, the RCS is defined by the Institute of
Electrical and Electronics Engineering (IEEE) as a measure of the reflective
strength of a target when illuminated by a radar. The mathematical definition is
given as (1):

|Es|?
= lim 4mR?
7= Jm AR

The equation (1) shows that the RCS of a target is the ratio of the incident electric
field (E;) and the scattered electric field (Es) as seen at great distance.

Moreover, it is fundamental to highlight that the RCS is a function of the following

parameters:

e Position of the transmitter relative to the target.

e Position of the receiver relative to the target.

e Target geometry and material composition.

e Angular orientation of target relative to the transmitter and receiver.
e Frequency.

e Transmitter polarization.

e Receiver polarization.

2.3.1. Signal-to-Noise Ratio Impact and Detection Range Constraints

The relationship between RCS radar detection performance is governed by
fundamental physics principles that create severe constraints on surveillance system
effectiveness. As shown in (2), the SNR of a radar system is directly proportional
to the target RCS (o) and inversely proportional to the fourth power of the detection
range (R):

o
SNR o — )
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This relationship demonstrates that a small RCS (low o) results in correspondingly
low SNR, making the drone radar return weak and often indistinguishable from
background noise or environmental clutter. The implications for surveillance
system design are profound: traditional SNR detectors frequently fail to identify
these weak signals, resulting in high rates of missed targets that compromise the
effectiveness of the three-phase identification process outlined in our surveillance

architecture discussion.

The range limitations imposed by low RCS values have direct implications for the
infrastructure requirements of UAM surveillance networks. Ground-based radar
systems that might provide adequate coverage for conventional aircraft operating
at typical RCS values of 1-10 m? require significantly denser deployment to achieve
equivalent coverage for drone targets. This infrastructure multiplication directly
impacts on the cost-effectiveness criteria that guide surveillance system selection,
potentially making traditional radar-based solutions economically unfeasible for

comprehensive UAM coverage.



3. Pathways to Innovation and Entrepreneurship

Given the rapidly evolving landscape of UAM, characterized by high technological
innovation and strong multidisciplinary interactions, it becomes essential to
develop heterogeneous ecosystems capable of supporting the sustainable growth

and integration of this sector

The “Pathways to Innovation and Entrepreneurship” program [33], funded by the
U.S. Embassy in Italy in 2023 with a $50,000 grant, was conceived and coordinated
by Prof. Mita Marra from the University of Naples Federico 11, with the support of
an international committee of experts. the program represents a paradigm shift in
the way technology development and commercialization are approached. It
promotes transdisciplinary collaboration and experiential learning as alternatives to
traditional disciplinary frameworks, encouraging the development of
entrepreneurial mindsets, technology transfer skills, and real-world problem-

solving abilities.

The primary objective of this initiative is to strengthen collaborative networks
between universities and enterprises in Southern Italy, thereby contributing to the
creation of a dynamic and interconnected ecosystem in which researchers,
professionals, and entrepreneurs, both emerging and established, can exchange
knowledge, ideas, and innovative practices. More specifically, the project seeks to
foster a culture of innovation and risk-taking, with the aim of enhancing research—
industry collaboration, supporting highly skilled employment, promoting

technological and social innovation, and facilitating the creation of new enterprises.

Through a comprehensive training pathway culminating in a collaborative project
for DOCG (Denominazione di Origine Controllata e Garantita) wine regions, the
highest Italian wine quality classification, equivalent to Controlled and Guaranteed
Designation of Origin, in the Irpinia area Italy, the program showcases the potential
of integrating cutting-edge drone technology, artificial intelligence, and sustainable
agricultural practices with cultural heritage preservation and economic

development.
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3.1. Structure of Training Activities

The project originates from the recognition that Italian Small and Medium-sized
Enterprises (SMEs) particularly those with fewer than ten employees, often lack the
skilled workforce required to successfully manage the digital and ecological
transitions. Although approximately 70% of SMEs have already introduced digital
practices, their limited capacity to absorb highly qualified human capital may lead
to the emigration of specialized workers, hence exacerbating labor market
inequalities in less innovative regions such as Campania. To address these
challenges, the initiative promotes entrepreneurship education grounded in
university—industry collaboration between the United States of America and Italy.
More specifically, it leverages the presence of significant opportunities for qualified
employment in Southern Italy across key sectors such as mechanics, tourism, agri-
business, and the cultural and creative industries. Furthermore, empirical studies
indicate that prospective entrepreneurs are more likely to establish businesses in
their region of origin when supported through peer-to-peer learning and the

development of local networks.

In particular, the training pathway was organized into four thematic sessions held
across different locations in Campania (Naples, Cava de' Tirreni, Altavilla Irpina,
and Caggiano) between January and May 2024, and culminated in a study mission
in New York at the Italian Academic Center, in collaboration with Cornell Tech, in

June 2024. These sessions included:

keynote speeches delivered by international experts;

e roundtables with entrepreneurs and industry leaders;

e case study presentations on university—industry collaboration;

e networking opportunities for young researchers to present their research and

professional aspirations.

The four meetings topics and place where have been hold were:



o “Doing Business within the Ecosystem”, in San Giovanni Campus of
University of Naples Federico II within the Eastern peripheral area of the
city (January 31, 2024).

o “Entrepreneurial ecosystems in the g-Local context”, at the Monumental
Complex of San Giovanni of the Municipality of Cava de’ Tirreni (February
1,2024).

o  “Entrepreneurial ecosystems within the ecoregions: An agenda for
sustainability”, at the Municipality of Altavilla Irpina, in Irpinia (March 20,
2024).

e “Cultural ecosystems in energy transition: Art and culture for developing
rural areas”, Castello Normanno del Guiscardo, Caggiano SA (May 24,

2024).

The project involved nine young researchers, including doctoral candidates, post-
doctoral fellows, and recent graduates from different research sectors, together with
SMEs and startup founders. These sessions combined keynote lectures on strategic
issues with panel discussions, Q&A sessions, roundtables, and case studies on
university—industry collaboration. Young researchers were given the opportunity to
present their work and aspirations, engage in networking with entrepreneurs, and
develop collaborative projects with companies. The training was structured around
four main pillars: customer discovery, decision-making, pitching and selling, and

team building.

The program culminated with a Summer School at the Italian Academic Center in
New York from June 24 to 28, 2024. The idea is to bridge local entrepreneurial

ecosystem with global networks of researchers and entrepreneurs.

3.1.1. Transatlantic Collaboration: New York Summer School.
The Summer School “Bridging the Atlantic: Pathways to Innovation and
Entrepreneurship”, held in New York in collaboration with Cornell Tech,

represented the culmination of the training program. Its primary aim was to enhance

participants' competencies in both technological and social innovation while
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expanding collaborative networks between businesses and research institutions at

the local, national, and international levels.

In addition to young researchers, the Summer School brought together
entrepreneurs, industry experts, and managers, thereby creating a multidisciplinary
environment conducive to knowledge exchange and innovation. The curriculum

was organized into five modules that addressed:

1. macroeconomic trends shaping global innovation;
ii.  entrepreneurship in deep-tech ventures and social enterprises;
iii.  strategies for high-impact investment;
iv.  the evaluation and governance of sustainable transitions;
v.  structured networking activities with companies and researchers in the New

York metropolitan area.

A distinctive component of the Summer School was the collaborative project
development exercise. Building on insights from the workshop conducted in
Altavilla Irpina with local wine and agri-food enterprises, participants worked on a
project aimed at valorizing DOCG villages in Irpinia. This project not only
showcased the potential of linking cultural heritage with entrepreneurial innovation
but also highlighted the broader relevance of place-based strategies for sustainable

development.

Upon successful completion of the program, participants were awarded a Certificate
of Learning Achievement jointly conferred by the University of Naples Federico 11
and Cornell Tech. This certification formalized the acquisition of new skills in
innovation management, entrepreneurship, and sustainability, while also marking

the establishment of long-term transatlantic collaborations.
3.2. Innovation Challenges in the Campania Region

The Campania region, classified as a “moderate innovator” within Southern
Europe, faces several systemic challenges that constrain its innovation capacity and

the effective transfer of technology, including in fields such as drone surveillance



systems. Understanding these challenges is critical when evaluating the

development and adoption of advanced technologies.

a.

b.

C.

Increase of Qualified Manpower and Limited Absorptive Capacity.

Italian SMEs, particularly those with fewer than ten employees, frequently
lack the qualified workforce necessary to navigate both digital and
ecological transitions. This limited absorptive capacity contributes to the
emigration of specialized workers, thereby exacerbating regional
inequalities in less innovative areas like Campania. While universities play
a central role in shaping human capital, fostering entrepreneurship, and
generating both direct and indirect employment, the capacity of local firms
to integrate highly skilled labor remains a persistent challenge.

Enhance University—Business Collaboration in Peripheral Regions.
Despite the growing responsibilities and outreach of universities, research
indicates that university-business collaboration in peripheral regions is
often less effective than in core innovation hubs. SMEs in such regions tend
to exhibit lower inclinations and capabilities for partnering with
universities and other science and technology actors. Consequently, the
transfer of advanced research (including innovations relevant to drone
surveillance) from academic laboratories to industrial applications remains
limited. Moreover, while collaboration with technology suppliers,
competitors, and research institutions can enhance innovation activities, the
role of universities in reducing innovation costs and risks is not yet fully
realized in moderate innovation regions.

Promote R&D-oriented SMEs strategies.

SMEs in Campania are predominantly market-driven rather than research-
driven. They tend to prioritize managerial or process innovations over
formal R&D activities, sourcing knowledge primarily from suppliers,
customers, and competitors. Data indicates that a significant proportion of
companies invest in acquiring existing machinery, equipment, or software
rather than developing new technologies internally. This orientation that

implies technological and digital transitions, including those required for
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sophisticated drone surveillance systems, often occur gradually, requiring
sustained strategic commitment and investment.

d. Address socioeconomic Disparities and Foster Balanced Innovation
Environments.
Socioeconomic disparities within the region create heterogeneous
innovation environments. Local factors significantly influence how
knowledge is generated, diffused, and absorbed, affecting collective
learning and knowledge transfer. While Campania exhibits above-average
specialization in certain sectors, most companies do not produce high-end
R&D components and rely heavily on global production networks. This
dependence can limit the local development of advanced technological
components essential for sophisticated drone surveillance systems.
Moreover, innovation tends to emerge more readily in densely populated
or economically agglomerated areas, indicating that sub-regions within
Campania may be unevenly positioned to foster technological
advancement.

e. Facilitate Technology Adoption and Diffusion.
Policy research emphasizes the importance of aligning regional capabilities
with a supportive culture of innovation. In less advanced areas, this
alignment is crucial for enhancing entrepreneurial activity and facilitating
the adoption of emerging technologies. The Pathways to Innovation and
Entrepreneurship project addresses these challenges by promoting an
“entrepreneurial mindset” and fostering critical and evaluative thinking.
Such competencies are essential to overcome resistance to the adoption of
novel and potentially disruptive technologies, including drone surveillance

systems.

3.3. Case Study: Technological Innovation and Sustainability in

Irpinia DOCG Regions

In light of the innovation challenges faced by the Campania region, and considering
the key themes addressed during the first three sessions of the Pathways program

(including university—industry collaboration, territorial systems and global markets,



entrepreneurial ecosystems and sustainability, ecoregions and risk management,
and investments for sustainable innovation) the young researchers collaboratively
developed an initial project. This project served as a practical demonstration of the
program's transdisciplinary approach, integrating diverse perspectives and skills to

address complex socio-technical challenges.

More specifically, during the meetings, particular attention was drawn by local wine
merchants in Altavilla Irpina, who hosted the involved researchers on April 30,
2024, to discuss the delicate challenges currently affecting their businesses and the

broader territorial ecosystem. These issues emerged along four main dimensions:

e Social: cultural heritage preservation, area livability, and rural
depopulation.

e Environmental: heterogeneous land morphology, summer aridity, and
scarce or absent rainfall.

e Economic: persistently low grape prices and difficulties in attracting and
retaining skilled employees.

e Governance: the need for a common vision and the establishment of

collaborative networks among viticultural industries.

Hence, the project evolved towards a transdisciplinary approach designed to
address these complex and interdependent challenges by integrating technological

innovation, cultural heritage, and sustainable business models.

The Figure 1 illustrates the logical framework of the project. On the left, the current
challenges (depopulation, low grape prices, limited tourism) are presented. At the
center, technological solutions such as drone-based monitoring, Al-driven
predictive models, and chemical viticulture innovations are proposed. On the right,
the expected results highlight potential improvements in product quality, market
positioning, and brand recognition. At the bottom, the strategic question, which
defines territorial wine excellence, connects DOCG quality, cultural heritage, and

innovation technology into a unifying vision.
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Figure 1 also details the implementation strategy and technological integration. It

outlines a phased plan:

- Phase 1: Data collection through drone deployment and baseline
acquisition.
- Phase 2: Al model development and digital platform creation.

- Phase 3: Market integration with consumer engagement tools.

In parallel, the project envisions digital wine passport features leveraging

blockchain authentication and immersive AR/VR experiences.

Finally, the five-year socio-economic impact projection (bottom of the figure)
quantifies the expected returns: +25% revenue growth, the creation of 150 new jobs
with a focus on retaining young professionals, and a 30% reduction in pesticides

through sustainable, carbon-neutral practices.

To conclude, the figure demonstrate how a territory-driven innovation model can
convert systemic regional difficulties into opportunities for socio-economic

revitalization, technological advancement, and cultural valorization.



Current Challanges

Rural Depopulation
-15% population (2010-2020)

Low Grape Prices
-25% below national average

Limited Tourism
Underutilized cultural heritage

Technology Solutions

Drone Monitoring
Multispectral + thermal sensors

Al Analytics
Predictive behavior models

Chimical Viticulture
Hydrogel

Expected Results

Quality Enhancement
+30% premium production

Market Position
+40% pricing power

Brand Recongnition
+ 50% market awareness

|

Stategic Question: What defines territorial wine excellence ?
DOCG Quality + Cultural Heritage + Innovation Technology

Implementation Strategy & Technology Integration

Phase 1: Data Collection (6 months)
Drone deployment with multispectral sensors
Baseline data acquisition
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: Phase 2: Al Development (12 months)
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| e Investment: €50K

I
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|

[}

1

Predicitive model training
Digital platform cration
Investment: €100K

Phase 3: Market Integration (18 months)
Full system deployment

* Consumer engagement tools .
Investment: €75K .

Digital Wine Passaport Features
Blockchain authentication
AR/VR experiences

Direct consumer connection

Socio-Economic Impact (5 year projection)

-30%
Reduced Pesticides
Carbon-neutral production
Sustainable practices

+25%
Revenue Growth
€2M additional income
ROI: 300%

150
New Jobs Created
Young professional attraction
Population retention

Figure 1. Project logical framework.
3.3.1. Integrated Technological Solution Framework

As mentioned earlier, the overarching goal of project born by the collaboration
between young researchers and the wine merchants is to valorize the DOCG wine
regions of Irpinia by integrating advanced technological solutions with social and
entrepreneurial initiatives. Within this framework, drones play a central role in
agricultural innovation, as their use aligns with the broader objectives of

Agriculture 4.0. More specifically, they can streamline business processes, optimize
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relational activities supply chain actors, ensure product quality and traceability, and

ultimately improve the efficiency of agricultural systems.

The benefits of utilizing drones in this context are considerable, ranging from time
optimization and reduced environmental impact to enhanced sustainability and
operational safety. In addition, drones can be deployed for tasks such as planting
and seeding in difficult-to-reach areas, applying treatments with higher precision,

and providing security monitoring in remote agricultural contexts.

The surveillance and monitoring capabilities of drones are fundamentally

determined by the suite of sensors they are equipped with. These include:

* RGB and multispectral cameras, which facilitate the assessment of plant
health and the detection of anomalies;

* LiDAR sensors, employed for high-resolution topographic mapping, soil
management, and biomass quantification;

* Hyperspectral sensors, enabling fine-grained analysis of plant and soil
chemical composition as well as the early identification of diseases and
stress factors;

* Thermal sensors, applied to the monitoring of plant water stress;

* Qas sensors, designed to detect and measure greenhouse gas emissions;

* Flow and rate sensors, which ensure the accurate application of pesticides

and fertilizers.

Taken together, these sensing technologies provide a multidimensional perspective
on vineyard health, generating real-time data streams that can be processed within
hours and offering unattainable diagnostic precision through traditional inspection

methods.

Moreover, they enable the generation of infrared imagery capable of distinguishing
between healthy and diseased plants, while simultaneously providing real-time data
streams that can be processed within hours. This integration of multi-sensor
capabilities thus transforms drones into powerful platforms for comprehensive

agricultural surveillance and decision support.



Nevertheless, relying exclusively on a single platform for data collection may not
be sufficient. Hence, the project under discussion explores an integrated approach,
that combine drones with satellites. Instead of drones, also balloons represent a
valid alternative since they represent a cost-effective and flexible alternative,
especially suited to heterogenous or mountainous landscapes, and they enable
longer acquisition times than drones. The concept of ‘“correlation between
drone/balloon and satellite data” is central in this regard. While drone data typically
covers only a few years, satellite imagery spans decades; integrating the two makes
it possible to generate “drone-like data” for earlier periods, thereby improving the
interpretation of future satellite acquisitions. To achieve this, downscaling
techniques are necessary to harmonize proximity data with satellite resolution and

establish meaningful correlations.

The resulting integrated data streams can serve as inputs for predictive models.
Time-series forecasting techniques analyze sequentially collected data to identify
trends and extrapolate them into the future. For instance, soil moisture prediction
can optimize irrigation schedules, reducing water waste and improving yields,
while nutrient level predictions can guide fertilizer application, preventing over-
fertilization and minimizing environmental impacts. Advanced machine learning
approaches, such as Recurrent Neural Networks (RNNs) and Long Short-Term
Memory (LSTM) architectures, are particularly suited for such tasks, as they
capture temporal dependencies and enhance predictive accuracy. Importantly, these
capabilities extend beyond abiotic monitoring to encompass biotic interactions as

well.

Indeed, soil microbiota play a vital role in vineyard sustainability. They act as
nitrogen reservoirs, stimulate plant defenses, produce growth-promoting hormones,
and contribute to nutrient accumulation. Furthermore, bacteria reduce vine
mortality under drought conditions by enhancing root development, improving
water retention through sugar release, and supporting osmoregulation and nutrient
storage. Understanding these intricate plant—microbe interactions is thus crucial for

sustainable vineyard management and long-term productivity.
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Figure 2. Hydrogel application methodology.

In this regard, hydrogels have been proposed as innovative tools to enhance
resource efficiency (see Figure 3). These three-dimensional hydrophilic polymers,
which can be produced via 3D printing in customizable shapes, are capable of
retaining significant amounts of water and can encapsulate pesticides, fertilizers,
bacteria, or polysaccharides for gradual and controlled release. Their
biodegradability, eco-friendliness, and water-retention properties make them highly
suitable for sustainable viticulture. Drones, as shown in Figure 3, can deploy
hydrogels either by spraying them directly onto leaves with insecticides or by
releasing them in dry form into the soil, where they absorb water during rainfall

events.

They can be used by applying
directly on the leaves with
insecticides

They can be dropped
dry into the soil and
allowed to absorb

water during rainfall.

Figure 3. Example of deployment of drones spraying hydrogels onto leaves.



3.3.2. Socio-Economic Impact Assessment Framework

While these technological innovations are pivotal, they cannot be assessed in
isolation. Hence, the project also considers the socio-economic and cultural
implications of innovation in the wine sector. Key questions arise: Do such
technologies contribute to the broader development of the territory? Do they
enhance the region's attractiveness and long-term sustainability? Addressing these
issues requires the use of multidimensional indicators. From a social perspective,
one must examine workforce characteristics, training programs, and access to
healthcare, education, and transportation. Economically, attention should be given
to production volumes, sales trends, and the evolution of investments in innovation.
From a tourist standpoint, the role of cultural, gastronomic, and artistic events, as
well as the distribution and quality of accommodation facilities, becomes highly

relevant.

By correlating these dimensions, it becomes possible to evaluate how family
services, cultural activities, or corporate welfare initiatives may affect the
profitability and competitiveness of local wine farms. Furthermore, the introduction
of innovative technologies has the potential to increase employability, attract new

professional profiles, and counteract depopulation trends in rural areas.

In sum, the integration of drones, multi-sensor platforms, predictive modeling, soil—
microbiota interactions, and hydrogel applications, together with a careful
evaluation of social, economic, and cultural impacts, constitutes a transdisciplinary
strategy to address the multifaceted challenges of Irpinia. Innovation in viticulture
thus emerges not only as a technological upgrade but also as a catalyst for territorial

regeneration, linking agricultural modernization with sustainable development.
3.4.case study outcomes

The presented use case has investigated how transdisciplinary innovation
frameworks can foster territorial development by combining advanced
technological solutions with socio-economic and cultural dimensions. The research
was structured around two complementary levels: (i) the Pathways to Innovation

and Entrepreneurship program, designed to strengthen innovation capacity through
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education and collaboration, and (i) the applied project developed by participants,
focusing on the valorization of Irpinia's viticulture through Agriculture 4.0

technologies.

Taken together, the program and the applied project reveal the dual potential of
innovation frameworks: on the one hand, as a driver of human capital development
and network strengthening; on the other, as a catalyst for concrete territorial
transformation and economic revitalization. From a regional policy standpoint, the
research strongly suggests the need for strategic investment in digital infrastructure,
systematic curricular integration of innovation and entrepreneurship skills, and the
development of incentive mechanisms that actively foster university—industry

partnerships.

The research validates the hypothesis that transdisciplinary approaches, combining
technological innovation with socio-cultural dimensions, can generate more
resilient and sustainable development pathways than purely technology-driven or
purely economic interventions. This integration creates multiplicative effects that
benefit multiple stakeholders while preserving and enhancing territorial identity and

cultural heritage.

Moreover, the program's success in creating lasting international collaborations
demonstrates that the global innovation requires a world-wide multi-disciplinary
approach to address universal challenges such as climate change, rural

depopulation, and sustainable development.



4. Radar-Cross Section Analysis: Theoretical Framework and

Simulation Studies

When investigating the radar cross section of emerging platforms such as unmanned
aerial vehicles, establishing confidence in the computational methodology is a
critical prerequisite. For this reason, validating the computational methodology by
first conducting simulations on a well-characterized stealth platform, which
incorporates advanced technologies for RCS reduction supported by available
documentation , provides a robust foundation for establishing simulation accuracy
and parameter optimization. This systematic validation approach ensures that when
methodology is subsequently applied to unmanned aircraft platforms, the
computational framework has been thoroughly tested against known EM behaviors,
thereby enhancing confidence in the analysis of UAV radar cross section, where

reference data may be limited or unavailable.

Hence, in the current section, a work about statistical analysis of the simulated RCS
data for an F-35 aircraft model is presented. The core purpose of this research is to
understand the F-35 radar cross section statistical behavior under various
operational conditions and to identify the most suitable statistical models for
describing these fluctuations which are critical for designing effective radar
detection systems against stealth targets [34,35]. Moreover, these types of analysis
are crucial also for designing radar receivers sensitive enough to indicate the

presence of stealth-type targets.

The investigation encompasses three distinct operational scenarios defined by
elevation aspect angle regimes: short-range (SR), medium-range (MR), and long-
range (LR), engagements. Each regime represents different tactical scenarios where
the aircraft may encounter radar systems, from beyond-visual-range interceptors to
close-range surface-to-air missile systems. The analysis is conducted across three
strategically important radar frequency bands: VHF (0.3 GHz), L-band (1 GHz),
and X-band (10 GHz), which collectively represent the spectrum of modern radar

systems from early warning radars to fire control systems.
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This study employs the Mathworks Matlab™ simulation toolbox Physical Optics
Facet Electromagnetic Scattering (POFACETS), developed at the Naval
Postgraduate School of the University of Southern California, for high-fidelity RCS
calculations. The software implements the physical optics approximation
methodology for predicting the RCS characteristics of geometrically complex
objects, where aircraft shapes are discretized using triangular facets, each
possessing individual EM reflecting properties. This approach enables detailed
modeling of the intricate surface geometries that define modern stealth aircraft
while maintaining computational efficiency suitable for comprehensive parametric

studies.

The analytical framework presented herein performs a rigorous first-order statistical
characterization of the F-35 simulated RCS data across varying azimuth and
elevation angles. The investigation systematically fits the simulated data against
both mono-parametric and bi-parametric probability distributions commonly
employed in radar target modeling and amplitude fluctuation analysis. The optimal
distribution selection is determined through minimization of the Cramér-von Mises
(CVM) distance metric, which provides robust comparison between theoretical and
empirical cumulative distribution functions. Additionally, the spatial
autocorrelation properties of the RCS signatures versus viewing angles are analyzed
to characterize the angular decorrelation behavior, providing insights into the
spatial coherence of the EM scattering patterns and their implications for tracking

and engagement scenarios.

4.1. Theoretical Framework

In military context, one of the topics more investigated is the stealth technology
(ST), also known as “low observable” [36]. As discussed in chapter 2, RCS depends
on several factors as we know passive ST essentially exploits geometry of the object
and the use of radar absorbing materials (RAM) to minimize the RCS [37], since it

reduces the amount of the backscattered EM energy.

The goal of low observable technology is to reduce a variety of signature, including

radio frequency (RF), infrared (IR), visible, laser, acoustic and magnetic aspects,



with RF signature reduction being of paramount importance in military

applications.

The four primary techniques for RCS reduction are shaping, the use of RAM,

passive cancellation and active cancellation.

- Shaping.
Surfaces and edges of a stealth aircraft are designed to reflect radar energy
away from the emitting sensor, rather than back to it. More specifically,
bumps, curves, and external loads are avoided since they increase overall
RCS.

- RAM
RAM absorb part of the received radar energy and convert it into heat,
thereby reducing reflected energy. However, they are not effective across
all frequency bands and are considered a supplementary approach to
shaping.

- Passive Cancellation (Impedance Loading).
This technique currently is less considered, since it is difficult to implement
for complex objects like aircraft. It involves creating a passive echo source
that, with appropriate amplitude and phase, cancels another echo source.

- Active Cancellation (Active loading).
Similar to the passive cancellation, this involves the target emitting EM
energy synchronized with the received radar energy, with suitable and phase

to minimize the reflected signal.

As response to the stealth technologies, anti-stealth technologies are developed and

more and more investigated such as:

- Passive/Multistatic Radars.

- Very Low Frequency (VLF) Radars (VHF/UHF/L-Band).
- Over-The-Horizon Radars (OTHR).

- Infrared Detection Systems.

- Electronic Support Measures Passive Sensors.
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It is commonly accepted that no single anti-stealth system is sufficient on its own.
Instead, an effective counter to stealth threats requires a combination of radars,

sensors, weapon systems, tactical data links, and appropriate tactics.

A comprehensive statistical analysis of their electromagnetic signature
characteristics enables the identification of key detection parameters and the
optimization of specialized algorithms for low-observable objects. This approach is
also applicable to small UAS. which, as previously noted, exhibit stealth-like
properties due to their minimal RCS, composite materials, and complex scattering
behaviors that defy conventional radar detection assumptions. By leveraging these
insights, it becomes possible to enhance surveillance systems for improved tracking
of both advanced stealth platforms and small drones, which remain largely

undetectable to traditional radar systems.

4.2. Methodology and Simulation Setup

4.2.1. POFACETS

The POFACETS software represents a comprehensive RCS prediction and analysis
application [38]. Initially implemented in Matlab™, POFACETS has established
itself as a cost-effective, user-friendly computational tool specifically designed for
electromagnetic scattering analysis of complex three-dimensional objects with
minimal computational resource requirements and practical execution times. The
software's significance in contemporary electromagnetic warfare applications stems
from its capability to address the complex challenges of RCS prediction for military
platforms, which remains crucial for assessing target detectability and survivability

characteristics. In Figure 4is reported an example of the main screen of the program.



T RCS PREDICTION USING PHYSICAL OPTICS APPROXIMATION - X

POFACETS

Version 4.5

Design Model Manually Create.a new t?rget geometry or load
and edit a previously designed model.
Design Model Graphically Create a new target georr_le.try by loading
standard shapes or combining models
Calculate Monostatic RCS Com.pute the monostatic radar cross
section of the model.
Calculate Bistatic RCS Com_pute the bistatic radar cross
section of the model.

ST

Utilities Version translation, CAD file import - export
Materials database management
About Close ‘ Help ‘

Figure 4. POFACETS v4.5 main screen.

The fundamental computational approach employed by POFACETS is based on the
Physical Optics (PO) method, a high-frequency approximation technique that yields
optimal performance for electrically large targets, particularly in specular reflection
scenarios. The PO methodology estimates surface currents induced on target
geometries by incident electromagnetic radiation through a simplified current
distribution model: on directly illuminated surface portions, the induced current is
assumed proportional to the incident magnetic field intensity, while shadowed
regions are assigned zero current density. These determined current distributions
are subsequently employed in far-field radiation integrals to compute the scattered

electromagnetic field at distances significantly greater than the target dimensions.

The geometric representation of complex targets, such as the F-35, within
POFACETS utilizes a triangular facet discretization approach, where aircraft
surfaces are decomposed into numerous triangular elements, each characterized by
specific electromagnetic properties including conductivity, permittivity, and
surface treatment parameters. The total scattered field from the target is obtained
through vector summation of electromagnetic contributions from all individual

facets, enabling detailed modeling of geometrically complex platforms while
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maintaining computational tractability for extensive parametric studies involving
multiple frequency bands and comprehensive aspect angle coverage. Moreover,
resistivity (whose value is normalized to that of free space equal to 377 Q) is also

associated with each facet.

Despite its computational efficiency and widespread application, the PO
implementation in POFACETS incorporates several theoretical limitations that
must be acknowledged when interpreting simulation results. The method abrupt
transition to zero current density at shadow boundaries introduces computational
inaccuracies in scattered field predictions at wide observation angles and within
shadowed regions. Furthermore, the core PO implementation does not account for
several complex electromagnetic scattering mechanisms including surface wave
propagation, multiple reflection interactions, and edge diffraction phenomena,
which can contribute significantly to total RCS under specific geometric and

frequency conditions.

The software implementation in Matlab™, while providing accessibility and ease
of modification, introduces computational constraints due to the interpreted
language's inherent memory overhead and absence of GPU acceleration
capabilities. Consequently, POFACETS is not classified as a high-performance
electromagnetic simulator, limiting its application to scenarios where

computational speed is not the primary constraint.
4.2.2. F-35 Aircraft Model and Simulation Configuration

The F-35, developed by Lockheed Martin [39], is one of the most popular example
of stealth aircraft. Several research and studies about it are in continuous
development, and there is a lot of documentation about different studies conducted
to study the RCS under different frequency/polarization conditions [36,40—42].In
[43] is reported an interesting analysis of the RCS for the F-22 Computer Aided
Design (CAD) model, which is in size and shape very close to those of the F-35,

showing pros and cons of using simulated models for RCS evaluation.

It is important to note that, unlike traditional stealth aircraft such as F-117A, B-2A,
and F-22A, the F-35’s stealth capability varies strongly with aspect and threat radar
operating frequency [40]. It is optimized for the X-band and the upper S-band. More



specifically, it is described as 25% Very Low Observable (VLO) in the nose section,
25% Low Observable (LO) in the tail section, and 50% “reduced observable” in the

beam sections, with strong frequency and angular dependance.

The F-35 Lightning II model employed in this analysis utilizes the predefined
geometry available within the POFACETS software library, and it is described as a
realistic model. This model captures the essential geometric features of the aircraft
including its diamond-shaped wings, canted vertical stabilizers, integrated engine
inlets, and faceted fuselage surfaces that contribute to its low-observable
characteristics. The model represents the aircraft with overall dimensions of

approximately 15.7 m in length (x-direction) and 10.7 m in wingspan (y-direction).

The POFACETS model for the F-35 is illustrated in Figure 5, where subplot (a)
shows the used reference system emphasizing the azimuth ¢ and elevation 0 angles,

and subplot (b) shows the x-y view plane (i.e., the plane for 6 =90 deg).
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Figure 5. Reference system (subplot a) and x-y view (subplot) of the F-35 overlapped with the
polar plot of its RCS in dBsm. The RCS is evaluated for elevation angles in the interval [98, 100]
degrees and at an L-band operating frequency of 1 GHz.

Hence, the RCS for the F-35 is computed for a monostatic radar, with the scattered
field evaluated for each triangle alone, excluding all multiple reflection and
diffraction effects. For the current simulations, the RCSs are computed setting the

polarization of the incident wave to be a pure transverse mode (TM). Regarding the
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considered aspect angle, the data are processed for the azimuth angle ¢ varying in
the interval [0°, 180°] (only one half is accounted for due to symmetry), with a step
size of 0.1°. Then, the elevation angle 0 is set in order to comply with three different
range regimes referred to as SR, MR, and LR [40], for which 6 € [120, 122] deg, 6
€ [118,120] deg, and 0 € [98,100], respectively. Finally, data are generated for a
transmitted wave at three different frequencies, viz., 0.3 GHz (VHF -band), 1 GHz
(L-band), and 10 GHz (X-band). The resulting RCS for the LR regime with an
operating frequency of 1 GHz (L-band) is also shown overlapped to the target with
a polar plot in Figure 5-(b).

To better understand the RCS behavior as a function of view angle, Figure 6, Figure
7 and Figure 8 show the RCS results calculated for the F-35 aircraft with the three
different operating frequencies and under the considered range regimes. Beyond the
curves representing thee RCS data computed for each aspect angle (blue curves),

the mean value with respect to the elevation is also plotted (red curve).

It is important to note that the simulation does not incorporate the effects of RAM
coatings typically applied to operational F-35 aircraft. This limitation results in
simulated RCS values that are significantly elevated compared to the actual
platform's electromagnetic signature, with peak values reaching approximately 5
dBsm at specific aspect angles, representing increases of 10 dB or more above
expected operational values. In [41] to overcome this drawback, the model for the
F-35 has been changed, removing the aircraft nose to simulate the transparency in
terms of RCS. Despite this limitation, the geometric accuracy of the model ensures
that the angular dependencies and statistical characteristics of the RCS fluctuations

remain representative of stealth platform behavior.

Moreover, it is interesting to note that at lower frequencies (i.e., VHF), due to
Rayleigh scattering, the stealth capabilities of the target are significantly reduced,
allowing the radar to detect it more easily. Subplots (a) and (b) of Figure 6,Figure

7, Figure 8 show higher average RCS values compared to the others.

Figure 6, Figure 7, Figure 8 illustrate the RCS behavior of the F-35 in the three
operational regimes (SR, MR, LR) across VHF, L-, and X-bands. A clear trend

emerges:



Short-Range (Figure 6): higher and more fluctuating RCS values are observed,
particularly at VHF, where stealth effectiveness is strongly reduced. At higher
frequencies, sharper oscillations appear, indicating increased sensitivity to angular

variations.

Medium-Range (Figure 7): the average RCS decreases compared to SR, with
smoother angular fluctuations, especially in the VHF and L-bands. However,
localized peaks remain at higher frequencies, highlighting potential detection

angles.

Long-Range (Figure 8): the mean RCS is further reduced, especially in the X-band,
where even small angular changes produce noticeable variations in radar return.
This confirms that stealth performance improves with distance but becomes more

sensitive to fine angular resolution at higher frequencies.

Overall, these results show that frequency and operational regime act in a
complementary manner: lower frequencies tend to reduce the effectiveness of
stealth shaping, making the aircraft more visible, while higher frequencies enhance

stealth performance but increase the angular variability of the radar signature.
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Figure 6. RCSs (dBsm) (blue line) and its mean value (red line) versus azimuth (in degrees) of the
F-35 aircraft, for the three considered frequency band (i.e., VHF, L, and X, from top to bottom)

under the SR regime.
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Figure 7. RCSs (dBsm) (blue line) and its mean value (red line) versus azimuth (in degrees) of the

F-35 aircraft, for the three considered frequency band (i.e., VHF, L, and X, from top to bottom)

under the MR regime.
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Figure 8. RCSs (dBsm) (blue line) and its mean value (red line) versus azimuth (in degrees) of the
F-35 aircraft, for the three considered frequency band (i.e., VHF, L, and X, from top to bottom)

under the LR regime.



4.2.3. Statistical analyses by moment matching

Typically, the method used to assess radar detection performance relies on the
premise that the RCS of the target follow one of the Swerling models I-V [44]
Nevertheless, some examples of practical application have shown that amplitude
fluctuations are not always consistent with the above models, which can lead to
discrepancies between the real-word radar performance and the theoretical one. In
literature, several alternative parametric fluctuation models have been proposed to
address this issue, including Weibull, Log-normal, K, and so on [44,45]. Radar
detection performance can be accurately predicted with high precision when the
statistical behavior of the RCS is properly characterized and comprehensively
described. To achieve this objective, as mentioned before this section presents a
thorough statistical analysis of the simulated RCS signatures of the F-35 aircraft, in

line with [45,46].

The adopted methodology involves fitting the simulated data using well-established
statistical distributions from the scientific literature, including both mono-
parametric and bi-parametric models. These distributions are analyzed across a
comprehensive range of aspect angles and at frequencies of operational interest.
The focus is specifically on the first-order statistical analysis aimed at deriving the
optimal model representing the fluctuation characteristics of F-35 RCS data with

respect to viewing angle variations.

The analysis centers on the cumulative distribution function (CDF) of the square
root of RCS (v/o), with results consistently confirming significant deviations of the
experimental data from simple mono-parametric distributions such as the classical
Rayleigh model, strongly favoring more sophisticated bi-parametric distributions

that better capture the complex scattering behavior of stealth aircraft.

The empirical cumulative distribution function (ECDF) derived from the simulated
data is systematically compared to five well-established theoretical models
commonly employed in the literature for describing amplitude statistics: Rayleigh,
K-distribution, Weibull, Gamma, and Log-Normal distributions. The parameters
for each distribution are estimated from the data using robust moment matching

techniques, ensuring optimal fit quality across the parameter space.
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These distributions encompass a wide range of statistical behaviors, from the simple
exponential decay of Rayleigh statistics to the more complex heavy-tailed

characteristics of K-distribution and Log-Normal models [47].

Table 2 summarizes the analytic expression of the above described CDF also
indicating their related parameters. Note that, the functions I'(*), ¥ (+), and erf(*) in

the table denote the Gamma, the incomplete Gamma, and the error functions,

respectively.
Table 2. Theoretical CDF and their parameters
Distribution CDF Parameters Support
x2
Rayleigh F(x;b?) =1—exp <— Z_bz) b2 <0 x=0

v
« - - 1 2 p 2 u > 0 (scale) o
Guwv) =1= oo [— | Ky ’—x X =
2vir ) H H v > 0 (shape)

Y u > 0 (scale)
Weibull F(x;u,v) =1 —exp [— <—) ] x=0
H v > 0 (shape)

1 x u > 0 (scale)
Gamma F(x;u,v) =——vy <v,—) x=0
r'(v) K v > 0 (shape)
1 1 log(x) —u HE (-, +)
Log-Normal FQopuv) =-+-erf| ——— x>0
2 2 Vas s>0

Finally, the theoretical model that provides the best fit respect to the data is selected
as the one minimizing an integral distributional distance between the designed CDF
and the ECDF, referred to as the CVM distance [48]. More precisely, N denote as

01,09, ...,0y the set of RCS values, the CVM distance between the design

distribution F (+/o) and its empirical counterpart can be computed as

2

1 21
=5 ’ (3)

N
-1
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where g; denotes the i-th ordered statistic from above set of RCSs.

4.3. Results and Statistical Analysis

In Figure 9, Figure 10, and Figure 11 the theoretical CDF for the five considered
models whose parameters (see Table 2) are estimated form the available data,
together with their ECDF. Subplots (a), (b) and (c) are referred in sequence to the
above defined VHF-, L-, and X-bands (observing he figures from top to bottom)
and under the SR, MR and LR regime respectively. Across all analyzed scenarios,
visual inspection reveals that the F-35 RCS data strongly deviates from the
commonly assumed Rayleigh distribution. This consistent deviation indicates that
the traditional single-parameter exponential model is inadequate for characterizing
the complex scattering behavior of stealth aircraft. Instead, bi-parametric models
demonstrate superior capability in describing the statistical behavior of the RCS

measurements.

Using the CVM distance criterion as the selection metric, the analysis identifies
optimal distribution models for each frequency band and radar regime combination.
In the LR regime, the Log-Normal distribution is consistently selected as the best
fit across all frequency bands, including VHF, L-band, and X-band scenarios. The
MR regime shows similar behavior, with Log-Normal distributions providing
optimal fits for VHF and L-band cases, while the X-band represents a notable
exception where the Weibull distribution achieves the minimum distance. The SR
regime demonstrates a different pattern, where the Log-Normal distribution
remains optimal for VHF-band, but Weibull distributions are selected as best fits

for both L-band and X-band frequencies. All the results are summarized in Table 3.
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Table 3. Best fit theoretical CDF and their parameters of the RCS data

Scenario Selected CDF Estimated parameters
VHF-SR Log-Normal fA=0.6502 §=1.0410
L-SR Weibull fA=18761 V¥ =0.5960
X-SR Weibull A=11171 ¥ =0.5630
VHF-MR Log-Normal f=05025 §=1.0913
L-MR Log-Normal f=02590 §=1.3068
X-MR Weibull f=09945 ¥ =0.5140
VHF-LR Log-Normal f=02532 §=1.0410
L-LR Log-Normal f=0.0374 §=1.0410
X-LR Log-Normal f=-10121 $=1.1608

The Log-Normal distribution, characterized by parameters p (mean of the
logarithm) and o (standard deviation of the logarithm), exhibits consistent behavior
across different regimes. In both LR and MR regimes, the parameter p does not
exceed 0.5025, while o oscillates around unity. The SR regime shows a slight
variation with p approximately equal to 0.65, while ¢ remains close to 1.0. The
parameter | shows a slight increase in the SR regime compared to LR/MR regimes,
suggesting that higher resolution measurements may capture additional scattering

mechanisms that shift the distribution characteristics.

The Weibull distribution, defined by scale and shape parameters, shows frequency-
dependent behavior. In the MR regime, specifically for the X-band case, the scale
parameter is approximately 1.0 while the shape parameter is close to 0.5. The SR
regime exhibits more complex behavior with the L-band scenario showing a scale
parameter of about 1.9 and shape parameter of approximately 0.60, while the X-
band case presents a scale parameter of about 1.12 and shape parameter of around

0.56. The scale parameter exhibits significant variation between L-band and X-band



in the SR regime, indicating frequency-dependent scattering characteristics that

become more pronounced at higher resolutions.

Summarizing, the analysis reveals distinct patterns in model selection based on
radar resolution. More specifically, Figure 9, Figure 10, and Figure 11 illustrate the
comparison between the CDFs and the ECDFs of the square root of the RCS (/o)
for the F-35 aircraft under the SR, MR and LR, respectively. The data are presented
for three radar frequency bands: BHF, L-band, and X-band, from top to bottom. LR
and MR regimes predominantly favor Log-Normal distributions, with only one
exception in MR X-band where SR regime shows increased preference for Weibull
distributions in higher frequency bands, specifically L- and X-bands, while
maintaining Log-Normal for VHF.
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Figure 9. Theoretical CDF and ECDF versus vo of the F-35aircraft, for the three considered
frequency bands (i.e., VHF, L, and X, from top to bottom) under the SR regime.
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Before concluding this study about the F-35 aircraft RCS, the spatial decorrelation
behavior is also analyzed as the operating frequency varying as well as for the two
considered elevation aspect regimes. Precisely, indicating with Ly, the length

expressed in meters, the spatial (angular) decorrelation can be evaluated as [49]:

c

Ay = ——
% Ity @

Where ¢ =3 x 108 m/s is the speed of light and f; is the carrier operative
frequency. For the F-35 aircraft herein considered, its size id 15.7m in x-direction
and 10.7 m in the y-direction as mentioned before [39], therefore a minimum and
maximum spatial autocorrelation can be derived, respectively. The resulting values
for the spatial autocorrelation (averaged over elevation) are plotted in where the
angle at which the spatial decorrelation occurs according to (4) is also plotted as a
vertical bar. From Figure 12, Figure 13, and Figure 14 inspection is possible to
appreciate that as the frequency increases, there is a narrowing of the

autocorrelation mainlobe. This effect is even more evident in the SR regime.

Certainly, the RCS of the F-35 has the tendency to decorrelate the faster the higher
the observation frequency is. Therefore, in the X band even very small changes in
the angle of view lead to significant changes in the RCS, such that they could lead

to detection losses by the radar.
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Figure 12. Normalized average autocorrelation of the RCS of the F-35aircraft, for the three

considered frequency bands (i.e., VHF, L, and X, from top to bottom) under the SR regime.
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Figure 13. Normalized average autocorrelation of the RCS of the F-35aircraft, for the three

considered frequency bands (i.e., VHF, L, and X, from top to bottom) under the MR regime.
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considered frequency bands (i.e., VHF, L, and X, from top to bottom) under the LR regime.



5. Multi-Platform Detection Systems Simulation:

The growing proliferation of unauthorized drones in protected airspace represents
a significant threat to security and privacy, particularly in urban environments. This
issue creates an urgent need for developing more reliable and comprehensive
surveillance networks. Moreover, traditional surveillance systems based on single
sensors have inherent limitations that compromise their effectiveness in complex
scenarios. Therefore, the fusion of data from heterogeneous sensors proves to be
the key to achieving comprehensive situational awareness and improving tracking

accuracy.

Building on the considerations outlined in the previous chapter, the integration of
UAVs into controlled airspace presents additional challenges that extend beyond
the issue of their reduced radar cross-section. These challenges have prompted a
comprehensive investigation into suitable simulators for analyzing RCS
characteristics, as well as identifying statistical algorithms that best capture drone

signatures.

Regarding drone surveillance specifically, traditional air traffic surveillance
systems demonstrate significant inadequacies when applied to drone detection and
tracking scenarios, as they were originally designed for conventional manned
aircraft. While conducting accurate RCS analysis is certainly valuable for designing
radars better suited to drone surveillance, this approach alone is insufficient. An
equally critical aspect to investigate is the fusion of multiple surveillance systems,
aimed at enhancing the detection, identification, and tracking capabilities for small

unmanned aerial vehicles.

For this reason, the current research focuses on employing the BlueSky Air Traffic
Control (ATC) Simulator to investigate multi-sensor fusion approaches that
combine radar and acoustic surveillance technologies. The primary objective is to
minimize prediction errors in trajectory estimation while enhancing detection
accuracy and tracking reliability for small unmanned systems. More specifically,

this research evaluates surveillance performance for two non-cooperative drones
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executing distinct flight trajectories within a shared operational airspace, providing

a foundational framework for more complex multi-target scenarios.

5.1. System Architecture and Design Framework

5.1.1. Architecture Selection: Centralized vs Decentralized

Before defining the project’s implementation steps, a critical decision must be made
regarding the architectural paradigm: centralized or decentralized. This choice
significantly impacts system performance, robustness, scalability, and, critically,

the effectiveness of state estimation algorithms like the Kalman filter.

In centralized architecture, shown in Figure 15, an autonomous central management
unit processes all data and makes decisions accordingly. All information about
aircraft state (position, velocity, intent, etc.) is fed into this central service, typically
from surveillance systems or operators via air-to-ground or ground-to-ground
communications [50]. Flight authorizations, conflict resolution procedures, risk
assessments, and operator notifications are all processed and disseminated by the
central authority. This creates a unified decision-making framework where all
unmanned aircraft operations within the designated airspace are subject to
centralized oversight and control. Centralized architecture inherently limits system
scalability, as the overall capacity is constrained by the computational power and
infrastructure resilience of the central system. Furthermore, this model introduces
potential vulnerabilities, as the entire network's functionality depends on the
continuous operation of the central infrastructure. Any disruption to the central
system, whether through technical malfunction or cybersecurity incidents, can

compromise the operational integrity of the entire U-Space network.
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Figure 15. Example of Centralized Architecture for UTM.

The main advantages and disadvantages of centralized architecture are summarized

as in Table 4, following several literature documents such as [50,51] .
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Table 4. Advantages and disadvantages of Centralized Architecture for UTM.

Advantages

Disadvantages

Ensures global situational awareness

Higher latency due to data transmission to a central
point

Easier to cybersecurity and authentication measures

Risk of a single point of failure

More effective fusion of multisensory data for high
accuracy

Limited scalability

High accuracy in data fusion

Performance can be adversely affected by modeled
input errors

Easier Synchronization of data across the system

Performance is significantly degraded by modeled
transmission errors of resolution maneuvers

More effective filtering algorithms

May not be suitable for high volume traffic
operation

Facilitates prioritization and sequential resolution of
conflicts based on estimated time until conflict

The system relies on a central server, which acts as a
bottleneck requiring continuous communication
with other actors

In a decentralized architecture, shown in Figure 16, conflict resolution functions

might reside onboard individual aircraft. This approach typically relies on

predefined rules or protocols to compute and execute their own maneuvers without

necessarily knowing others' actions in real-time. Different models exist, including

uniform rule-based, coordination-based, and mixed rule-based approaches [50].
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Figure 16. Example of Decentralized Architecture for UTM.




Also for the decentralized architecture, advantages and operational limitations are

summarized in Table 5 .

Table 5. Advantages and disadvantages of Decentralized Architecture for UTM

Advantages

Disadvantages

Lower latency

More complex fusion algorithms

Greater robustness and redundancy

Potential synchronization issues among different
nodes and higher computational load on individual
nodes

Easier scalability

Requires a fully connected network graph for
consensus-based tracking

Less vulnerable to output reception errors, as
resolution maneuvers are computed and executed
onboard, eliminating the need to communicate them

Communication delays could lead to conflicting
state estimates

The selection between these two architectures depends on several critical factors

that must be evaluated within the context of specific operational requirements and

constraints, including:

o Traffic density and operational complexity;

o Infrastructure requirements;
o Regulatory environment;

e Risk tolerance.

Beyond these general considerations, the architectural choice is critically linked to

state estimation requirements, particularly those associated with the Kalman Filter

(KF) and its extensions such as the Extended Kalman Filter (EKF). The KF is a

recursive stochastic filter that corrects predicted states using the weighted error

between actual and predicted measurements. Specifically, it operates by

propagating the mean and covariance of the state through time [52].
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A fundamental requirement for achieving optimal state estimation with a Kalman
filter is system observability. Without full observability, the filter cannot guarantee
convergence to the true state. This condition is frequently compromised in
decentralized networks, where individual nodes typically access only partial
measurements and must exchange information with neighboring nodes to enhance

overall system observability.

Given these technical constraints, while decentralized systems offer inherent
advantages in terms of robustness and scalability for general UAM scenarios, this
project's emphasis on comprehensive, high-accuracy multi-sensor fusion
necessitates careful consideration of observability requirements. The specific
demands of the KF as a core component for error prediction and state estimation
lead to the selection of a centralized architecture to ensure optimal surveillance

performance and state estimation accuracy.

5.1.2. System Design Overview

Once the UTM architecture type has been selected for the simulation, considering
all the different requirements for sensor fusion, the system design is established.
The objective is to recreate a comprehensive surveillance scenario incorporating

two primary sensor types for drone monitoring: radar systems and acoustic sensors.

This phase involves creating the operational scenario within the BlueSky
ATC Simulator environment. The development process includes:

a) Defining the operational area where drones will be deployed.

b) Developing specialized plugins for various surveillance sensors.

c) Establishing the foundational simulation framework.

This research specifically is centered on the scenario creation and development
phase of the project, focusing on reconstructing a realistic operational scenario
involving two small drones. More in particular, This phase involves creating the
operational scenario within the BlueSky ATC Simulator environment. As it

possible to note from Figure 17, the development process includes:

e Defining the operational area where drones will be deployed.
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Figure 17. Project System Design

5.1.3. BlueSky ATC Simulator Platform

Prediction

The simulation environment provides a controlled testbed for evaluating sensor

A critical aspect of this research addresses non-cooperative drone operations, which
presents significant challenges for airspace management. In these scenarios, drones
or other airspace users may not provide active signals or identification, creating
potential security risks. The difficulty of managing such traffic requires external
surveillance technologies, such as radar systems and acoustic sensors chosen for
the project. Non-cooperative systems are especially critical for protecting sensitive
airspace like airports or urban areas. They enable authorities to identify and address

posed by unidentified or unauthorized airspace users.

Data Collection
and
Synchronization

As simulation environment, BlueSky ATC Simulator [53] is used. The latter is born

by an initiative by Delft University of Technology (TU Delft), which operates as a

fully open-source and open data air traffic simulation tool with the aim to enhance
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the comparability of Air Traffic Management (ATM) research. Its design prioritizes
user-friendliness and high fidelity while avoiding proprietary data.

BlueSky is built with a modular setup to allow an easy extension of its functionality
without requiring users to understand the entire source code. The main modules

include:

e Simulation control (sim), a module that manages the main simulation loop
and mode, initializing other modules, potentially in multiple threads.

o Command Stack (stack), which is basically the central processing unit of
BlueSky. It receives commands from the user via the graphical user
interface (GUI) console, mouse clicks, or even external programs through
network connections.

o Traffic Module (traf), that holds all data related to simulated traffic,
including the state of aircraft, its performance databases, and navigation
data.

e User Interface (UI).

e Classic GUI, based on Pygame.

e Advanced GUI, a version that uses OpenGL in a Qt windows environment.
b

e Tools Module, that contains functions for aerodynamics and navigation

calculation, and data logging.

5.2. Experimental Setup and Implementation Framework

To proceed with Phase 1 implementation and to establish the foundation for
subsequent project phase, a comprehensive experimental setup is designed. This
experimental configuration satisfies the technical requirements for realistic non-
cooperative drone scenario reconstruction while ensuring the controlled conditions

necessary for rigorous sensor performance evaluation.

As surveillance systems selected for the current simulation are one radar system
and two acoustic sensor. Their selection is driven by the following criteria necessary

for the definition of the plugins for the simulation:



Independent Development: the choice of different sensor technologies
naturally supports the formation of independent development teams. Each
technology demands distinct expertise domains (e.g., RF engineering for
radar, signal processing for acoustics, minimizing technical overlap and
resource conflicts while fostering focused, specialized development efforts.
Isolated Testing: selected sensors can be tested and validated independently
before system integration. Moreover, their accuracy, range limitations, and
false alarm rates can be established through isolated protocols.

Scalability: the e modular design should accommodate potential integration
of additional sensor types (optical cameras, LIDAR, RF spectrum analyzers)
without requiring fundamental architecture modifications.

Maintenance and Reliability: the use of multiple sensor enhances system
resilience by isolating faults to individual technologies, allowing
independent updates and maintenance without system-wide downtime. At
the same time, it is important to pay attention to not add more sensors than

necessary to avoid redundancy.

In particular, the selected surveillance systems:

SGR_RDR-216SR-1S10K-3D [54], that is an S-Band security radar
equipped with a phased array system that combines mechanical azimuth
scanning with electronic elevation scanning. Using pulse Doppler
technology, it can detect and tracking intrusion targets in three-dimensional
space. Distance, altitude, azimuth, and velocity are given as output
parameter providing also a reliable situational awareness. In Table 6 with

all the system’s parameters of the sensor are reported.

ReSpeaker Mic Array v2.0 [55], as acoustic sensors. The sensor, shown in
Figure 18, 1is equipped with four digital MEMS microphones
(MP34DTOITR-M), labeled (2), each spaced 45.7 mm apart. These
microphones transmit their signals to the central integrated circuit (IC), an
XMOS XVF-3000. This IC outputs audio through the 3.5 mm jack (5) and
the USB-B port (4) located at the bottom of the board. It also includes an

internal beamformer that estimates the direction of arrival (DOA) of
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incoming sound. The DOA values are sent both to the USB port and to the
LED ring (3), which provides a visual indication of the sound source
direction. On a connected device such as a laptop, these USB-transmitted
values can be accessed via a Python script. The array operates at a sampling
frequency of 16 kHz, allowing analysis of audio signals up to 8 kHz, as
dictated by the Nyquist criterion. Additionally, the board integrates a stereo
codec with speaker drivers (6), through which the signal from (1) passes
before reaching output (5). However, this feature was not employed in the

present project.

It is important to note that the use of acoustic sensors is primarily intended to
compensate for the high costs of more reliable and widely adopted solutions such
as radar. In this case, however, the goal is to integrate them with radar systems to
reduce detection errors and to investigate the feasibility of employing a low-cost
solution for tracking the flight paths of non-cooperative unmanned aerial vehicles
operating within sensitive areas. Moreover, the choice to implement two acoustic

sensors is motivated by the fact that the ReSpeaker Mic Array v2.0

Eventually, as operative drones, two DJI Mavic Dual Enterprise [56] have been

chosen. In Table 7 its main specifications are reported.



Figure 18. ReSpeaker Mic Array v2.0.

Table 6. SGR_RDR-216SR-1S10K-3D datasheet

Parameter

Value

Working System

Azimuth scanning + Elevation phase scanning

Working Mode Pulse Doppler
Working Frequency S-Band
Azimuth Coverage 360
>40°

Elevation Coverage

Detection Speed

0.5 m/s — 30 m/s

Detection range

Up to 5 km for micro drones, but in general up to

8-10 km for civil drone

Rated power consumption

<250 W

Installation

On a tower/pole of 6+ m of height

Dimension

782x882x434mm
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Table 7. DJI MAVIC DUAL ENTERPRISE Specifications.

Specifications Value

Takeoff Weight 899 ¢

Max Speed 72 kph

Max Service Ceiling 6000 m above sea level

Max Flight Time 31 minutes (no wind, at 25 kph)
Max Hovering Time 29 minutes (no wind)

Max Wind Speed Resistance 29-39 kph

Operating Temperature -10°C to 40°C

GNSS GPS+GLONASS

5.2.1. Phase 1 Implementation: Plugin Development and Scenario

Configuration

Phase 1 focuses on the development and integration of surveillance sensor plugins
within the BlueSky ATC Simulator environment. This phase encompasses the
creation of specialized detection algorithms, the establishment of realistic
operational scenarios, and the validation of individual sensor capabilities prior to

fusion implementation.

All testing scenarios are simulated within the a rural area in the province of Caserta,

Italy..

The experimental validation is structured around three primary test scenarios
designed to systematically evaluate sensor performance across different operational

conditions:

e Drones in radar coverage only: evaluate standalone radar performance and
establish baseline detection metrics.

o Drones in acoustic sensor coverage only: assess acoustic sensor standalone
performance and directional accuracy capabilities.

e Drones in overlapping coverage: evaluate multi-sensor detection

capabilities and prepare foundation for sensor fusion implementation.



5.2.2. Trajectory Implementation

The development of the surveillance system simulation is grounded in the rigorous
modeling of drone trajectories within the BlueSky ATC Simulator environment.
The implementation of these trajectories constitutes the foundational framework for
all subsequent sensor testing and validation, necessitating highly precise positional
data and the faithful replication of realistic flight dynamics. For the sake of clarity,
the two drones employed in the simulation will hereafter be referred to as Drone 1

and Drone 2, each of which is assigned a distinct trajectory path.

The initial trajectory implemented for Drone 1 within the simulation is derived from
empirical flight data obtained during a prior experimental campaign conducted in
the Castel Volturno area. This dataset provides real data, thereby ensuring that the
simulation faithfully represents the actual behavioral patterns of drones within the

targeted geographical context.

The imported trajectory comprises multiple geometric flight patterns specifically

designed to evaluate various aspects of sensor detection and tracking capabilities:

o Linear Path Segments: straight-line flight patterns employed to assess
continuous tracking accuracy and velocity estimation.

e Triangular Maneuvers: three-sided geometric patterns implemented to
evaluate angular tracking performance and directional change
responsiveness.

e Quadrilateral Patterns: four-sided flight paths facilitating comprehensive

coverage assessment and the evaluation of complex maneuvering behavior.

Indeed, the original flight dataset was characterized by a high-resolution sampling
rate with numerous trajectory points, resulting in substantial computational
overhead during simulation processing. To address this challenge, a systematic
point reduction procedure was applied, optimizing system performance while

preserving trajectory fidelity.

The point reduction was accomplished through a systematic averaging and temporal

downsampling approach implemented in Matlab™:
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- Data Import and Preprocessing:

o Telemetry data were imported from the .CSV file;

o Time values were converted from datetime format to milliseconds,
including appropriate time zone adjustments.

o Altitude measurements were transformed from raw sensor readings
into meters.

o Coordinates were converted from geodetic format (latitude,
longitude, altitude) to the local NED (North-East-Down) coordinate
system, based on the WGS84 ellipsoid model.

- Windowed Averaging Algorithm:

o Window Size: each averaging window consisted of 50 consecutive
data points.

o Averaging Process: Within each window, spatial coordinates (X, y,
z) were averaged to produce a single representative point.

o Temporal Downsampling: Corresponding time values were
averaged within each window, thereby reducing the temporal

resolution by a factor of 50.

As concerns mathematical implementation, indeed, the averaging and
downsampling procedure can be formalized mathematically. Let p; = (x;, y;, Zi, t;)
denote the i-th trajectory point in a window of size N = 50. The representative point

Prep 1S computed as:

N N N N N
1 1 1 1 1
Prep = NZ bi = (NZ xi’NZ yi'ﬁz Zi;ﬁz t;)
=1 i=1 i=1 i=1 i=1

This approach ensures that the reduced dataset preserves the essential geometric
and temporal characteristics of the original trajectory while significantly decreasing

computational load during simulation.

)



Original Trajectory

Original Trajectory

41.0651
41.065
£ 41.0649
=
(=}
Z 41.0648 |
41.0647 -
60 80 1 | . ‘ | . |
-20 20 40 41.0646
40 0 13.9922 13.9924 13.9926 13.9928 13.993  13.9932 13.9934  13.9936
North East East
Reduced Trajectory 5 Reduced Trajectory
- v® ow @
o Ry » 10 %
. K Y ” i
£ 0r -
i = -
o .
Z .10 3 a
0 100 207 e Z
60 80 |
-20 40 30 1 1 I 1 sl .
40 0 20
-20 0 20 40 60 80 100 120
North East
East
(a) (b)

Figure 19. Original and Reduced Trajectory imported for Drone 1: (a) 3D plot, (b) 2D plot.

A challenge emerged related to the visualization of the flight path within the
BlueSky Air Traffic Control simulator. More specifically, due to the intrinsic
resolution constraints of the simulation environment, the imported trajectory could
not be adequately discerned in its reduced form. This limitation hindered the correct
evaluation of the drone operational patterns and necessitated the introduction of an

additional scaling step.

Hence, the algorithm performs a selective transformation exclusively on the
horizontal plane (North-East coordinates) within the NED reference frame, while
deliberately preserving the altitude profile. This choice ensures that the geometric
amplification improves visual clarity without introducing distortions in the vertical

dynamics of the drone’s flight.

The scaling transformation is mathematically defined as:

- Centroid Calculation: the geometric center of the trajectory in NED
coordinates is computed.
- Horizontal Scaling: North (X) and East (Y) coordinates are scaled by a user-

defined factor relative to the trajectory centroid.
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- Altitude Preservation: The Down (Z) coordinate remains unchanged to

retain realistic flight altitude characteristics.

The scaling factor is configurable through the scale factor parameter, which
enables systematic exploration of different levels of magnification. More

specifically, the transformation is applied according to the following formulation:

Xscaled = Xcenter + (xoriginal — Xcenter ) X scale_factor

YVscaled = Ycenter + (yoriginal — Ycenter ) X scale_factor (6)
Zscaled = Zoriginal
In Figure 20 is reported a comparison of the original trajectory and scaled one in
2D configuration, while figure depicts the scaled trajectory imported into Google
Earth, thereby offering a realistic visualization of how the drone would operate
within the real environment.

- Comparison: Original vs Scaled - Drone 1

Original
Scaled
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East (m)

Figure 20. Comparison of the original and scaled trajectories for Drone | in a two-dimensional
(2D) configuration.

Once obtained the trajectory, it must be imported in BlueSky. To do that, as first

step the drone must be created in the scenario environment in the following way:



CRE Drone 1 Mavic2 41.0649476895666 13.9923597819262 0 94 14 (7

The CRE command creates an aircraft and its configuration. Its input arguments
are: acid (the assigned name), type (the aircraft model), latitude, longitude, heading,
altitude, and speed. Note that altitude is expressed in feet (ft), while speed is
expressed in knots (kts). Regarding the aircraft model, BlueSky provides a library
containing all existing aircraft types, but new types can be added if necessary. To
create an aircraft that is not already included in the library, a structure like the one

shown in Figure 21 must be added to the resourcers folder.

"Mavic Dual Enterprise”: |{

"name”: "DJI Mavic 2 Enterprise Dual”,

"n_engines

"engine type"

“"mtow™: ©.899,

"oew": 0.899,

"mfc”

"engines”: 0c-1", ©.22475],["M FoC-2", ©.22475],["Mot )C-3", 8.22475],[" 0c-4", 8.22475]],
"envelop

"vs_min"

"vs max": 5,
"h_max": 60ea,

"d range max": 24

Figure 21. Example of aircraft creation in BlueSky ATC Simulator.

At this point, the command ADDWPT is applied to create the trajectory point by

point.

Regarding the trajectory of Drone 2, a simple linear path has been assigned. This
trajectory was generated manually in Python by defining waypoints directly with

the ADDWPT command.

5.2.3. Radar Plugin Development

The integration of radar simulation capabilities within the BlueSky ATC Simulator
requires precise coordination between detection algorithms and the underlying
simulation framework. The plugin is designed to reflect realistic radar behavior,
with particular attention to implementation strategy, mathematical modeling, and

architectural coherence.
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Radar operations are triggered by periodic simulation updates. During each cycle,
the radar queries the traffic management subsystem to retrieve aircraft states,
applies geometric and spatial filtering based on detection constraints, and
communicates results to the display interface. This workflow ensures a consistent

and responsive simulation of radar activity.

Temporal management is central to maintaining a balance between simulation
fidelity and computational performance. The radar operates on configurable update
intervals, allowing for a trade-off between detection resolution and system

efficiencymirroring the operational constraints of real-world radar systems.

Initialization is handled by the init plugin() function, which serves as the plugin’s
entry point. It instantiates the radar system and registers relevant commands within
BlueSky’s stack command system. Specifically, the following commands are

defined:

- RADAR STATUS: shows radar status and detected targets.
- RADAR TOGGLE: toggle radar active state.
- DETECT: Verifies if a specific drone is detected by the radar and shows its

information. As input, it requires the Aircraft ID.

The configuration dictionary returned by the initialization function defines the
plugin integration parameters, while the registration of the update function
establishes a callback mechanism that synchronizes radar processing with the

simulation time progression.

The core logic resides within the Radar class, which extends BlueSky’s Entity class
to fully leverage the simulator’s infrastructure. Its implementation follows object-
oriented design principles, promoting modularity and maintainability while

ensuring computational efficiency.

The radar simulation includes technical parameters that mirror operational radar
systems. The positioning mechanism utilizes geographic coordinates with altitude
data, enabling three-dimensional detection. Key parameters include maximum

detection range and beamwidth, which define the spatial and angular coverage of



the radar. The system also incorporates rate limiting through a five-second update

interval, striking a practical balance between responsiveness and processing load.

The airspace scanning algorithm constitutes the core computational component of
the radar system, implementing a systematic methodology for target detection based
on geometric and spatial analysis. At each simulation update, the algorithm iterates
over all active traffic entities, computing their positions relative to the radar site and

evaluating whether they fall within the predefined detection envelope.

To ensure both accuracy and computational efficiency, the algorithm utilizes
BlueSky’s optimized geographic utility functions (geo.kwikdist() and
geo.kwikqdrdist()) which are based on spherical trigonometry and specifically
tailored for aviation applications. These functions enable high-performance
calculation of distances and bearings, which are essential for real-time simulation
fidelity. In parallel, the vertical angle (elevation) between the radar and each target
is computed through trigonometric methods, accounting for both horizontal
displacement and altitude difference. This calculation is crucial to assess whether a

target lies within the radar vertical coverage domain.

Detection feasibility is established through a three-dimensional validation process,
which simultaneously considers range, azimuth, and elevation constraints. The
range constraint ensures that only targets within the radar’s maximum detection
radius are considered. The azimuth constraint is trivially satisfied in this
implementation due to the assumption of omnidirectional horizontal coverage,
which is an architectural choice that reflects common surveillance radar
configurations. The elevation constraint is modeled as a symmetric angular bound
around the radar’s horizontal axis, ensuring inclusion within the vertical

beamwidth.

These constraints are combined using boolean logic consistent with physical radar
detection principles: a target is deemed detectable only if all geometric conditions
are simultaneously satisfied. This approach provides a realistic abstraction of radar

line-of-sight mechanics, wherein spatial visibility governs the detection outcome.
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Finally, all geometric calculations account for Earth curvature effects by relying on
spherical geometry, ensuring consistency with established aeronautical
computation standards while maintaining computational tractability within the

simulation environment.

The distance calculation methodology employs great circle distance formulas,
providing accurate range measurements regardless of geographic location. This
approach ensures consistent detection performance across different simulation
scenarios and geographic regions. The mathematical formulation for great circle

distance is expressed as:

d = R X arccos(sin( ¢;) X sin( ¢,) + cos( @) X cos( ;) X cos(41))

where d represents the distance, R is the Earth's radius, ¢: and ¢: are the latitudes

of the radar and target respectively, and 44 is the longitude difference.

The bearing calculation process determines the azimuth angle from radar to target
using spherical trigonometry. The resulting bearing values provide directional
information essential for target tracking and display purposes. The mathematical

expression for bearing calculation follows:

Opearing = arctam2(sin(44) X cos(¢;), cos(¢q) X sin(¢;)
— sin(¢;) X cos(¢,) X cos(A1))
The elevation angle calculation represents a critical component of the three-
dimensional detection capability. The implementation utilizes the arctangent
function of the ratio between altitude difference and horizontal distance, providing

accurate vertical angle measurements:

htarget - hradar)

Belevation = arCtan< d
horizontal

The mathematical formulation accounts for both positive and negative elevation
angles, enabling detection of targets both above and below the radar altitude. This
capability proves essential for comprehensive airspace surveillance in complex

vertical traffic scenarios. In this work, Bejevation denotes the elevation angle

(8)

©)

(10)



(vertical), and ¢ denotes the zenith angle used in the coverage volume integral.
Although ¢ is often used for latitude or elevation in some conventions, we adopt

standard spherical coordinate notation for integration purposes.

Finally, the radar coverage volume represents a three-dimensional space defined by
the intersection of range and angular constraints. The mathematical model creates
a truncated cone extending from the radar position, with angular limits defining the
detection envelope boundaries. The volume calculation can be expressed through

the integral:

Veoverage = ||| £(7.0,9) 12 sin(p) dr do dg ()

With integration limits:

OSrSRmax,OSHSZn,(g—el’e%)S<PS(z+ebeﬂ) (12)

where r denotes the slant range, 8 the azimuthal angle, and ¢ the elevation angle.

The detection conditions can be expressed as Boolean functions:

1, r<R ,
Raee) = {1 5 g™ (13)
T gbeam
1! - 5 S )
Egec() = { |‘p 2| 2 (14)
0, otherwise,

Adet(@) =1 for 00 < 27'[, (15)
So that the overall detection condition is given by the logical product:

D(r,6, (P) = Rdet(r) ) Edet((p) " Ager (0) (16)

Outside the Radar class, another stack command named DETECTED is defined for

debugging, so it manually triggers a radar scan and display results.

Finally, all the stack commands are summarized in Table 8.
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Table 8. Command Interface Summary.

Command Parameters Function
Display current
RADAR_STATUS None '
B detection status
RADAR_TOGGLE None Toggle radar
- operational state
DETECT Aircraft ID Query specific target
detection
DETECTED None Manual airspace scan
esecution

As conclusion, the radar plugin demonstrates an effective integration of complex
detection algorithms within the BlueSky simulation environment. The design
combines realistic radar modeling with computational efficiency, making it suitable
for both research and educational use. Its modular and extensible architecture
allows for future enhancements without disrupting existing components, supporting
iterative development. Geometric calculations rely on established aeronautical
standards and optimized methods, ensuring accuracy and simulation consistency.
Overall, the implementation provides a robust and flexible framework for

simulating radar operations in air traffic scenarios.

5.2.4. Acoustic Sensor Plugin Implementation

The implementation of the acoustic sensor is grounded in the utilization of the
ReSpeaker Mic Array v2.0, selected for its optimal balance between detection
capability and urban deployment feasibility. The hardware characteristics of this
platform, summarized in Table 9, directly influence both the plugin's detection
algorithms and its operational parameters. The main aim of this plugin is to

calculate the DOA.

Since two arrays are implemented in the current simulation, they will hereafter be
referred to as Array 1 and Array 2 for the sake of simplicity. As for the radar plugin,
the initialization is handled by the init_plugin() function in which the two arrays are
created independently. Array 1 is positioned at coordinates 41.0645°N, 13.9940°E,
in order to survey Drone 1, whereas Array 2 is strategically placed at 41,0632°N,
13.9925°E in order to cover the linear flight of Drone2. This dual positioning



strategy do not creates an overlap zone where both arrays can simultaneously detect

the same target.

Table 9. ReSpeaker Mic Array v2.0 techincal specifications.

Urban Environment

Parameter Value Operational Impact Consideration
Digital Microphones 4 Circular array configuration 360° coverage
& p Y & capability
Inter—mlc?op hone 45.7 mm Spatial resolution for DOA Optimal for .drone
spacing frequencies
Sampling Frequency 16 kHz Nyquist limit at 8kHz Cap tur§ s drone
harmonic content
. o Improved elevation Optimized for urban
Array Tilt Angle 4 accuracy flight altitudes
Realistic Detection 20 m Drones as DJI Mavic 2 at | Complementary to radar
Range optimal conditions coverage
Frequency Response 100 Hz — 8 kHz Drone acoustic signature Urban noise ﬁlterlng
range capability
Environmental Rating 1P54 Weather resistance Urban .depll Qyment
suitability

In the init_plugin() function, several stack commands are defined such as:

- ACOUSTIC _STATUS, which shows the status of both the array. More

specifically, it provides position, status (active/not active), detections,

tracking.

- ACOUSTIC_TOGGLE, that toggle the two arrays simultaneously.

- ACOUSTIC TOGGLE ARRAY1, which toggle Array 1 only.

- ACOUSTIC TOGGLE ARRAY?2, which toggle Array 2 only.

- TRACK DRONE WAYPOINTS, which in input needs the drone name

and then it can find the drone in the traffic and track it on both the arrays.
- STOP_TRACKING, Stop the tracking of the drones on both the array.
- TRAJECTORY_ STATUS, reports trajectory and tracking of both the

arrays.
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After this, the ReSpeakerAcousticSensor class is created. The sensor implements a
sophisticated acoustic modeling system that accurately simulates the behavior of a
physical 4-microphone circular array. It should be remembered that the hardware
specifications directly influence the detection algorithms, with the 45.7mm inter-
microphone spacing providing optimal spatial resolution for drone acoustic
signatures in the 150-300 Hz fundamental frequency range typical of consumer
UAVs. The 16 kHz sampling rate ensures complete capture of harmonic content up
to the 8 kHz Nyquist limit, while the 45° tilt angle of the physical array optimizes
elevation angle estimation accuracy for urban flight altitudes typically between 10-

100 meters.

As a preliminary step, the acoustic signature of a generic drone is simulated.
Empirical studies and measurements indicate that commercial drones, such as the
DIJI Mavic 2, typically exhibit a fundamental blade rotation frequency in the range
of 150 Hz to 300 Hz. Accordingly, a value is randomly selected within this interval
to represent the base frequency of the drone’s acoustic emission, reflecting the

variability observed among consumer-grade UAVs.

To approximate the spectral characteristics of drone noise, a set of prominent
harmonic components is introduced. Specifically, the simulation includes the 2nd,
3rd, 4th, 5th, 8th, and 10th harmonics of the fundamental frequency. These
harmonics are chosen based on the observation that drone acoustic signatures are
often rich in harmonic content due to periodic blade passage events and structural

resonances.

The amplitude of the acoustic signal is modeled to attenuate with increasing

distance from the sound source. A simplified inverse-distance model is employed:

1.0
A =max| 0.1,———

y (17)
10.0)

where A denotes the amplitude, and d is the distance in meters from the sensor to

the drone. A lower bound of 0.1 is enforced on the amplitude to ensure numerical

stability and prevent unrealistically low values at large distances.



For each harmonic component, its corresponding frequency is computed by
multiplying the base frequency by the harmonic order. These frequencies, along
with their respective attenuated amplitudes, constitute the simulated spectral profile

of the drone at the given distance.

To calculate the DOA, the core signal processing implements the Phase Transform
(PHAT) weighting Cross Correlation Algorithm (GCC-PHAT) [57]. This algorithm

aims to:

- Compute the cross-correlation between the two signals in the frequency
domain, obtained via Fast Fourier Transform (FFT), because it is more
efficient than direct time-domain correlation.

- Flatten the amplitude spectrum and give predominant weight to the phase
(PHAT weighting), which carries more informative content about the delay
and is less sensitive to amplitudes, echoes, and spectral coloration.

- Return to the time domain with the IFFT: the peak of the correlation
indicates the TDOA.

The formulation can be summarized as:

X[k]Y*[K]
K]V k]| + €

R [n] = F~H{ (18)
| X
where X, Y are the FFTs of the two signals, * denotes the complex conjugate, and

€ prevents division by zero.

Direction of Arrival estimation combines time delay measurements from multiple
microphone pairs to determine three-dimensional drone positions through
sophisticated coordinate transformation processes. The GPS-to-cartesian
conversion utilizes Earth-Centered Earth-Fixed (ECEF) transformations with
subsequent conversion to local East-North-Up (ENU) coordinates, maintaining
sub-meter accuracy throughout the transformation pipeline. The cartesian-to-
spherical conversion provides range, azimuth, and elevation measurements with
realistic error modeling that reflects actual acoustic sensor limitations in urban

environments.

99



Finally, as primary outputs of the code are obtained:

- Estimated DOA parameters: Azimuth (+ 10° error), elevation (+ 15° error),
range (+20% error).

- Quality metrics: Average correlation strength from cross-correlation
analysis and dominant frequency components.

- Error measurements: Absolute differences between estimated and ground

truth positions.

As a result of this implementation, the dual-array ReSpeaker plugin successfully
establishes a software framework for acoustic sensing within the BlueSky ATM
simulation environment, specifically targeting urban drone surveillance scenarios.
The plugin incorporates a complete detection pipeline, in which a dual-array
architecture enables both redundancy and cross-validation of acoustic
measurements. A dedicated coordinate transformation module ensures high-
precision conversions from GPS coordinates to spherical spatial references, thereby

maintaining full compatibility with BlueSky internal position management system.

At the core of the detection algorithm lies a PHAT-weighted cross-correlation
process, which operates on simulated four-microphone array signals. This
implementation includes parameterized error modeling, yielding estimation
uncertainties of +10° for azimuth, +£15° for elevation, and £20% for range. The
system supports a maximum detection range of 50 meters and achieves an update
frequency of 10 Hz (0.1-second intervals). A correlation strength threshold of 0.3
is employed to filter out unreliable detections, enhancing the robustness of the

acoustic sensing process.

The command interface provides granular control over both independent and
synchronized array operations. Additionally, the plugin integrates with BlueSky’s
waypoint-based trajectory tracking system to enable predictive detection
prioritization, thereby improving computational efficiency. Environmental
adaptability is achieved through dynamic adjustment of correlation thresholds in

response to varying simulated urban noise profiles.



Despite these functional capabilities, the implementation exhibits several
fundamental limitations. Most notably, it remains a purely simulated system
without integration of physical acoustic signal processing. All detection processes
are based on synthetically generated signals and parameterized error distributions,
rather than on real-world acoustic input. As such, the framework’s current form
precludes empirical validation and limits its applicability to real-time, hardware-

based urban surveillance operations.

5.2.5. Simulation Scenario

For the creation of the final scenario for simulation data collection, it was decided
to separate the scenario in which only the radar plugin is active from the one in
which only the acoustic sensor plugin is active. The two scenarios are created as
.scn files (where the simulation area is defined) that is, the Bluesky simulator screen
is set to cover the field test area, establishing the perimeter within which the two

drones will operate.

In the scenario where only the radar is active (see Figure 22), once the simulator
view has been positioned over the area of interest, the green, blue, and red circles
are defined, corresponding respectively to the minimum detection zone, the

recommended detection zone for drones, and the maximum detection range.

After this, the plugin is activated, the aircraft are created, and the trajectories are
added. In Figure 23 a zoom on the generation of paths is reported. Using the stack
commands DETECT DRONE 1 and DETECT DRONE 2, the function outputs are

printed and saved into .txt files.

101



g < Op >
Hold 11

O Fast »
S Fast 10s M
1c u

Figure 22. Radar-based simulation scenario in the Bluesky ATC environment.

Figure 23. Zoom on the drone’s trajectories in the radar-based simulation scenario in the Bluesky
ATC environment.

In the scenario where only the acoustic sensors are active (see Figure 24), the
procedure is very similar. First, the simulation area is created, and the acoustic
sensors are placed within the defined perimeter. Once the sensors are positioned,
they are activated, and the drones are generated along with their respective

trajectories and the simulation data saved in .csv files.
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Figure 24. Acoustic sensor-based simulation scenario in the Bluesky ATC environment.

In conclusion, all the required data have been successfully generated and are ready
for Phase Two. In future works, the datasets will be synchronized and processed
with a Kalman filter to refine the measurements, suppress noise, and enhance the

accuracy and reliability of the simulation results.
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6. Experimental Validation: Real-world Drone Detection and RCS

Characterization

As discussed in Chapter 2, which provided a detailed treatment of RCS properties
and associated detection challenges, the reliable detection and tracking of UAVs
has become increasingly critical, particularly in the context of airspace security and
surveillance systems [58—60]. Small drones, however, typically generate weak radar
signatures and often operate at low altitudes, thereby posing substantial challenges
to conventional detection and tracking techniques [61]. Traditional detection
schemes frequently assume that the RCS of a potential target can be modeled
according to one of the classical Swerling models [44]. Although widely adopted,
numerous studies have demonstrated that such models fail to provide an adequate
description of UAV RCS characteristics [62—74]. This mismatch between actual
UAV RCS behavior and the presumed statistical model can result in false alarms or
missed detections, ultimately degrading overall radar system performance.
Consequently, an accurate statistical characterization of drone RCS is a
fundamental prerequisite for the design of dedicated signal processing strategies
aimed at improving detection capabilities, reducing false alarm rates, and enhancing

tracking accuracy.

Building upon the theoretical foundations established in the previous chapters, the
present work extends the investigation through a comprehensive experimental
analysis. Previous research carried out as part of this doctoral work has approached
UAV radar characterization from a complementary perspective. Initially, simulation
methodologies were developed using Matlab™ to explore and analyze the
fundamental properties of UAV radar signatures under controlled conditions.
Subsequently, large-scale simulations of multi-drone and multi-sensor surveillance
scenarios in urban environments were performed to evaluate detection performance

in more complex and realistic operational contexts.

In this context, the scope of the analysis is to investigate on the RCS statistical
behavior of small drone using data collected during experiments performed with a
Frequency-Modulated Continuous-Wave (FMCW) radar system both in X- and L-

band [75,76]. The overarching objective is to perform a first-order statistical



characterization of RCS fluctuations for two representative UAV platforms: a
consumer-grade drone (DJI Mavic 2 Dual Enterprise [56]) and a professional-grade
drone (DJI Matrice 300 [77]). Data acquisition was carried out using the Multiband
Interferometric and Polarimetric Synthetic Aperture Radar (MIPS) system [78—81],
a ground-based polarimetric radar platform capable of operating in both X- and L-
bands. While the X-band mode is limited to a single-polarization interferometric
configuration, the L-band mode enables full polarimetric data acquisition, thereby

allowing a more detailed investigation of polarization-dependent RCS variability.

The analysis is designed to examine how the statistical properties of UAV RCS are
shaped by both radar operating frequency and polarization. In particular, for the L-
band, all four polarization channels (VV, HH, VH, and HV) are analyzed
independently. The ECDF of the measured RCS values is employed to evaluate the
statistical behavior of each UAV. Complementary statistical metrics, including
standard deviation, interquartile range, full range, and box-and-whisker plots, are
further used to quantify RCS dispersion across different measurement conditions.
To determine the most appropriate theoretical model, a quantitative comparison is
performed using the CVM distance [44]. Finally, a comparative analysis between
X- and L-band results is presented, with the aim of identifying key differences and
elucidating the respective roles of radar frequency and polarization in shaping UAV

radar signatures.

The results of this investigation confirm that distinct UAV platforms exhibit
markedly different RCS fluctuation behaviors, each of which aligns with different
statistical models depending on the UAV structural and geometrical characteristics.
Furthermore, for a given UAV, the best-fitting RCS distribution changes not only
between the X- and L-band, but, in the case of the L-band, also across polarization
channels. These findings substantiate the frequency- and polarization-dependent
nature of UAV radar signatures and highlight the necessity of statistically grounded

modeling approaches for accurate UAV detection and classification.
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6.1. Overview

The scientific literature has extensively investigated the influence of polarization
and aspect angle on the scattering properties of unmanned aerial vehicles (UAVs)
[62—74]. Nevertheless, the majority of these studies have relied on measurements
acquired in controlled or semi-controlled environments, often overlooking dynamic
factors that become critical in realistic operational scenarios, such as UAV flight
dynamics and rotor blade motion [62—74]. In operational conditions, these elements
introduce non-negligible contributions to the radar signature and must therefore be

incorporated into any rigorous and comprehensive analysis [82-91]

6.1.1. Factors Influencing Radar Cross Section

The RCS of UAVs under realistic conditions is shaped by a range of interdependent
factors that distinguish these platforms from conventional aircraft and ground
vehicles, as outlined in Chapter 2. Specifically, UAV radar signatures are primarily
governed by their physical configuration, which is typically characterized by
lightweight composite materials, complex geometrical structures, and prominent
rotor assemblies. Small UAVs frequently operate within the Rayleigh or resonance
scattering regimes, where the RCS exhibits a pronounced frequency dependence,
whereas larger UAVs may approach optical scattering behavior at higher

frequencies.

A particularly important consideration is that, unlike static measurements,
operational UAV flights introduce temporal variability into radar signatures due to

several dynamic phenomena:

- Rotor Blade Modulation: The rotating blades create time- varying scattering
contributions that manifest as amplitude modulation of the radar return and
characteristic micro-Doppler signatures. These effects are particularly
pronounced at frequencies where blade dimensions approach resonant
lengths.

- Attitude Variations: Continuous changes in UAV orientation during flight

result in aspect angle-dependent RCS fluctuations. The angular sensitivity



of UAV radar signatures means that small attitude changes can produce
significant variations in measured RCS.

- Flight Dynamics: Accelerations, velocity changes, and maneuvering
introduce additional Doppler effects and can influence the effective aspect
angle presentation to the radar over time.

Moreover, frequency plays a pivotal role in shaping the observable radar

characteristics. Lower frequency bands (e.g., L-band) generally exhibit reduced

angular sensitivity but are often associated with lower absolute RCS levels.

Conversely, higher frequency bands (e.g., X-band) tend to yield stronger radar

returns, albeit with greater angular dependence and heightened sensitivity to

fine structural detail stronger returns but with increased angular dependence and

sensitivity to structural details.

6.1.2. Radar Cross Section Estimation Procedure

The procedure for estimating the RCS of in-flight UAVs is based on the radar
equation for a monostatic radar system. The power of the signal received by the

radar, reflected from a target at range R with a specific RCS g, is expressed as [44]:

b= P,G%0A?
" (4m)3RAL

Where P, is the transmitted power, G is the antenna gain (assumed equal for
transmission and reception), A is the wavelength corresponding to the carrier
frequency, and L accounts for loss terms. Solving this equation for ¢ yields the RCS

of the target:

_ PR*(4m)°L
~ P,G2)2

Assuming the antennas gains and system losses remain constant over N consecutive

pulses, the RCS for each slow-time index can be estimated as:

6y =B Rrk n=1,..,N
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[(4m)3L]

Where k = PR

is a constant whereas P, , and R,;,n = 1, ..., N are the estimates

of the received power and range of the target for each pulse. To facilitate the study
of RCS fluctuation without computing k, a normalized RCS vector of observations

is considered:

&= (22)

>
Q
§|Q>

Where 6 = [64, 05, ..., Gy], and the parameter 6, is the sample mean of 4.

6.1.3. FMCW Radar Systems

FMCW radar technology has emerged as particularly suitable for UAV detection
applications due to its inherent advantages in detecting small, low-velocity targets

in cluttered environments.

FMCW systems transmit a frequency-modulated signal and process the frequency
difference (beat frequency or instantaneous signal) between transmitted and
received signals to extract target range and velocity information simultaneously.
For UAV detection, FMCW offers several key advantages such as high range
resolution, simultaneous range and velocity measurement, low peak power

requirements, excellent clutter rejection.

The fundamental principle of an FMCW radar is based on its transmitted signal,
known as chirp, that is a sinusoidal signal whose frequency increases linearly with
time [92]. Each chirp is precisely characterized by a start frequency (fc), a specific
bandwidth (B) it sweeps across, and a duration (T,). For example, a chirp might
sweep a bandwidth of 4 GHz in 40 microseconds, defining a slope (S) of 100
MHZz/us.

The Operational process in a monostatic FMCW radar unfolds in several key steps:

- Chirp Generation and Transmission: A synthesizer generates the chirp,
which is then transmitted into the environment by the transmit (TX)

antenna.



Reflection and reception: When this transmitted chirp encounters an object,
a portion of its energy is reflected. The reflected chirp, now delayed in time
due to the round-trip travel, is received by the receive (RX) antenna.

Signal Mixing and IF Signal Generation: The crucial step for range
estimation involves "mixing" (multiplying) the received (RX) signal with a
portion of the currently transmitted (TX) signal. This process generates an
"Intermediate Frequency" (IF) signal. For a single stationary object, this IF
signal is a constant frequency tone. The frequency of this tone is directly
proportional to the time delay (7) between the transmitted and received
chirps, which in turn is proportional to the object's distance (d). Specifically,
the IF frequency is given by the formula St = S(2d/c), where S is the
chirp slope, d is the object's distance, and c is the speed of light.
Digitization: The analog IF signal is then converted into digital data by an
Analog-to-Digital Converter (ADC). The sampling rate (F;) of this ADC is
critical, as it directly limits the maximum range (d,,,,) the radar can
effectively detect. This maximum range can be calculated as d,,q, =
F;c [ 2S.

Range Estimation via FFT: To determine the precise range of objects, a FFT
is performed on the digitized ADC data. The FFT transforms the time-
domain IF signal into the frequency domain, where distinct peaks
correspond to the frequencies of the constant tones present in the IF signal.

Each detected frequency peak directly correlates to an object range.

When multiple objects are present in the radar field of view, the IF signal will

contain multiple constant frequency tones, each corresponding to a different object's

range. Performing an FFT on this complex IF signal will thus reveal multiple peaks,

enabling the radar to resolve and measure the ranges of these distinct objects. The

ability of the radar to differentiate between two closely spaced objects is known as

range resolution.

Beyond range, FMCW radars are also capable of estimating an object velocity. This

is typically achieved by transmitting multiple chirps within a defined "frame" and

applying a more complex 2D-FFT processing technique to the collected data.
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The combination of these range and velocity measurements allows for the creation
of a range-velocity plot of the observed scene. FMCW radars are widely used in
various applications, including altimeters, proximity fuses, and advanced
automotive collision avoidance systems. Their use of frequency modulation
effectively decouples energy and resolution, providing significant advantages over

simple pulsed waveforms

6.1.4. Experimental Setup and Methodology

The entire experiment was conducted in the drone flying zone located in a rural
area, mentioned in the previous chapter. In Figure 25 is illustrated an example the

flight area for the drones and location of the surveillance system used.

Figure 25. Example on Google Earth of the flight area for drones and location of the surveillance
system (MIPS radar system).

The radar system used to collect data is the MIPS [79-81], which is single-pass
interferometric airborne FMCW Synthetic Aperture Radar (SAR) prototype realizes
by the Electromagnetic Sensing of the Environment (IREA) of the National Italian
Research Council (CNR) in agreement with “Elettra Microwave”. It basically
exploits FMCW technology, which allows to work in a high-resolution mode, and

is capable of operating in two distinct frequency bands:

- X-band: Functions as a single-pass interferometric radar. In this mode, the
system uses three X-band commercial off-the-shelf VV polarized microstrip

antennas (one for transmission (TX) and two for reception (RX1 and RX2).



The transmitting antenna is placed at the center, with a baseline of 1.75 m
connecting the two receiving antennas. These antennas provide a maximum
gain of 24.7 dB and a half-power beamwidth of approximately 20° in
elevation and 7.5°.

- L-band: Operates as a fully polarimetric system. For L-band, the system is
configured with four L-band antennas, comprising two TX and two RX.
These antennas include two vertically and two horizontally polarized
elements. They share identical gains but exhibit a wider half-power

beamwidth of approximately 59° in elevation and 56 ° in azimuth.

Figure 26. MIPS system's rack.

For all conducted measurements, the MIPS system was operated as a ground-based
radar platform. Due to its compact size (approx. 50 cm x 50 cm x 65 cm) and low
weight (approx. 35 kg), the transmit and receive subsystem was mounted inside a
car, with both the transmit and receive antennas installed on the roof at

approximately 1.80 m above the ground as demonstrated in Figure 26 and Figure
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27. The antennas were consistently oriented at approximately -50° in azimuth with
respect to true North and 73 ° in elevation relative to the ground level in both X-
and L- band trials. The main parameters of the MIPS radar system used in the

experiment are summarized in the Table 10.

*_____175 cm_

175 cm .
2TXs .+ 2RXs

(b)

Figure 27. Example of the geometric configuration of the transmit and receive antennas used in the
measurement campaign. (a) X-band interferometric configuration. (b) L-band fully polarimetric.



Table 10. Main features of MIPS radar system both in L- and X-band.

Parameter L-band X-band
Carrier frequency [Ghz] 1.35 9.55
Chirp bandwidth [Mhz] 200 200

Sampling rate [Mhz] 25 25
Pulse Repetition Frequency (PRF) 600 1200
[Hz]
Polarization Quad-pol \'A%
Range Resolution [m] 3 3
Number of TX antennas 2 1
Number of RX antennas 2 2
Radar rack size [cm] 50 x 50 x 65 50 x50 x 65
Radar weight [kg] 35 35
Antenna size [cm] 20 x 40 x 4 24 x 12 x 1.5
Antenna weight [kg] 1.5 0.5

The experiments involved the simultaneous flight of two different Commercial-Off-
The-Shelf (COTS) drones: (i) DJI Mavic 2 Enterprise Dual [56], (ii) DJI Matrice
300 [77]. These drones , shown in Figure 28 ,were chosen to represent platforms
used for professional operations in the U-Space environment, based on their
different sizes and Maximum Take-Off Mass (MTOM) values. The main

characteristics of the drones are compared in Table 11.
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Figure 28. DJI Matrice 300 (left), DJI Mavic 2 Enterprise Dual (right).

Table 11. Comparison between main characteristics of DJI Matrice 300 and DJI Mavi 2 Dual

Enterprise
Characteristics DJI Matrice 300 D?;IED:;‘:;;%
Dimensions (with propellers) [cm] 81 x 67 x43 322 %242 x84
MTOW [kg] 9 1.1
Maximum payload weight [kg] 2.7 No payload
Flight endurance [min] 55 31
Satellite navigation system GPS’LGLO(I}\;‘EETB“D"” GPS+GLONASS
Stationary flight accuracy [m] +0.5V +£1.5H +0.5V +1.5H
Propeller Diameter [mm] 533 220

During the in-flight trials, both drones flew up to a maximum range of 200 m and a
maximum height of 120 m. They followed an almost piecewise linear flight path,

moving away from and toward the radar. The flight campaigns were conducted in



automatic flight mode, with planned waypoints defined by 3D coordinates (latitude,
longitude, and height) using the drone manufacturer mission management systems.
The flight trajectories included phases of moving away from the radar; segments of
stationary flight (hovering), and movements towards the sensor, repeating
cyclically. Figure 29 shows the drones nominal range based on telemetry and radar
position during MIPS operation in the X-band (a) and L-band (b). These dynamic
and realistic conditions, including intervals where both drones were at similar
distances, were designed to analyze behavior under potentially critical radar

detection and resolution scenarios.
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Figure 29. Nominal drone range, determined from telemetry data and the radar’s precise
geographic coordinates, during MIPS system operation in the X-band (a) and L-band (b)
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After describing the experimental setup and the procedure used to estimate the
drone’s RCS, we now turn to the methodology of the analyses performed and the

discussion of the corresponding results.

The actual range of the drones and their contribution to the received signal's power
are estimated from the scene's range profile. For an FMCW system like MIPS, the
range profile for each slow-time index is obtained by taking the modulus of the
Discrete Fourier Transform (DFT) of the beat signal (also known as the frequency
difference signal) samples [93]. Multiple targets in the scene result in multiple peaks
in the range profile, allowing their ranges to be estimated from the peak positions,

and their power contributions from the square of the identified peak values.

Moreover, since the MIPS system has a range resolution of 3 m in both frequency
bands, the Matrice 300 appears as an extended target in the range domain,
occupying multiple adjacent range bins. To treat both drones as point-like targets,
the range profiles are computed by applying the modulus of the DFT to a shortened
portion of the beat signal. This effectively lowers the range resolution, allowing the

Matrice 300 to be considered as a point-like target for the analysis.

6.1.5. Results and Discussion

The statistical model associated with these RCS fluctuations is also studied by
evaluating the ECDF from this normalized observation vector. The comparison of
the ECDFs of the two in-flight UAV allows us to investigate the potential
relationship between drone type and the statistical models describing RCS
fluctuations for each frequency band and polarization, as well as to assess whether

these models are affected by the radar operating parameters.

6.1.6. X- Band Results

Data for the X-band analysis are collected over a span of 296 s. The range-time
maps (in dB), obtained using the first and second halves of the beat signal samples
for each slow-time index, are shown in Figure and Figure respectively (hereafter

referred to as Segment 1 and Segment 2).
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Figure 30. Range-time maps (in dB) obtained from X-band data using the first (a) and second (b)
halves of the beat signal samples for each slow-time index.

However, drones were not consistently visible in the radar data during certain
acquisition intervals, which corresponded to times when the UAVs flew outside the
main beam of the radar system. This phenomenon results more pronounced in the

X-band due to the narrower beamwidth of the antennas compared to the L-band

experiments.

The ECDFs of the normalized RCS for both the Matrice 300 and the Mavic are

illustrated in Figure 31. The RCS data are extracted from two distinct time intervals,
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referred to as Area 1 and Area 2. Area 1 corresponded to [29.5; 35.5] s for the
Matrice 300 and [62;68] s for the Mavic, while Area 2 encompassed the prudence
of both drones during [186;196] s.

Key observations from the X-band ECDF analysis include:

- For a given area and drone, the ECDFs derived from the two segments of
the beat signal (Segment 1 and Segment 2) were almost identical.

- For a given drone, ECDFs obtained from data collected across the two areas
(Area 1 and Area 2) showed generally good agreement, despite some
deviations.

- Regardless of the area and segment, the ECDFs corresponding to the two
drones are notably different. This highlights that different drones follow
distinct models to describe their RCS fluctuations, a crucial finding for
developing tailored adaptive detectors.

The latter observation reinforces the concept that the structural characteristics of
the UAVs, as size, material composition, and shape, have a strong impact on the

determination of the RCS fluctuation behavior.

——Mafrice 300, Area 1, Segment 1
~+-Matrice 300, Area 1, Segment 2
=+=Maftrice 300, Area 2, Segment 1
~==Matrice 300, Area 2, Segment 2
——Mavic, Area 1, Segment 1

----- Mavic, Area 1, Segment 2

——Mavic, Area 2, Segment 1

~+Mavic, Area 2, Segment 2
2 3 4 5 6 7 8

Normalized RCS

Figure 31. Behavior of the ECDFs of both the DJI Matrice 300 (red curves) and DJI Mavic 2 Dual
Enterprise (blue curves) using the RCS observations in the X-band.

To provide a quantitative assessment of RCS variability, statistical dispersion
indices such as standard deviation (SD), interquartile range (IQR), and full range

were calculated. The Matrice 300 consistently exhibited much stronger variability



in its RCS fluctuations compared to the Mavic 2 Dual Enterprise, as evidenced by

higher values for these indices across all area and segments as shown in Table 12.

Table 12. Dispersion indices of normalized RCS for both drones across different areas and

segments.

Area-Segment Drone SD IQR Range
Matrice 300 1.1270 1.0815 12.940

Area 1- Segment 1
Mavic 0.6078 0.7788 4.2166
Matrice 300 1.2044 1.1063 13.703

Area 1- Segment 2
Mavic 0.6280 0.7999 4.6501
Matrice 300 1.4751 0.9247 17.345

Area 2- Segment 1
Mavic 0.4557 0.5453 4.2994
Matrice 300 1.4427 0.9518 18.967

Area 2- Segment 2
Mavic 0.5021 0.6074 4.5786

Hence, Matrice 300 has a more complex RCS behavior probably due to the

structural characteristics and geometry of the drone. This trend is also clear in the

box-and-whisker plots shown in Figure 32. The Matrice 300 displayed significantly

wider boxes and longer whisker across all area-segment case studies, indicating a

deeper RCS fluctuation. The dense distribution of outliers (shown as red crosses)

further supports the occurrence of strong radar returns, likely due to its structural

complexity. In contrast, the Mavic showed more compact boxes, shorter whiskers,

and fewer outliers, reflecting a more stable RCS behavior.
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Figure 32. Box-and-whisker plots from X-band data of the Matrice 300 (a) and Mavic (b) drones.
Each box shows the statistical distribution of normalized RCS values for different areas and
segments.

6.1.7. L-Band Results

The analysis conducted for the L-band are carried out using the same
methodological approach as for the X-band, with some notable differences. First,
the data are collected over a time span of 314 s. The broader beamwidth of the L-
band antennas results in an extended radar footprint, enhancing spatial coverage but
simultaneously increasing clutter, as highlighted by the comparison with the X-
band maps in Figure 30. To mitigate the interference affecting the initial portion of
the acquisition, the analysis was restricted to the second half of the beat signal. The
corresponding range—time maps (in dB) for the four polarimetric channels (VV, HH,

VH, HV) are shown in Figure 33.
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Figure 33. Range-time maps (in dB) derived from L-band data using the second half of the beat
signal samples for each slow-time index, shown for the four polarization configurations: (a) VV,
(b) HH, (c) VH, and (d) HV.

For the L-band experiments, the ECDFs shown in Figure 11 were computed using
RCS data estimated over the time intervals [30, 40] s for the Matrice 300 and [68.5,
74] s for the Mavic.

Analysis of the resulting curves leads to the following observations:

e For each UAV, the ECDFs corresponding to the co-polarized channels (VV
and HH) are similar to each other, as are those of the cross-polarized
channels (VH and HV).

e For both drones, the ECDFs of the co-polarized channels (VV and HH)
display a steeper transition from 0 to 1 compared to those of the cross-
polarized channels (VH and HV), suggesting that the latter exhibit greater
variability in RCS.
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e Across all polarization configurations, the ECDFs differ significantly
between the two drones, indicating that each UAV has a unique RCS
fluctuation pattern.

These findings emphasize the importance of polarization diversity in radar-based
drone detection and classification. In particular, evaluating the RCS under different
polarization configurations can enhance the discriminatory capability of

surveillance and classification radar systems.
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Figure 34. Behavior of the ECDFs of both the DJI Matrice 300 (red curves) and DJI Mavic 2 Dual
Enterprise (blue curves) using the RCS observations in the L-band.

To further assess the variability of the normalized RCS under different polarization
conditions, as was done for the X-band, several statistical dispersion metrics were
computed. Table 13 reports the results for both UAVs across the four polarization

channels.



Table 13.Dispersion indices of normalized RCS for each drone and polarization

Polarization Drone SD IQR Range
Matrice 300 0.5104 0.6686 3.4752

\AY
Mavic 0.2762 0.4082 1.5662
Matrice 300 0.5509 07233 4.1399

HH
Mavic 0.2794 0.4121 1.4838
Matrice 300 1.0639 1.1545 8.6310

VH
Mavic 0.4773 0.6286 34164
Matrice 300 1.0073 1.2110 7.4730

HV
Mavic 0.4248 0.5295 2.6580

Overall, the Matrice 300 exhibits larger and more variable RCS fluctuations across

all polarization configurations, with particularly pronounced variability in the

cross-polarized channels (VH and HV). This trend is also visually evident in the

box-and-whisker plots in Figure 35, where the Matrice 300 displays noticeably

wider boxes and longer whiskers across all polarizations, especially in VH and HV,

along with a significantly higher number of outliers.

In contrast, the Mavic presents more compact and uniform box plots across all

polarization channels, with fewer outliers and a tighter distribution, indicating a

more stable RCS response.
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Figure 35. Box-and-whisker plots from L-band data of the Matrice 300 (a) and Mavic (b) drones.
Each box shows the statistical distribution of normalized RCS values for polarization.

6.1.8. Cramér-von Mises Distance Analysis

Having established that the ECDFs exhibit notable differences across UAV
platforms, frequency bands, and polarization configurations, the subsequent step
involves identifying the theoretical statistical model that best describes the observed
normalized RCS values. This evaluation is carried out by computing the CVM
distance between the empirical ECDFs and a set of candidate theoretical

distributions.

The model that yields the smallest CVM distance is considered the most appropriate
for accurately representing the RCS fluctuations of each UAV. To perform this
comparison, the parameters of each candidate distribution are estimated directly
from the data using the maximum likelihood estimation (MLE) method. This
technique identifies the parameter set that maximizes the likelihood of observing
the measured RCS values under the assumption that the data follows the distribution

in question.

Once the optimal parameters are obtained, the corresponding CDF is derived and
compared to the empirical CDF using the CVM distance. This distance is a measure
of the discrepancy between two CDFs and is particularly suitable for assessing the

goodness-of-fit in a distributional sense.



Formally, for a set of H independent and identically distributed observations

{X4, ..., Xy} of arandom variable X, the CVM distance is computed as follows:

2h — 1)? 23)

Fx(Xn) =

dy = 2
v 2a "

where fy . is the presumed CDF and X3 is the h-th order statistic from the set of

observations. In particular, the CVM distance has been computed considering the
Exponential (E), Gamma (G), Log-Normal (LN), Weibull (W), and Generalized
Pareto (GP) distributions as candidate models. The probability density functions

(PDFs) corresponding to each of these distributions are provided below:
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where I'(+) is the Gamma function. Among the considered models, it is noteworthy
that the exponential distribution represents a special case of both the Gamma and
Weibull distributions, occurring when the respective shape parameter k equals one.
In this study, for each dataset of normalized RCS values, the parameters of the

bTM

selected distribution were estimated using the Matlab™ ™ mle function. Depending
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on the distribution, this function either exploits a closed-form analytical solution,
as in the case of the exponential distribution, or relies on iterative numerical

optimization procedures when no explicit solution is available.

The results of this analysis for the X-band are presented in Table 14-(a) where the
CVM distances relative to the considered statistical models have been evaluated for
both drones across different areas and segments. Inspection of the table shows that,
regardless of the area or segment considered, the normalized RCS measurements of
the Mavic are best described by a Gamma distribution, whereas those of the Matrice
300 are more consistent with a Generalized Pareto model. The corresponding

distribution parameters are reported in Table 14-(b).

This difference can be attributed to the size and structural complexity of the two
UAVs. The DJI Mavic, being smaller and more compact, exhibits more stable and
moderate RCS fluctuations, making the Gamma distribution a suitable model for its
behavior. In contrast, the Matrice 300, which is significantly larger and structurally
more complex, produces a wider range of RCS values, including occasional
extreme peaks. These peaks are likely due to the increased surface area and the
complex scattering mechanisms present in larger UAVs, which generate sporadic
but intense radar returns. The Generalized Pareto distribution, recognized for its
ability to model heavy-tailed data and extreme values, is therefore better suited to
capturing the RCS variability of the Matrice 300. This behavior is also visually
confirmed in Figure 36 and Figure 37, where the empirical CDFs are compared with

the theoretical CDFs of all candidate statistical models.

A corresponding analysis was conducted for the L-band data (Figure 38 Figure 39),
considering all four polarization configurations: VV, HH, VH, and HV. The CVM
metrics between the empirical and theoretical distributions were calculated, and the
outcomes are summarized in Table 15. As shown in the table, the best-fitting
distribution depends on both the polarimetric channel and the UAV type. For the
Mavic, the Weibull distribution provides the best fit in the co-polarized channels
(VV and HH), whereas the Log-Normal distribution achieves the lowest CVM
distances for the cross-polarized channels (VH and HV). In the case of the Matrice

300, the most suitable statistical model varies with the polarization channel, as



detailed in Table 15-(a): the Log-Normal distribution best describes VV, the Gamma
distribution yields the best fit in HH, the Generalized Pareto provides the lowest
CVM distance for VH, and the Weibull distribution performs best in HV. The
parameters associated with each best-fitting model are reported in Table 15.-(b).
These findings highlight the role of polarization in shaping the statistical behavior
of the RCS and demonstrate that no single distribution can adequately capture all
scenarios. This further emphasizes the importance of polarization-specific
statistical modeling, particularly for complex UAVs such as the Matrice 300, where

the larger size and irregular geometry lead to diverse scattering mechanisms.
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Figure 36. Comparison between empirical and theoretical CDFs of normalized RCS observations

for the Matrice 300 drone in the X-band. Each subplot corresponds to a specific area and segment:
(a) Area 1 — Segment 1, (b) Area 1 — Segment 2, (c) Area 2 — Segment 1, (d) Area 2 — Segment 2.
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Figure 37. Comparison between empirical and theoretical CDFs of normalized RCS observations
for the Mavic drone in the X-band. Each subplot corresponds to a specific area and segment: (a)
Area 1 — Segment 1, (b) Area 1 — Segment 2, (¢) Area 2 — Segment 1, (d) Area 2 — Segment 2.



Area 1 Area 1 Area 2 Area 2
Segment 1 Segment 2 Segment 1 Segment 2
Exponential 1.96 3.50 8.99 8.53
Gamma 1.55 1.62 4.41 4.29
Matrice 300 | Log-Normal 2.36 2.46 2.71 2.58
Weibull 1.17 0.95 2.89 2.83
Generalized Pareto | 0.61 0.95 0.68 0.73
Exponential 9.71 9.14 18.47 16.72
Gamma 0.37 0.40 1.67 2.04
Mavic Log-Normal 2.25 2.20 3.60 4.75
Weibull 1.24 1.22 3.09 2.56
Generalized Pareto | 11.09 10.38 20.32 18.41
(a)
Area 1 Area 1 Area 2 Area 2
Segment 1 Segment 2 Segment 1 Segment 2
Matrice GP(£=0.1155, 0=0.8849) GP(£=0.2029, 0=0.8017) GP({=0.4189, 6=0.6072) GP(£=0.3969, 0=0.6262)
Mavic G(k=2.6792, 60=0.3732) G(k=2.5161, 6=0.3974) G(k=4.6062, 0=0.2171) G(k=3.6248, 0=0.2759)

(b)

Table 14. (a) CVM distances computed from the available RCS observations in the X-band for both
drones across different areas and segments. (b) Parameters of the best-fitting distributions are also
reported: for the Generalized Pareto distribution, the shape and scale parameters are denoted by &
and g, respectively, while for the Gamma distribution they are denoted by k and 6.
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Figure 38. Comparison between empirical and theoretical CDFs obtained from different statistical
models (Exponential, Gamma, Log-Normal, Weibull, and Generalized Pareto) for normalized RCS
observations in the L-band acquired from the Matrice 300 drone. Results are shown for the four
polarization channels: (a) VV, (b) HH, (¢) VH, and (d) HV.
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Figure 39. Comparison between empirical and theoretical CDFs obtained from different statistical
models (Exponential, Gamma, Log-Normal, Weibull, and Generalized Pareto) for normalized RCS
observations in the L-band acquired from the Matrice 300 drone. Results are shown for the four
polarization channels: (a) VV, (b) HH, (¢) VH, and (d) HV.



Polarization Polarization Polarization Polarization
\A% HH VH HV
Exponential 11.56 10.31 1.63 1.44
Gamma 1.26 0.34 1.28 1.12
Matrice 300 | Log-Normal 0.80 1.91 2.32 3.13
Weibull 2.37 1.21 0.98 1.09
Generalized Pareto | 13.17 8.19 0.92 1.38
Exponential 12.71 12.67 9.49 10.59
Gamma 1.23 1.12 1.56 1.72
Mavic Log-Normal 1.79 1.59 0.93 0.94
Weibull 0.70 0.93 2.34 2.80
Generalized Pareto | 16.39 16.33 10.61 12.16
(a)
Polarization Polarization Polarization Polarization
\AY HH VH HV
Matrice LN(u=—0.1290,0=0.5183) G(k=3.2650,6=0.3062) GP(£=0.0720,0=0.9283)  W(1=0.9878,k=0.9728)
Mavic W(1=1.1033,k=4.0244) W(A=1.1046,k=3.9366)  LN(u=—0.1054,0=0.4574)

LN(p=-0.0818,5=0.3992)

(b)

Table 15. (a) CVM distances computed from the available RCS observations in the L-band for
both drones across different polarization channels. (b) Parameters of the best-fitting distributions:
for the Log-Normal, the mean and standard deviation of the logarithm, denoted by ¢ ando; for the
Gamma, the shape and scale parameters, k and 8; for the Weibull, the scale and shape parameters,

A and k; and for the Generalized Pareto, the shape and scale parameters, ¢ and o.

6.1.9. Comparative Analysis of RCS behavior in X- and L-Band

A comparative assessment of RCS fluctuations in the X-band and L-band yields
significant insights into the role of radar operating frequency in shaping both the

statistical models and the dispersion characteristics of the observed data. The joint

131




analysis of the empirical cumulative distribution functions, dispersion indices, and
corresponding best-fitting theoretical models allows several key considerations to

be drawn.

First, the statistical distribution of normalized RCS values demonstrates a clear
dependence on frequency, with notable variations observed across the two bands
for each UAV. For the Mavic, a Gamma distribution provides the most accurate
description in the X-band, whereas in the L-band the optimal model is polarization-
dependent: the Weibull distribution achieves the best fit in co-polarized channels,
while the Log-Normal distribution more effectively captures the behavior of cross-
polarized channels. In contrast, the Matrice 300, which is well represented by a
Generalized Pareto distribution in the X-band, exhibits a more complex statistical
characterization in the L-band, with the most suitable model varying with
polarization channel. These results emphasize the combined influence of both radar

frequency and polarization on the statistical representation of RCS fluctuations.

Moreover, a distinction emerges between the two UAV platforms. The Mavic
consistently displays a more stable and bounded RCS profile, whereas the Matrice
300 is characterized by greater variability and sporadic high-magnitude returns,
which lead to heavier-tailed or spikier best-fitting distributions. Such differences
can be directly ascribed to the physical characteristics of the UAVs, in particular
their size, geometry, and structural complexity, which mediate the interaction

between radar wavelength and scattering mechanisms.

In general, and consistent with theoretical expectations, the analysis reveals that
RCS fluctuations exhibit higher dispersion in the X-band relative to the L-band.
This trend is corroborated by the dispersion indices (standard deviation,
interquartile range, full range, and box-and-whisker plots) reported in Table 12 and
Table 13 Table 13, which consistently yield larger valuesin the X-band. Collectively,
these findings confirm the frequency-dependent nature of UAV radar signatures and
demonstrate that the variability of RCS tends to be more pronounced at higher

operating frequencies.



6.2. Experimental Test Results

This study has provided a statistical characterization of the RCS fluctuations for in-
flight UAVs, based on measurements obtained with an FMCW radar system
operating in both X- and L-bands. Two distinct UAV platforms, the DJI Matrice 300
(professional-grade) and the DJI Mavic 2 Dual Enterprise (consumer-grade), were
tested simultaneously to examine how RCS fluctuation models vary with drone

type, radar frequency, and polarization.

Following a detailed description of the RCS estimation procedure and experimental
setup, a first-order statistical analysis of the RCS measurements was conducted by
evaluating the corresponding ECDFs. Additionally, a complementary analysis was
performed to quantify the dispersion of RCS values under different conditions,
employing statistical metrics such as standard deviation, interquartile range, full

range, and box-and-whisker plots.

The results revealed that both the UAV type and the radar operating conditions
significantly influence the statistical behavior of the RCS. Specifically, the Mavic
drone, characterized by its smaller and more compact structure, exhibited more
stable and constrained RCS fluctuations, which were well described by distributions
such as Gamma and Weibull. In contrast, the larger and more structurally complex
Matrice 300 displayed greater variability in its RCS behavior, which was more

accurately modeled by Generalized Pareto or Log-Normal distributions.

A comparative analysis between X- and L-band measurements indicated that, for a
given UAV, the most appropriate statistical model strongly depends on the
frequency and polarization. These findings highlight both the structural differences
between the two UAVs and the frequency-dependent nature of their radar

signatures.

Future work could expand on this analysis by including additional UAV platforms
and exploring more dynamic flight scenarios, particularly taking into account the

presence of drone swarms.
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7. RCS Enhancement Strategies: Passive and Active Systems

Ensuring a safe and sustainable environment for integrated drone operations
requires a dual approach: on the one hand, advancing the performance of ground-
based, multi-sensor surveillance networks, and on the other mandating that
cooperative UAVs integrate technologies designed to increase their detectability.
This cooperative strategy is essential to overcome the inherent challenges
associated with detecting small, low-altitude flying objects, and it represents a

fundamental prerequisite for the development of safe and efficient UAM.

For this reason, after the investigation of the best statistical behavior of the RCS
first through simulation and then with the experimental validations, in this chapter
several solutions designed to enhance the RCS of small drones are proposed and
tested. The first solution involves a passive on-board system, more specifically an
octahedral corner reflector. The second implements an active on-board system,
which in for the current case of study is the Software Defined Radio (SDR).
Through a series of on-ground and in-flight tests, this work aims to demonstrate the
feasibility of both approaches, contributing to the development of a safer

operational environment for future UAM [94].

7.1. RCS Enhancement Solutions

To enhance the RCS of an object, two primary classes of methods can be identified:
passive and active solutions.

- Passive solutions, include shaping, surface coating, and the integration of
reflective materials. In the case of shaping, the objective is to design the
geometrical configuration of the target in such a way that the backscattered
electromagnetic wave is maximized in the direction of the radar. With
coating-based approaches, a layer with specific electromagnetic properties
is applied to the target, resulting in a modification of the reflected wave
characteristics and, consequently, an increase in the effective RCS. Beyond
these strategies, standard practices frequently employ devices such as
Luneburg lenses, corner reflectors, or other radio-reflective surfaces to

achieve a similar enhancement.



Active solutions, includes transponders, on-board radio systems, and
airborne radar systems. Unlike passive methods, active techniques do not
require modifications to the geometrical configuration of the UAV to
increase backscatter. Instead, they leverage antennas and sensors located on
the platform itself, which can contribute to RCS augmentation. In particular,
active approaches require the implementation of systems capable of
detecting the amplitude, frequency, phase, and angle of arrival of incident
radar waves, and subsequently transmitting an amplified response signal.
Such systems must be designed to be simple and flexible, while at the same

time efficient and cost-effective.

The feasibility of both passive and active approaches depends on the fulfillment of

specific requirements.

For passive systems, the key requirements are follows:

1.

ii.

1il.

1v.

Proper design tailored to the specifications of the UAV to avoid structural
or operational damage.

Assurance of electromagnetic compatibility, ensuring that the system does
not interfere with other drone communication signals (e.g., controller links).
Compliance with payload constraints, maintaining the system weight within
the allowable payload capacity of the UAV.

Dimensional compatibility, such that the system size remains suitable for

the UAV platform under consideration.

For active systems, the requirements largely mirror those of passive systems but

also extend to operational and hardware-related constraints. In the context of this

project, the chosen active solution is based on a SDR. Accordingly, the specific

implementation must adhere to the guidelines detailed in [10], with particular

regard to hardware limitations and integration with existing UAV subsystems.

The proof-of-concept scenario assumes the following system composition:

1.

UAVs equipped with a camera, primary battery, propulsion system, receiver
antenna, Inertial Measurement Unit (IMU), GPS, GNSS, and designated
payload.
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ii. A Ground Control System (GCS) comprising a surveillance infrastructure,
a remote operator, a UAS Service Supplier (USS), and a Flight Information
Management System (FIMS).

To examine in dept which are some of the most common solutions investigated for

RCS enhancement, see [94]

7.1.1. Advantages and Disadvantages both of Active and Passive

solutions

As benefit, passive RCS do not require power consumption, thereby simplifying
integration on UAV platforms with limited energy availability. Their
implementation and maintenance are straightforward, and the absence of active
electronic components contributes to a high degree of reliability. Moreover, passive
devices are generally cost-effective and suitable for basic applications, particularly
when budgetary or operational constraints must be considered. Importantly, they do
not introduce electromagnetic interference with the existing communication and

control systems of the UAV.

Despite these advantages, passive solutions suffer from significant drawbacks.
Their performance is strongly constrained by angular dependencies, resulting in
limited coverage outside optimal orientations. The enhancement characteristics are
fixed by design and cannot be adapted dynamically to changing operational
conditions or radar frequencies. In addition, the introduction of extra weight and
potential aerodynamic drag can negatively affect UAV endurance and
maneuverability. These systems, therefore, remain less versatile in complex or

highly dynamic operational scenarios.

Active RCS enhancement solutions provide superior capabilities compared to
passive approaches. They offer adaptive frequency responses and the potential for
omnidirectional coverage, thereby ensuring higher detection probability across
different operational conditions. Active systems can be designed to optimize their
performance in real time, leveraging advanced signal processing and integration
with onboard UAV electronics. This adaptability positions them as strong

candidates for future applications requiring robust and resilient detection solutions.



However, the benefits of active systems come at the expense of increased
complexity. Power consumption requirements impose significant constraints on
UAV platforms, especially those with limited payload capacities. The systems are
also more costly, both in terms of initial development and ongoing maintenance.
The reliance on active electronic components raises concerns about reliability,
while the possibility of electromagnetic interference with other UAV subsystems

must be carefully mitigated.

In Table 16, disadvantages and advantages of the different types of solutions are

summarized.

Table 16. Summary of advantages and disadvantages of both passive and active systems.

Advantage Disadvantages

No power required Limited Angular Coverage

Fixed characteristics, no

Simple implementation dynamic adaptation

Passive Systems

Hight reliability Additional weight

Poor performance in dynamic

Cost-effective .
scenarios

Omnidirectional coverage

potential High power consumption

Active Systems Real-time optimization Higher costs

Superior detection

capabilities Reliability concerns

7.2. Experimental Setup and Methodology: Passive System

The experimental validation of these RCS enhancement techniques required two
distinct testing campaigns, each optimized for the specific characteristics and
requirements of passive and active enhancement systems. The separation of these
campaigns was driven by differing technical requirements, safety considerations,

and measurement methodologies.

The passive enhancement experiments were conducted at a dedicated UAV testing

facility featuring a netted area Figure 40 measuring 30 m in length and 8 m in
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height. This facility was specifically designed to provide controlled outdoor
conditions while ensuring safety compliance for drone operations. The netting
material, constructed from high-strength polyethylene e fibers, provided
containment for experimental flights while introducing minimal electromagnetic

interference at the S-band operating frequency.

The test area featured a predominantly natural ground surface with scattered
concrete elements, creating a realistic mixed-clutter environment representative of
urban operational conditions. This environmental complexity, while introducing
measurement challenges, provided valuable insights into RCS enhancement
performance under realistic conditions where ground reflection and multipath

effects cannot be neglected.

The radar system was positioned at a fixed location 5 meters from the primary test
area, mounted on a stabilized platform at 1.5 meters above ground level. This
positioning provided optimal coverage of the flight test volume while maintaining
sufficient separation to avoid near-field effects that could compromise RCS
measurements. The radar location was selected after site survey analysis to
minimize unwanted returns from facility infrastructure while maximizing the

signal-to-clutter ratio for drone targets.



Netted Area

Figure 40. Picture of the Netted Area at University of Naples Federico II in San Giovanni a
Teduccio.

7.3.Passive System Radar Configuration

The measurement system for passive enhancement testing utilized the Ancortek
SDR-KIT 240B, an S-band FMCW radar operating at 2.45 GHz. This system is
selected for its software-defined architecture, which enabled flexible parameter
adjustment and real-time data processing capabilities necessary for the
experimental program. It is important to note that the selected radar frequency of
2.45 GHz, with its corresponding wavelength of 12.24 cm, is not optimal for small
drone detection as it approaches the target dimension, potentially affecting
measurement accuracy. Table 17 reports the characteristics of the chosen
measurement system, highlighting also which should be the best value of a radar

suitable for drone detection .
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Table 17. ANCORTEK SDR-KIT 240B

. Impact on
Parameter Value Optimal Range Measurements
Carrier Frequency Wavelength too large
[GHz] 245 8-15 GHz for small targets
Transmit Power 2 =30 Limited dete(':t}on
[dBm] range capability
Bandwidth [MHz] 150 =50 Poor range resolution
(1.0 m)
Antenna Gain 15 > 20 Reduced sensitivity
Beam Width |[deg] | 38 x 38 <20x20 Br‘l’ad coverage,
ower gain
. . Single polarization
Polarization HH - Dual/Circular = .
limits analysis

As passive enhancement system, a commercial octahedral corner reflector
(Plastimo 16"), originally designed for maritime radar visibility enhancement of
small vessels, is employed (see Figure 41). This reflector was selected through
comparative analysis of available commercial systems, evaluating both peak RCS

performance and average RCS stability across varying aspect angles.

The octahedral design provides theoretical maximum RCS of approximately 3.0 m?
when optimally oriented, representing a potential enhancement factor of 300
relative to typical small drone RCS values of 0.01 m?. However, this performance
is strongly dependent on the relative orientation between the radar illumination
angle and the reflector's geometric axis, with rapid degradation occurring as

elevation angles exceed 30 degrees from optimal alignment.



Figure 41. Platismo 16”™ Octahedral Corner Reflector.

The mounting system for the corner reflector required careful engineering to
minimize interference with drone flight characteristics while maintaining optimal
electromagnetic orientation. A lightweight aluminum frame was fabricated to
suspend the reflector beneath the drone fuselage, positioned to preserve the
aircraft's center of gravity while ensuring unobstructed radar visibility. The
complete mounting system added 0.78 kg to the drone's payload, well within the 6
kg capacity of the DJI Matrice 600 Pro [95] platform, chosen for the experiments,

but representing a significant fraction of typical operational payloads.

7.3.1. Passive Tests Protocol

The passive enhancement test protocol was designed to systematically isolate the
contribution of the corner reflector from background clutter, support structure
returns, and the drone's intrinsic RCS. Six distinct test configurations reported in
Table 18 were implemented to enable quantitative assessment of enhancement
effectiveness. In Figure 42 (a) and (b), an example of the last two test performed is

reported.
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Table 18. Configuration of the test performed with the passive system.

Primary
Test ID Configuration Analysis Focus
Objective
Testl Support structure Background Baseline
est
only Characterization establishment
Passive
Corner reflector on Peak RCS
Test2 enhancement
support o measurement
validation
Drone static on Intrinsic drone )
Test3 Target baseline
support RCS
A Drone hovering Dynamic baseline | Flight condition
Test:
flight performance effects
Tosts Enhanced drone Combined RCS Enhancement
est
static measurement qualification
Enhanced drone Operational Real-Word
Test6 . o
hovering performance Validation

The test sequence began with baseline measurements of the polystyrene support
structure alone to establish its negligible contribution to radar returns. This material
was specifically selected for its low dielectric constant and minimal radar
reflectivity, ensuring that support structure contributions would not contaminate
target measurements. Subsequent tests measured the corner reflector mounted on
the support structure to establish its standalone performance characteristics.
However, it is not reported the actual measured RCS value achieved during testing,
limiting quantitative assessment of the reflector’s performance relative to

specifications.

Data acquisition employed continuous sampling over 30s intervals with 0.5 ms
sweep times and 256 samples per sweep. This sampling strategy provided sufficient
statistical basis for analysis while capturing temporal variations in system
performance due to drone movement, rotor blade modulation and environmental

effects.



(2) (b)

Figure 42. Configuration of Test5 (left) and Test6 (right).
7.4. Passive System Results

The data processing was performed in MATLAB environment, applying the FFT.
The intensity of the received signal versus time is analyzed for each test whereas

for the Test4 e Test6 also the Range-Doppler map has been analyzed.

As indicated previously, the initial phase of passive system testing focused on
establishing baseline performance characteristics and validating the measurement
methodology. The polystyrene support structure (Testl) demonstrated negligible
radar returns across the measurement range, confirming its suitability as a low-
reflectivity mounting platform. In Figure 43 is reported a comparison between the

Tests1/2/3/5.
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Figure 43. Comparison between the range profile of the empty Netted-Area with Test2, Test3 and
Test5

In radar and telecommunications, leakage refers to an undesired signal that
unintentionally couples from one component or channel into another, thereby
reducing measurement accuracy. In FMCW radars, for instance, leakage occurs
when a portion of the transmitted signal directly enters the receiver masking or
degrading the useful target echo. More generally, in RF systems, leakage denotes
the loss of isolation between transmitter and receiver, or between different channels,
which results in interference and a lower signal-to-noise ratio. Typically it occurs

when the TX and RX antennas are not well separated.

As concerns radar signature of the DJI Matrice 600 Pro, it was characterized under
both static (Test3) and hovering flight (Test4) conditions. During hovering flight
measurements, micro-Doppler signatures from the rotating propeller blades have
been observed, though detailed analysis of these signatures is not provided in the
current research. However, the Range-Doppler processing revealed characteristic
modulation effects, but the limited range resolution of 1 m prevented detailed

characterization of individual rotor contributions.

The comparative analysis between drone measurements with and without the corner
reflector demonstrated measurable enhancement in the radar return. Note that for

the comparison in the hovering mode, the drone is positioned at 10 m from the radar



equipment. In Figure 44 is possible to appreciate the range profiles comparing
different test configurations, with visible increases in signal amplitude when the

corner reflector is present.

The reduction of peak amplitudes observed during the hovering mode of the
Matrice 600 can be attributed to several concurrent factors. First, the performance
of the corner reflector is strongly dependent on the elevation angle, leading to an
average decrease in the RCS as the elevation angle increases. Moreover, when the
drone is not perfectly aligned with the radar boresight, gain losses occur, further
degrading the overall performance. Another contributing factor to the reduction of
RCS peaks is the high level of multipath interference, which is particularly
enhanced by the presence of the Netted-Area structure. Finally, range resolution
limitations imposed by the 150 MHz bandwidth, corresponding to approximately
1.0 m resolution which is comparable to the physical dimensions of the drone,
significantly affect measurement accuracy, thereby reducing the clarity of the

observed radar returns.
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Figure 44. Comparison between the range profile of drone with and without the Corner reflector:
(a) Drone in static mode (Test3 & Test5), (b) Drone in hovering Test4 & Test6).
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As conclusion of the results obtained with the passive system, a table which shows

the environmental limitations identified is reported below in Table 19.

Table 19. Summary of results obtained during tests with passive system.

Limitation Source Effect Described

Impact on Measurement

Netted Facility High multipath interference

Signal distortion and false
returns

Radar Frequency Selection Wavelength (12.24 cm)

Reduced measurement
accuracy

1.0 m resolution vs 1.5 m

Range Resolution . .
drone dimensions

Inadequate target
discrimination

Performnce degradation with

Elevation Angle Dependency increasing angles

Operational utility limitations

Peaks at 27 m from facility

Background Clutter
structures

Measurement contamination

7.5. Experimental Setup and Methodology: Active System

Based on the system requirements, which were defined in accordance with the IEEE

Standards guide [96]. and tailored to the objectives of the project, the system

configuration illustrated in Figure 45 was designed.

-

DRONE PLATFORM

Power System
6x TV47S/TBA48S
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Figure 45. System Configuration of the experiment with the Active System.



The test equipment comprised the following components:

- DIJI MATRICE 600 PRO;
- HackRF One SDR Transceiver [97];
- Ancortek SDR Evaluation Kit 240B [98].

The software-defined radio requires dedicated software for signal modulation and
demodulation. The HackRF One is compatible with GNU Radio, a software
development platform that provides signal processing functions to implement SDR.
The digital processing blocks were developed in C++, while the interconnection
between blocks was implemented in Python [99—101]. GNU Radio allows precise
configuration of sampling rate, carrier frequency, and RF gain. The parameter

settings applied during the tests are summarized in Table 20.

Table 20. GNU Radio parameter setting for the experiment of active system.

GNU Radio Settings
Parameter Value
Frequency [GHz] 2.54
RF/IF/BB Gains [dB] 40
Sample Rate [MS/s] 10

The experimental methodology involved positioning two computers within the test

arca:

- The first computer was connected to the SDR transceiver installed on-board
the drone, transmitting the desired configuration to the HackRF One via
GNU Radio, as illustrated in Figure 47— (a).

- The second computer was connected to the Ancortek radar detector, which,
through SDR-Sharp software, both transmitted a signal from the ground
radar and recorded the response signal received by the SDR, as illustrated
in Figure 47— (b).

Using SDR-Sharp, a FMCW signal, i.e. a tone (X7),was transmitted from the
ground radar at 3.58 MHz with a carrier frequency of 2.4667 GHz. The on-board

system retransmitted the signal back to the radar via the antenna installed beneath
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the drone (X7 gr), and the returned data were acquired on the ground by a Data
Acquisition System (DAQ), composed of measurement hardware and a computer
with programmable software. It is important to note that the signal received by the
radar corresponds to the sum of the actively retransmitted signal (X;rr) and the

passively reflected signal from the drone's structure (Xzg).
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Figure 46. Test Development and Procedures with the Active System.

Following the acquisition, the data were downloaded and processed offline in the
Matlab™ environment for detailed signal analysis. The operational workflow is
schematically represented in Figure 46. A fundamental requirement for achieving
radar cross-section enhancement is that the actively retransmitted and passively
reflected signals remain in phase, ensuring constructive interference and

maximizing the effective radar return.



(a) (b)

Figure 47. Experimental setup for the tests with the active system: (a) configuration with the first
computer connected to the SDR transceiver installed on-board the drone; (b) configuration with
the second computer connected to the Ancortek.

7.5.1. Active System Principle for RCS Estimation

As discussed in the previous section, the active enhancement approach does not rely
on modifications of the target's geometric configuration to increase the RCS. The
underlying principle of any active system can be derived from the classical radar
equation, expressed by (19). In the case of an active enhancement system, the power
received by the device, p,., and the transmitted power retransmitted, p;, can be

expressed as:

2

A
Pr = PtG.gr <4T[R) (25)
Pt = 9abr (26)

Where g, is the gain of the device receiver and g, is the amplification gain of the
active system between the receiver and transmitter antennas, Combining these

espressions yields an equivalent radar equation for the active system:

10\
= - 27
Pr = p:g:G (477.'R) 27)

Comparison of this expression with the classical radar equation allows the

derivation of the equivalent active radar cross section gy, :
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transmitter S; and receiver S, as:
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These formulations quantitatively describe how the active system enhances the
radar cross-section by amplifying and retransmitting the incident radar signal,
independently of the target's physical geometry, and provide a rigorous framework

for evaluating active enhancement performance.

7.5.2. Software Defined Radio Principle

The SDR is a radio communication system that employs reconfigurable, software-
based components for the processing and conversion of digital signals [102]. This
architecture is primarily composed of two functional blocks: the Radio Front-End

(RFE) and the digital backend.

The RFE encompasses the antenna impedance interface, the receiver, and the
transmitter, and includes all the analog circuitry required to transmit and receive
high-quality signals. The digital backend, in turn, may consist of a Field-
Programmable Gate Array (FPGA), a General-Purpose Processor (GPP), or a
Digital Signal Processor (DSP). Among these options, the FPGA is generally
preferred due to its reconfigurable logic gates, which enable multiple functions with
high power efficiency and moderate costs [102]. Further details on SDR
architecture are available in [102]. The inherent versatility and flexibility of SDRs,
primarily afforded by the FPGA, make this class of systems particularly suitable for

the objectives of the present project.

The advantages of SDRs can be summarized as follows [103,104]

1. Flexibility: Controlled via software, the same SDR hardware can be

configured for different applications. Depending on system requirements,



11.

1il.

the software can adjust the RF carrier frequency, modulation type, sampling
frequency, and forward error correction (FEC) techniques, thereby
minimizing interference with other communication channels.

Common Hardware: SDRs allow the substitution of analog components
with COTS or general-purpose hardware, simplifying the overall system
design.

Reduced System Costs: This benefit arises from the combination of

software-based flexibility and the use of common hardware components.

However, several limitations are also present:

ii.

iil.

Integration Challenges: The hybrid nature of SDRs, comprising an analog
RF front end and a digital backend, complicates interfacing between the two
domains. Moreover, the performance of the analog-to-digital converter
(ADC) imposes a maximum frequency limit for the digital components.
Dynamic Range Limitations: Some SDR designs exhibit poor dynamic
range, defined as the ratio between the largest tolerable signal and the
smallest usable signal.

Software Development Complexity: Implementing software for different
target systems remains challenging, requiring significant development
effort.

7.5.3. Results with Active System

The active system testing included six different operational configurations showed

in Table 21. Active System Test Configurations to assess performance under various flight

conditions . The results showed varying levels of active response depending on the

specific maneuver being performed (see Figure 48).

The baseline performance is established during Test T1, with the drone in stationary

condition but with active rotors. This configuration provided a stable reference for

evaluating the impact of flight dynamics on active system performance. The

hovering configuration (Test T2) demonstrated the system’s capability to maintain

active enhancement during typical operational flight conditions.
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Table 21. Active System Test Configurations

Test ID Flight Condition Type of maneuver
T1 Stationary with active rotors Active response detected
T2 Hovering configuration Active response detected

T3 & T4 Flight with altitude changes Active response detected

360° rotation around vertical
TS ) Weakest response observed
axis

Data acquisition during )
T6 ) Active response detected
landing

During the 360° rotation of the drone at constant angular velocity (Test TS), a
reduction in the system response was observed, attributable to the presence of the
landing gear. This outcome illustrates that the physical configuration of the aerial
platform can exert a significant influence on the radiation patterns of the active
system's antennas, inducing shadowing and blockage effects that compromise

enhanced performance.

Rotational testing thus highlights intrinsic limitations of the active system arising
from the interaction between antenna patterns and platform geometry. The observed
performance degradation underscores the critical importance of both the placement
and orientation of the active system antenna relative to the drone structure in

achieving optimal functionality.

In contrast to passive corner reflectors, whose performance is largely determined
by predictable geometric factors, the orientation sensitivity of the active system is
primarily governed by electromagnetic effects. Obstruction caused by the landing
gear generates shadowing that reduces both the signal received from the ground
radar and the effective power retransmitted toward it, thereby diminishing the

enhancement.

The efficacy of the active enhancement system fundamentally relies on maintaining

constructive interference between the active return and passive reflections. Radar




cross-section enhancement is attainable only when the signals remain in phase,
emphasizing the pivotal role of phase coherence in ensuring correct and reliable

system operation.

Moreover, the validation of the active enhancement was performed through spectral

analysis of the signals received at the ground radar. The peaks in the spectral
amplitude distribution, as illustrated in Figure 48, correspond to measurable
responses associated with the active system operation under different flight

conditions, confirming the feasibility of the approach.

Spectral amplitude distribution
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Figure 48. Peaks of the spectral amplitude distribution for each Test with the active system on-board

As conclusions, the active enhancement system effectively demonstrated the
fundamental principles of signal detection, processing, and retransmission across
all test configurations. Coherent signal processing and retransmission of the
incident radar signals from the ground-based Ancortek system were successfully
achieved using the HackRF One SDR platform, with amplified returns observed for

each test condition.
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8. Cooperative Multi-Agent System for Autonomous Detection of

Target in Semi-Structured Urban Environments

The evolution of autonomous systems in defense and security applications has
increasingly focused on cooperative multi-agent architectures capable of operating
in complex, semi-structured environments. This chapter presents the experimental
validation of the S.APR.AI (Swarm - APR - Artificial Intelligence) project, which
addresses the fundamental challenge of autonomous target library generation
through heterogeneous platform cooperation. The research demonstrates how aerial
and terrestrial robotic systems can collaborate effectively to detect, classify, and
track targets in realistic urban scenarios, representing a significant advancement in
autonomous surveillance and reconnaissance capabilities. The methodology
presented here validates both individual agent performance and collective system
behavior, establishing a comprehensive framework for multi-agent target detection
systems that can adapt to dynamic operational requirements while maintaining

robust performance under real-world constraints.
8.1. Swarm Robotic Systems

Swarm robotic systems, particularly those involving Unmanned Aerial Vehicles,
represent one of the most transformative developments in modern robotics, offering
unprecedented operational capabilities while simultaneously presenting significant
technical and operational challenges that demand careful consideration [105]. A
drone swarm, defined as "Smart War-Fighting Array of Reconfigured Modules,"
constitutes an emerging concept involving numerous autonomous and cooperative
unmanned aerial systems that operate as a single organism to achieve common
objectives [106]. Rather than simply coordinated drone operations, these systems
represent cooperative robotics where drones communicate among themselves and
autonomously change their behavior, exhibiting complex emergent performance

that surpass individual unit capabilities.



These systems excel through distributed sensor grids where complementary
capabilities create comprehensive data collection impossible with individual units,
while parallel processing dramatically reduces mission completion times at lower
costs than complex single platforms. The most significant advantage lies in
exceptional fault tolerance, where individual unit losses are instantly compensated
through task reassignment, ensuring mission continuity and superior destruction
resistance [105,107,108]. This scalability operates through both homogeneous
identical-unit configurations and heterogeneous arrangements incorporating
combat, reconnaissance, communication, and decoy capabilities for enhanced

operational effectiveness.

However, these advantages come with inherent complexities that increase
proportionally with system scale [105,106]. Control complexity escalates as UAV
numbers grow, making effective management by single operators increasingly
challenging, requiring advanced command and control models such as "emergent
coordination" where coordination naturally arises from individual swarm element
reactions. The human-system interface presents significant complications, with
large, complex, or heterogeneous swarms placing substantial cognitive demands on
human operators, potentially leading to delayed reaction times and difficulty in
accurately predicting swarm behavior while maintaining optimal control. Technical
limitations further compound these challenges, as large swarms require vast
information processing capabilities with increased collision risks, while continuous
inter-unit communication creates vulnerability to electronic disturbances that can

disrupt coherent functioning.

Autonomy levels ranging from "human in the loop" to "human out of the loop"
introduce ethical and security dilemmas, including concerns about losing control or
algorithmic errors. Current hardware limitations constrain capabilities through
equipment restrictions, size and weight constraints, battery life limitations, and
onboard computational capacity restrictions. The widespread deployment of swarm
systems requires comprehensive regulatory framework development to ensure

safety while addressing legal and ethical concerns.
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In military contexts, swarm robotics represents a revolutionary force multiplier that
fundamentally transforms battlefield dynamics through overwhelming enemy
defenses with coordinated multi-vector attacks, creating impenetrable
reconnaissance networks that provide comprehensive situational awareness, and
establishing resilient communication infrastructures that remain operational despite
individual unit losses. The psychological impact on adversaries cannot be
understated, as swarms create fear and uncertainty while their distributed nature
makes traditional countermeasures ineffective [109]. Most importantly, swarms
execute precision strikes against multiple targets simultaneously while their
numerical superiority overwhelms defensive systems designed for single-threat

scenarios [106].

Moreover, specific military defense applications highlight the tactical versatility of
swarm systems. These swarms offer rapid area defense capabilities, operating near
sensitive zones or safeguarding carrier aircraft by facilitating their escape from
high-risk areas. A notable early example is the experiment conducted in [108],
aimed at designing, developing, and testing drone swarms as a countermeasure

against ground-based radar detection.

The objective of the following project is to build upon and evolve the foundation
laid by previous work. More specifically, it focuses on the development of drones
equipped with advanced Al and Machine Learning (ML) capabilities, with the
following key goals

- Testing and validation of swarming logics and algorithms

- Development of Counter-Unmanned Aircraft Systems (CUAS) strategies

based on machine learning techniques
- Autonomous target recognition and classification

This evolution aims to enhance the adaptability and intelligence of drone swarms,
enabling more sophisticated behaviors in dynamic and contested operational

environments.



8.2. Experimental Setup

The experimental setup employs a heterogenous multi-agent system designed to

simulate realistic operational scenarios. More specifically, the system comprises:

- Two autonomous aerial drones STANIS 1 & 2 (Figure 49-(a) and Figure
49-(b)) equipped with electro-optical (EO) sensors, which for this case study
is ZED 2i [110].

- One terrestrial robot (see Figure 49-(c)) with ground reconnaissance
capabilities, equipped both with camera ZED 2i and an Infrared (IR)
Camera, that for this application is Optris P1 6401 [111] .

- Three UAS targets, two provided by RSV and one DJI Mavic Enterprise

platform.
- One mannequin target.

Two drones STANIS work as autonomous aerial drones cooperatively with the
terrestrial robot within the prepared urban scenario. The aerial platforms integrate
ZED 2i cameras for electro-optical target detection, while the terrestrial robot
incorporates infrared sensing capabilities for thermal signature detection. All
artificial intelligence processing operates on electro-optical characteristics to ensure
consistent sensor modality across the detection pipeline, but also on IR

characteristics for the identification and classification of targets.
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(a) (b)

(d

Figure 49. Multi-agent system designed to simulate realistic operational scenarios: (a) Drone
STANIS equipped with camera ZED 21i, (b) Drone target, (c) Terrestrial robot equipped both with
camera ZED 2i and one IR camera Optris PI 6401, (d) DJI Mavic Enterprise

The experimental environment features a comprehensive control station providing
real-time visibility over algorithmic processes, image acquisition systems, library

generation procedures, and continuous system monitoring.

8.2.1. Team

The experimental validation employs a distributed testing approach across three
specialized facilities, each contributing unique capabilities to the overall research
framework. The “Reparto Sperimentale di Volo” (RSV), in the framwork of the
RPW project, provided the primary development environment through its CUTE
Laboratory, which supports programming, development, and system integration
activities. This facility includes an indoor test range specifically designed for

controlled flight testing and initial system validation procedures.



The University of Rome Tor Vergata contributes advanced laboratory facilities
dedicated to algorithm development and refinement. These facilities include
sophisticated indoor test ranges that enable preliminary system validation under
controlled conditions, allowing for iterative algorithm optimization before

deployment in more complex scenarios.

The University of Naples - Advanced Metrological and Technological Services
Center (CeSMA) facility provides the most comprehensive testing environment
through its Laboratory for Innovative Flight Technologies (LIFT) , which supports
advanced testing protocols and extended validation procedures. The facility
includes both outdoor test ranges for realistic operational scenario simulation and
the Castel Volturno flight field, which accommodates large-scale demonstrations
and final system validation exercises. Moreover, the integration of the thermal

sensor and the automatic detection through Al has been supported.

The test environment undergoes systematic modification to simulate urban
operational conditions while maintaining experimental control. Environmental
standardization includes the implementation of homogeneous floor coverage
designed to eliminate background visual inconsistencies that could affect detection
algorithm performance. Wall and window coverage protocols remove potential
visual artifacts that might introduce detection bias or false positives during
autonomous scanning procedures. The figure shows an example of how the scenario

is set up.

Audience Area  GCS
Audience

(a) (b)
Figure 50. DEMO Scenario Set-up
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8.3. Methodology and Work

To organize as well as possible the division of tasks, a set of work packages (WP)

has been drafted as shown in Table 22.

The methodology implements systematic work package organization addressing all
technical aspects of the cooperative multi-agent system. Infrastructure development
(WP-01) establishes the indoor test range with scenario decoration and
environmental preparation. Target development (WP-02) provides the three target
platforms with appropriate electro-optical characteristics for detection algorithm

validation.

Platform development encompasses autonomous drone construction (WP-03),
sensor integration for both electro-optical and infrared capabilities (WP-04), and
terrestrial robot programming (WP-05). In Figure 51 is shown a demonstration of

how the image for electro-optical sensor training has been acquired.

(b)

Figure 51. Images acquired to train the ZED 2i for the autonomous target recognition algorithm.



Cooperative behavior implementation includes swarming logic programming (WP-
06) and datalink integration (WP-07) for inter-agent communication and

coordination.

Artificial intelligence algorithm development addresses ground target recognition
(WP-08), autonomous library generation (WP-09), and aerial target recognition
(WP-13). System integration (WP-10) ensures seamless operation across all
platforms and algorithms, while specialized capabilities include payload release
system integration (WP-11) and autonomous payload deployment testing (WP-12).

Table 22. Work Package Status Matrix showing completion, responsibilities, and requirements for
each WP.

Infrastructure development for indoor test
WP-01 range with scenario decoration and RSV
environmental preparation

Development of Electro-optical

WP-02 characteristics for detection algorithm UNINA
validation
WP-03 Development of two autonomous drones RSV-TOR VERGATA

Integration both of electro-optical sensors on
WP-04 two autonomous drones and one IR on TOR VERGATA
terrestrial robot

WP-05 Terrestrial robot programming TOR VERGATA
WP-06 .Cooperatlve behawor }mplementatllon TOR VERGATA
includes swarming logic programming
WP-07 Datalink 1ptegrat10n for 1nt§r—agent ALL
communication and coordination
WP-08 Development of the. autonomous ground UNINA
target recognition algorithm
WP-09 Autonomous library generation UNINA
WP-10 Algorithms integration ALL
WP-11 Payload release system integration RSV UNINA
WP-12 Autonomous payload deployment testing RSV-UNINA
WP-13 Development of the autonomous aerial target UNINA

recognition algorithm
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8.3.1. Timeline

The experimental campaign followed a structured timeline from initial mission
definition (February—March 2024) to final demonstration (October 2024). The key
phases are:

- Algorithm development and platform construction (April — May 2024)

- System integration and rigorous testing (June — August 2024)

- Final refinements and demonstration preparation (September — October

2024)

This phased approach ensured balanced development across all work packages
while preserving system coherence and readiness for deployment. By embedding
iterative testing and refinement throughout the cycle, the methodology guaranteed
robust performance at the final demonstration, validating both technical maturity

and operational reliability.

8.3.2. Live Trial

The simulation is divided into three phases as follows.

- Phase I: Autonomous Exploration.
- Phase 2: Multi-modal Cooperative Target Engagement.

- Phase 3: Dynamic Target Interception.

8.3.3. Phase 1: Autonomous Exploration

The initial experimental phase (see Figure 52) validates basic autonomous target
detection and library creation capabilities under controlled conditions. Two
autonomous drones conduct coordinated aerial surveillance operations over the
prepared urban-like scenario, engaging three EO/IR suitable targets positioned
throughout the urban environment. The experimental protocol operates under a

strict thirty-minute duration constraint to ensure operational relevance.

The test involves the take-off of two autonomous drones in a simulated urban
scenario and its exploration. The library generation phase represents the core
innovation of this methodology, implementing autonomous creation of target
libraries based exclusively on acquired electro-optical characteristics. The system

generates comprehensive target profiles supporting subsequent recognition



operations, with real-time database integration and classification accuracy
validation. The phase concludes with autonomous landing procedures,

demonstrating complete mission autonomy from takeoff to landing.
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Figure 52. Scenario example of the first phase of the experiment

8.3.4. Phase 2: Multi-Modal Cooperative Target Engagement

The second experimental phase (see Figure 53) introduces cooperative behavior
between aerial and terrestrial platforms while incorporating thermal signature
detection capabilities. This phase employs standby aerial platforms while the
terrestrial robot conducts autonomous search protocols for thermally-active targets,

demonstrating multi-modal sensor fusion and cooperative task allocation.

The experimental procedure begins with aerial platforms maintaining standby
positions while the terrestrial robot initiates autonomous search for targets
exhibiting thermal signatures, like a mannequin dressed in vividly colored dress to
make the recognition easier. Upon thermal target acquisition, precise position

determination enables coordinated aerial platform engagement.

The second phase of the experiment demonstrates real-time information sharing
between heterogeneous platforms and validates cooperative decision-making

algorithms under multi-modal sensor conditions.
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Figure 53. Scenario example of the second phase of the experiment.

8.3.5. Phase 3: Dynamic Target Interception

The final experimental phase (see Figure 54) addresses the most challenging
operational scenario through dynamic aerial target interception. This phase
validates system adaptability and real-time response capabilities using mobile target

insertion scenarios that simulate realistic operational conditions.

The experimental protocol begins with aerial platforms conducting patrol
operations over the designated scenario area. The dynamic target, the APR platform,
creates unpredictable target engagement conditions that require immediate system

response and adaptation.

The interception procedure requires both aerial platforms to autonomously identify
and engage the incoming APR target, establishing formation flight and escort
protocols. The system demonstrates real-time target tracking, formation
maintenance, and escort procedures throughout the APR landing sequence. This
phase validates the complete operational capability from initial target detection

through final target ground contact.
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Figure 54. Scenario example of the third phase of the experiment.
8.4.Final Consideration

The S.APR.AI project successfully validated cooperative multi-agent systems for
autonomous target detection in semi-structured urban environments. The three-
phase experimental protocol demonstrated progressive system capabilities from
basic exploration to dynamic target interception, with all thirteen work packages

completed within timeline across three institutional partners.

Key achievements include successful integration of electro-optical and infrared
sensing across heterogeneous platforms, autonomous library generation algorithms,
and real-time cooperative behavior protocols. The system maintained consistent
performance under the thirty-minute operational constraint while demonstrating

operational readiness through public demonstration.

The methodology establishes a scalable framework for multi-agent system
development, with systematic approaches to datalink communication and sensor
fusion providing valuable insights for future applications. The successful validation
of autonomous target library generation represents a significant advancement for

adaptive surveillance systems in dynamic environments.
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The progressive complexity approach provides a robust validation framework
applicable to future autonomous system projects, effectively balancing technical
evaluation with operational readiness assessment for real-world deployment

scenarios.



9. Case Study: Surveillance-Dependent Operations in Campi Flegrei

Area

This chapter emphasizes the essential role of advanced aerial surveillance in the
management of urban infrastructure, particularly in territories exposed to
significant natural hazards. It introduces a structured methodology for rapid and
extensive building facade inspection, developed through the integration of
commercial UAVs and photogrammetric techniques. The contribution is of
particular novelty as it represents the first applied case study explicitly framed
within the context of surveillance dependence, thereby demonstrating how the
reliability of urban risk management increasingly hinges upon the operational

performance of such technologies.

The methodology is validated through the structural vulnerability assessment of
approximately 10 km of more than 500 building facades situated along critical
evacuation routes in the Campi Flegrei bradyseismic area, Italy. Each analysis is
conducted within the framework of Italian Low 183/2023 for vulnerability analysis
in bradysesmic zones. This application illustrates the scalability and operational
efficiency of UAV-based surveillance in densely built environments while also
revealing the technical and infrastructural dependencies associated with its

deployment.

A central technical challenge addressed in the chapter concerns the degradation of
satellite-based navigation signals in complex urban settings, often referred to as
“urban canyons.” To this end, a complementary study is presented, focusing on the
estimation of UAV positioning errors through the comparison of
photogrammetrically derived positions with GNSS telemetry. This analysis
provides both methodological guidance and operational insights for enhancing

mission planning and risk assessment under GNSS-degraded conditions.

Overall, the chapter contributes to advancing UAV-based methodologies for
structural monitoring in hazard-prone urban contexts while simultaneously
positioning this first case application as a reference framework for understanding

and managing the inherent dependencies of surveillance-based infrastructures.
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9.1. Background and Regulatory Framework

The objective is to operate within the framework of the Extraordinary Plan of
Vulnerability Assessment of Bradyseismic Areas, focusing on the rapid survey of
building facades along evacuation routes through the acquisition of imagery for
photogrammetric processing. The aim was established through an agreement
between the university Network of University Laboratories of Seismic and
Structural Engineering (ReLUIS) and the University of Naples Federico II, through
the CeSMA.

In order to establish an efficient and standardized methodology for the rapid survey
of'building facades, covering a total extension of approximately 10 km, a four-phase

workflow was designed (Figure 55):

1. Mission planning and regulatory framework analysis.

Preliminary inspection site inspections to assess the morphology of the
facades, the surrounding environment, and the presence of potential hazards
or obstacles is required. This evaluation enables the definition of a
preliminary flight plan for each building. Furthermore, the classification of
the operational environment, which comprises urban areas, critical zones,
or proximity to airports and sensitive sites, must be carefully considered..
The national platform d-flight serves as the official reference for dynamic
airspace maps and regulatory constraints. Risk assessment procedures allow
the application of appropriate mitigation strategies, which, in high-risk
contexts (e.g., potential aerial conflicts), may include requesting a NOTAM
to temporarily restrict airspace. The choice of flight mode is closely tied to
the environmental context. Automated flight planning software enables
significant time savings but requires adequate separation from obstacles and
reduced speed. Conversely, manual operation ensures greater operator
responsiveness in handling unexpected events. In both cases, the acquisition
strategy must guarantee sufficient image overlap (minimum 80%), with
specific attention to the sensor with the narrower field of view when

multiple cameras are employed. Ultimately, the selection of drone, payload,



and flight plan must balance safety requirements with the minimum

technical standards for reliable fagade survey data.

1i. Mission execution.

Mission execution is contingent on favorable weather conditions,
particularly wind, precipitation, and visibility. Pre-flight checks include
laboratory and on-site verifications, encompassing battery status, sensor
functionality, and calibration of the inertial measurement unit and compass.
During operations, the remote pilot supervises the mission, ensuring
obstacle avoidance and, if necessary, mission interruption in case of
emergency. Upon completion, data integrity checks are essential to prevent

redundant survey missions.

iii. Data processing and photogrammetric outputs.

The acquired imagery must be processed using photogrammetric software
tailored to infrastructure reconstruction, as distinct from applications
designed for mapping or precision agriculture. The outputs generally consist
of point clouds, meshes, and georeferenced orthophotos. These datasets are
subsequently integrated into a Geographic Information System (GIS) to
monitor progress along the surveyed facades and to support the adaptive

planning of future operations.
v. Data storage and dissemination.

Given the sensitivity of the processed datasets, storage must rely on secure
platforms with traceable user access. The resulting products are made
available not only to the institutional units directly involved in the activities

but also to the commissioning entity.

Mission Data
planning and Missi . d Data storage
regulatory ission processing an and
execution photogrammet . -
framework dissemination

ric outputs

analysis

Figure 55. Different phases of process development
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9.2. Equipment Configuration

The operational campaign spanned a total of 42 days, encompassing approximately
81 mission hours and 35 actual flight hours. The operations achieved full coverage
of the designated target structures, corresponding to a 100% completion rate. The
extensive scope and duration of the campaign enabled the collection of a substantial
empirical dataset, suitable for methodological validation across diverse urban

morphologies.

The survey was conducted using a DJI Mavic 3 Thermal platform [112] shown in
Figure 56 equipped with an integrated dual-sensor architecture specifically
designed for multi-spectral infrastructure assessment. The RGB system features a
48-megapixel CMOS sensor with a variable aperture (f/2.8—{/11), capable of
capturing high-resolution visible-spectrum imagery with enhanced dynamic range.
The complementary thermal sensor incorporates a (.3-megapixel uncooled
microbolometer with an 8.7 mm focal length, providing radiometric temperature
maps of building facades suitable for the identification of thermal bridges and

moisture-related anomalies.

Figure 56. Drone DJI MAVIC 3T and Ground Control Station.

The dual-sensor configuration enabled simultaneous acquisition of geometrically
co-registered RGB and thermal datasets, eliminating temporal discrepancies

inherent to sequential imaging and maintaining geometric consistency across



spectral domains. This integration facilitated efficient post-processing workflows,
ensuring both geometric alignment and radiometric coherence throughout

prolonged operational periods.

Mission planning was conducted using UgCS, selected for its capability to generate
automated waypoints and configure comprehensive flight parameters or in manual
mode. The software optimized flight paths according to the target area geometry,
ground sampling distance (GSD), and overlap requirements, while retaining manual
override functionality for complex urban environments. The planning workflow
incorporated real-time obstacle detection and adaptive path adjustment protocols,
enabling seamless transitions between autonomous and manual flight modes. This
hybrid approach proved essential in urban settings with dense overhead

infrastructure, interference vegetation, and unpredictable pedestrian activity.

Photogrammetric acquisition protocols required a minimum of 80% overlap
between consecutive images, with forward and side overlap parameters constrained
by the more restrictive field of view of the thermal sensor. This conservative
strategy ensured an adequate number of tie points for robust bundle adjustment,
maintaining accuracy even in complex morphological contexts. The dual-camera
acquisition was synchronized temporally and geometrically, ensuring consistency
between datasets. GSD calculations accounted for the specifications of both sensors
to ensure sufficient spatial resolution for detailed structural feature identification

across both spectral domains.

Flight altitudes were generally maintained at about 25 m above ground level,
balancing spatial resolution requirements with urban navigation constraints and
GNSS signal availability. Dynamic altitude adjustment protocols ensured consistent
GSD across varying terrain elevations while maintaining safe distances from
architectural obstacles. Flight mode selection was guided by environmental
complexity, with autonomous control prioritized in open areas and manual
intervention employed in high-obstacle-density zones. This adaptive strategy

optimized operational efficiency while maintaining safety standards.
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Overall, the campaign generated approximately 520 GB of UAV-acquired imagery
(RGB and thermal), supplemented by an additional 40 GB of tablet-based

acquisitions for architectural features requiring specialized access protocols.

The processing of the acquired imagery was aimed at generating the following

products for 3D reconstruction of the building fagade:

- Point cloud.

- Facade orthophotos.

Several software solutions were evaluated for image processing to obtain these
outputs, including Pix4D Mapper, DJI Thermal Analysis Tool, DJI Terra, Zephyr,
and Agisoft Metashape. Based on the specific requirements of the missions, Agisoft
Metashape was selected as the most suitable software for producing high-quality
results. Some examples extracted from the processing are reported below to
illustrate the result obtained. In Figure 57-(a) a point cloud of a fagade is shown,

whereas in (b) the orthophoto.



(b)

Figure 57. Example of (a) point cloud of facade (b) orthophoto of the same facade.

9.3. Navigation Challenges in Urban Surveillance Operations

The deployment of UAV-based monitoring systems in densely built urban areas
presents a series of critical technical challenges, most notably concerning
positioning accuracy and navigation reliability. The Campi Flegrei case study

illustrates the extent to which urban canyon effects can undermine the performance
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of GNSS-dependent operations, thereby reducing the overall robustness of UAV-

assisted infrastructure surveillance.

Throughout the 42-day operational campaign, multiple instances of positioning
degradation were documented, particularly during flight operations within narrow
streets bordered by multi-storey buildings. These empirical findings are consistent
with the theoretical framework outlined in the methodological analysis, which
classifies urban environments into nine distinct categories according to building
height and street geometry. This correspondence between observed data and the
classification system provides further validation of the methodological approach
and highlights the necessity of adapting UAV-based survey strategies to the

morphological complexity of urban contexts.
9.3.1. GNSS Limitations in Urban Canyon Environments

The so-called urban canyon effect represents one of the most critical challenges for
UAV navigation in densely built city environments. Tall and closely spaced
buildings obstruct or reflect GNSS signals [113], often resulting in partial signal
loss or significant degradation of positioning accuracy. This occurs primarily due
to the obstruction of the line-of-sight between the receiver and satellites, which
reduces the number of available signals and increases localization errors. In
addition, signal reflections from building facades, commonly referred to as the
multipath effect [114],further exacerbate positioning inaccuracies. Under such
conditions, satellite distribution is typically unfavorable, leading to increased
Dilution of Precision (DOP), a fundamental parameter in satellite navigation that
quantifies the sensitivity of position estimation accuracy to the geometric

configuration of the satellites with respect to the receiver [115].

In recent years, research on autonomous navigation of UASs in urban contexts has
gained growing attention. Nonetheless, urban canyon scenarios continue to pose a
formidable challenge. Extensive studies have shown that standard GNSS alone is
inadequate in these environments, and that integrating GNSS with auxiliary sensors

through data fusion techniques can effectively mitigate positioning errors.



For example, the authors in [116] addressed navigation challenges in urban canyons
by developing a fuzzy inference system [117]capable of evaluating the reliability
of GNSS measurements in real time. The system exploits metadata from GNSS
outputs, such as horizontal positioning error estimates, and compares readings from
dual GNSS sensors mounted on the UAV. By analyzing discrepancies between
expected and actual measurements, unreliable GNSS data can be identified and
excluded. Validation was performed using a motion capture system as ground truth
reference. The methodology was further enhanced by implementing an adaptive
Kalman filter that dynamically adjusted the measurement noise covariance matrix
based on the fuzzy system's output [118], thus improving positioning accuracy in

GNSS-degraded scenarios.

Other researchers have investigated multi-sensor integration approaches,
combining GNSS with IMUs and LiDAR to improve navigation in environments
with poor satellite coverage. LIDAR, in particular, enables detailed environmental
mapping, allowing correction of errors caused by signal reflection. One study
explored tightly coupled GNSS/INS systems and demonstrated that multipath
effects and satellite occlusion can be mitigated using adaptive Kalman filters and
predictive modeling [119]. Building on this, a tightly coupled architecture
integrating GNSS, INS, and LiDAR sensors was proposed, in which the
complementary strengths of each system compensate for individual limitations such
as GNSS outages or INS drift [120]. Experimental validation in real urban settings
confirmed improved positioning accuracy and robustness compared to traditional

methods.

Beyond sensor integration, predictive modeling and simulation have also been
recognized as essential. Several studies have evaluated satellite visibility in urban
environments using three-dimensional building models, showing that flight
trajectory planning can be optimized to maintain adequate positioning performance.
These methodologies employ geo-referenced 3D models of urban areas to compute
available sight distance (ASD) along roadways, integrating data from low-cost
mobile mapping systems within GIS and numerical computing environments. Such

tools allow the identification of critical areas with poor satellite visibility, enabling
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the optimization of UAV flight paths and significantly improving both accuracy and

operational safety in dense urban morphologies.

In summary, autonomous UAV navigation in cities requires a combination of
advanced hardware, intelligent algorithms, and detailed environmental modeling to
overcome the inherent limitations of GNSS in urban canyons. Within this
framework, the present study proposes a methodology for estimating UAV
positioning errors in standardized urban configurations, enabling the identification
of areas where GNSS performance is particularly degraded by morphological
constraints. The methodology is validated through an extensive UAV flight
campaign, comparing experimental positioning errors recorded during
infrastructure inspection missions with the expected performance derived from

satellite navigation metrics.

9.3.2. Urban Geometry Classification for Error Analysis

The analysis begins with the classification of urban geometries based on two
primary parameters: building height (expressed in terms of the number of floors)
and street configuration, defined by the number of sides occupied by buildings.

Three building height categories are considered:
1. low-rise structures with up to one floor;

i1. mid-rise structures with up to three floors;

111. high-rise structures with up to five floors.

Each building is further contextualized within its corresponding street geometry,
which can be either unilateral (buildings present on only one side of the street) or
bilateral (buildings on both sides of the street). By combining these two parameters,
1.e. height class and street configuration, a total of nine standardized urban cases

are defined for evaluation.

The identified nine cases are summarized in Table 23. For analytical purposes, the

influence of whether the adjacent buildings are positioned on the right or left side



of the street is assumed to be negligible; thus, symmetrical configurations are

considered to yield equivalent results.

Table 23. Classification of urban environments considering the number of building floors and the

street geometry.

Case ID First Street Side Second Street Side
Case | Low-rise building No building

Case II Low-rise building Low-rise building
Case III Low-rise building Mid-rise building
Case IV Low-rise building High-rise building
Case V Mid-rise building No building

Case VI Mid-rise building Mid-rise building
Case VII Mid-rise building High-rise building
Case VIII High-rise building No building

Case IX High-rise building High-rise building

Following each flight mission, UAV telemetry data were collected in order to
reconstruct the executed trajectory in terms of latitude, longitude, and Above
Ground Level (AGL) altitude. The acquired imagery was processed using a COTS
photogrammetry software, which enabled the generation of key products for
infrastructure inspection, namely point clouds, meshes, and orthophotos. During
processing, the software utilized image metadata to assign initial calibrated camera
positions, and through an iterative image-matching procedure, refined these
positions within a local reference frame. In this framework, the geographical
coordinates embedded in the image metadata were assumed to correspond to the
UAV center of mass position. By imposing a maximum deviation threshold of 10

m for each positional coordinate, the discrepancy between the initial georeferenced
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camera positions and the refined positions estimated by the photogrammetric

workflow could be quantified.

In parallel, telemetry logs provided acquisition timestamps, which were
subsequently employed to retrieve satellite ephemeris data from open-access
repositories. A dedicated GNSS simulation tool was developed in the Matlab™
environment, incorporating satellite orbital parameters specific to each flight
mission. The simulator enabled the reconstruction of satellite constellations,
allowing for the analysis of Line of Sight (LOS) visibility between satellites and the
UAV, taking into account the constraining effects of the surrounding urban
geometry. Within this framework, DOP values were estimated at varying flight

altitudes for each mission.

The simulated DOP metrics were then compared against the positioning errors
derived from photogrammetric processing, enabling a systematic assessment of the
impact of urban morphological characteristics on GNSS performance. This
comparative analysis allowed the derivation of correlations between urban

environment typologies, DOP estimations, and positioning errors.
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Figure 58. Flow chart of the applied methodology.

9.4. Case Study Analysis: Positioning Accuracy in Case VIII Urban
Configuration

The first analyzed case study corresponds to a UAV mission executed within a Case
VIII urban configuration, defined as a four-story building located along a wide
street with structures present only on one side. During this mission, approximately
100 RGB images were acquired at an automatic acquisition rate of one image every
2 seconds, with a total flight duration of about 4 minutes. The acquired imagery was
processed in Agisoft Metashape to generate a three-dimensional reconstruction of
the target building. The urban scenario was imported into the simulator using
OpenStreetMap data, with the drone trajectory represented by a blue line and the

surrounding buildings visualized as orange polygons (Figure 59).
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Figure 59. Urban Environment in Case VIII scenario.

The preliminary analysis focused on the GPS constellation, specifically evaluating
LOS visibility of 31 satellites within the urban environment. This evaluation was
conducted using the Matlab™ Communication Toolbox™ and Antenna Toolbox™.
Once the visible satellites were identified for the mission, pseudoranges were
computed through the Matlab™ Navigation Toolbox, enabling the estimation of the
Horizontal Dilution of Precision (HDOP) values corresponding to the given urban
geometry. Variations in HDOP were analyzed at different AGL flight altitudes, and
results indicated that HDOP remained nearly constant throughout the mission

(Figure 60).
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Figure 60. Comparison of HDOP value at different flight height levels.

The photogrammetry software was further employed to estimate the UAV
positioning error based on image processing during the 3D reconstruction
workflow. Error estimates were only available at acquisition times, i.e., when the
UAV had reached its designated altitude and images were captured at the fixed 2-
second interval. Figure 61 illustrates the comparison between computed positioning
errors in the local reference frame and the variation in flight altitude, with results
displayed for the x-axis (Figure 61-a) and y-axis (Figure 61-b). Outside the interval
bounded by vertical dashed lines, the error values were initialized to zero due to the

absence of image acquisitions.
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Figure 61. Comparison between the positioning error in the local reference frame and the flight
altitude variation: (a) analysis of the X-axis error component; (b) analysis of the Y-axis error

component.

The results indicate the presence of nearly constant error peaks during the initial
phase of the mission, followed by a progressive increase in error magnitude during
the descending flight segment. This behavior is consistent with the expected impact
of building-induced interference in urban canyon environments, where GNSS

signal degradation becomes more pronounced at lower altitudes.

In conclusion, the Campi Flegrei case study highlights the critical interdependence
between UAV-based infrastructure monitoring and broader surveillance strategies.
The operational challenges encountered, particularly GNSS signal degradation in
urban canyon environments, highlight the necessity of integrating advanced
sensing, photogrammetric, and data-fusion techniques to maintain accurate
situational awareness. These findings not only validate the methodological
framework employed but also demonstrate that effective urban risk management
increasingly relies on the seamless interplay between aerial surveillance
technologies and continuous monitoring systems. By bridging structural assessment
with real-time data acquisition, this study positions UAV-enabled inspections as a

cornerstone for surveillance-dependent operations in hazard-prone urban contexts.
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10. Conclusion

This work face the complex challenges associated with enabling safe, efficient, and
sustainable UAM and AAM operation, with particular focus on the validation of
innovative edge solution. Originally developed for military applications, drones
have evolved into versatile platforms deeply integrated within civil, industrial, and
societal frameworks, generating unpresented challenges in safety assurance,
security protocols, and surveillance infrastructures, architecturally designed for
high-altitude and low-density air traffic operations, prove inadequate for the dense,
low-altitude operational paradigms anticipated in future urban environment. This
paradigmatic shift necessitates the development of innovative, adaptive, and edge-
capable surveillance solutions that ensure resilient and sustainable integration of

heterogeneous manned and unmanned traffic flows.

Through a combination of theoretical modeling, simulation studies, and
experimental campaigns, this research has contributed to both scientific
understanding of drone detectability and the practical development of multi-sensor

architectures.

The analysis of RCS behavior, encompassing both simulated platforms and real-
world UAV measurements, had highlighted the intrinsic limitations of traditional
surveillance radars when applied to aircrafts typically almost invisible to the radar
such as stealth aircrafts and small UAVs. The exploration of passive and active
enhancement techniques, complemented by cooperative multi-agent detection
frameworks, demonstrated the feasibility of improving target visibility and
resilience in semi-structured urban environments. Moreover, the integration of
radar and acoustic sensors in a simulation environment provided evidence of the

advantages of hybrid architectures for reducing detection uncertainty.

Beyond purely technical contributions, the dissertation underscored the importance
of linking aerospace research with socio-economic innovation. The “Pathways to
Innovation and Entrepreneurship” program and the applied case study in the Irpinia

DOCG region revealed how UAV technologies, when embedded in broader
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innovation ecosystems, can foster territorial development, Strengthen industry-
academia collaborations, and promote sustainable practices. The case study on
UAV-base monitoring in Campi Flegrei bradyseism area further illustrated the dual
role of drone surveillance: as a technological enabler of safety-critical operations

and as a regulatory challenge requiring new frameworks for risk management.

Taken together, the findings provide a comprehensive contribution to the
advancement of surveillance strategies for AAM. They validate the necessity of
multi-layered, cooperative, and edge-enabled approaches, while also demonstrating
that technological innovation must be complemented by regulatory foresight and

socioeconomic integration.
To summarize, the main findings highlight:

- Radar cross-section constraints represent a fundamental limitation for UAV
detection, necessitating novel architectures and hybrid sensing approaches.

- Simulation and experimental validation confirmed the value of integrating
radar and acoustic sensors, as well as cooperative multi-agent systems, to
reduce uncertainty in complex urban scenarios.

- RCS enhancement strategies, both passive and active, were shown to
increase target visibility and provide practical insights into system design
trade-offs.

- Socio-economic perspectives revealed that surveillance innovation can
extend beyond aerospace, fostering territorial  development,
entrepreneurship, and sustainability when embedded in broader innovation
ecosystems.

- Applied case studies, including the cooperative multi-agent system for
autonomous detection in semi-structured urban environments, and
surveillance-dependent operations in the Campi Flegrei volcanic are,
demonstrated the dual potential of drone-based surveillance as both a
technological enabler and a regulatory challenge across several high-

impact domains.
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Glossary of Acronyms

AAM

Advanced Air Mobility; 17
ADC

Analog-to-Digital Converter; 106; 150
AGL

Above Ground Level; 177
Al

Artificial Intelligence; 26
ASD

Available Sight Distance; 175
ATC

Air Traffic Control; 71
ATM

Air Traffic Management; 78
CAD

Computer Aided Design; 53
CAGR

Computational Annual Growth Rate; 17
CDF

Cumulative Distribution Function; 59
CNR

National Italian Research Council; 107
CNS

Communication, Navigation, Surveillance; 18
COTS

Commercial-Off-The-Shelft; 110
CUAS

Counter-Unmanned Aircraft Systems; 156
CVM

Cramér-von Mises; 49
DAQ

a Data Acquisition System; 146
DOA

Direction of Arrival; 80
DOP

Dilution of Precision; 174
DSP

Digital Signal Processor; 150



EASA

European Union Aviation Safety Agency; 23
ECDF

Empirical Cumulative Distribution Function; 59
ECEF

Earth-Centered Earth-Fixed; 96
EKF

Extended Kalman Filter; 75
EM

Electromagnetic; 18
ENU

East-North-Up; 96
EO

Electro-Optical; 157
FEC

forward error correction; 150
FFT

Fast Fourier Transform; 96
FIMS

Flight Information Management System; 134
FMCW

Frequency-Modulated Continuous-Wave; 101
FPGA

Field-Programmable Gate Array; 150
GCC-PHAT

PHAT weighting Cross Correlation Algorithm; 96
GCS

Ground Control System; 134
GIS

Geographic Information System; 169
GN&C

Guidance, Navigation & Control; 26
GPP

General-Purpose Processor; 150
GUI

Graphical User Interface; 78
HDOP

Horizontal Diluition of Precision; 180
IC

Integrated Circuit; 80
IEEE
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Institute of Electrical and Institute of Elecetricalo and Electronics Engineering; 32
IF
Intermediate Frequency; 106
IMU
Inertial Measurement Unit; 133
IoT
Internet of Things; 17
IQR
Interquartile Range; 115
IR
Infrared; 49
IREA
Electromagnetic Sensing of the Environment; 107
KF
Kalman Filter; 75
LOS
Line-of-Sight; 178
LR
Long Range; 48
LSTM
Long Short-Term Memory; 43
MEMS
Micro Electro-Mechanical Systems; 26
MIPS
Multiband Interferometric and Polarimetric Synthetic Aperture Radar; 102
MLE
Maximum Likelihood Estimation; 121
MR
Medium Range; 48
MTOM
Maximum Take-Off Mass; 110
NED
North-East-Down; 84
OTHR
Over-The-Horizon Radars; 50
PHAT
Phase Transform; 96
PO
Physical Optics; 52
RAM
Radar Absorbing Materials; 49



RF

Radio Frequency; 49
RFE

Radio Front-End; 150
RNN

Recurrent Neural Networks; 43
RPAS

Remote Piloted Aircraft System; 31
RX

Receive; 106
SAM

Sustainable Air Mobility; 17
SAR

Synthetic Aperture Radar; 107
SD

Standard Deviation; 115
SDR

Software Defined Radio; 132
SESAR

Single European Sky ATM Research Program; 24
SME

Small and Medium-sized Enterprises; 34
SNR

Signal-to-Noise Ratio; 18
SR

Short Range; 48
SS

Surveillance Systems; 28
SSR

Secondary Surveillance Radar; 29
ST

Stealth Technology; 49
TDOA

Time Direction Of Arrival; 96
™

Transverse Mode; 54
X

Transmit; 105
UAM

Urban Air Mobility; 17
UAS
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Unmanned Aircraft Systems; 17
UAV

Unmanned Aircraft Vehicle; 17
Ul

User Interface; 79
USS

UAS Service Supplier; 134
UTM

Unmanned Traffic Management; 22
VLO

Very Low Observable; 53
WP

Work-Packsges; 160



