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Abstract. The terrorist attacks in Europe have highlighted the problem of safety in public places. 

It is enough to run a vehicle at high speed towards the crowd to cause a large number of injuries 

and victims. In response to these phenomena, the Municipalities have perimetered sensitive areas 

with protection tools. The authors of this work have already designed a mobile anti-terrorism 

barrier capable of stopping 3500 kg and 7500 kg vehicles with a speed of 64 km/h in a few 

meters. In this work, the connection of two barriers by ropes is designed using Finite Element 

(FE) method to perimeter large areas with a small number of devices. Steel and Dyneema® ropes 

are studied, discussing the number of ropes and the dimensions needed.  

1.  Introduction 

In the recent past, terrorists have wounded and killed many civilians in Nice, Barcelona, London, 

Stockholm and Berlin by running heavy vehicles at high speed. In response to these attacks, 

Municipalities have fenced off crowded places such as squares and pedestrian areas, which are sensitive 

targets for this type of attack. 

In general, protection systems can be divided into: (i) fixed, (ii) retractable and (iii) mobile. Fixed 

systems are very effective although they can be dangerous if impacted by a vehicle because they can be 

severely damaged and some of their parts can hit people. The presence of foundations requires long 

installation operations that permanently modify the place where these systems are located and make 

them expensive. Furthermore, fixed barriers delay rescue operations because they make it difficult for 

any vehicle to enter the protected areas. Retractable systems (for example mobile bollards) allow the 

entry of authorized vehicles but they are still expensive because they are equipped with foundation and 

mechanisms necessary for their movement. Mobile barriers have no foundation and for this reason they 

can be positioned when and where they are needed and they have a low price. Among the mobile 

barriers, the most used are the concrete blocks, which dissipate impact energy mainly by friction and 

are therefore not very effective [1]. Concrete Jersey barriers are commonly adopted to prevent vehicles 

from entering the opposite lane being more suitable for oblique impacts than for the normal impacts, 

which can occur in the event of a terrorist attack [2]. 

The interest in the protection of certain areas is demonstrated by the number of recently designed 

and patented systems, which exploit different ideas to dissipate the impact energy. In the system 

presented in [3] part of the impact energy becomes plastic energy. Other energy absorption systems are 

described in [4] and in [5]. The barrier in [4] can be used as street furniture thanks to its good looks. 

Another patented solution presents a crash cushion that collapses when the applied axial force is greater 
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than a threshold [6]. A kind of leverage is shown in [7]: this system raises the vehicle by changing the 

direction of the vehicle’s momentum. 

In this scenario, the authors’ research group designed in collaboration with Besenzoni Defence & 

Protection S.r.l. and Besenzoni S.p.A. a new mobile barrier which is able to stop a 3500 kg van running 

at 64 km/h in less than 5 m. Thanks to this outstanding result, obtained experimentally, the barrier has 

been certified [1]. This system also has an aesthetic appeal, which avoids generating a sense of danger 

in pedestrians. The final shape of the barrier was defined thanks to mathematical and FE modelling and 

experimental testing [1,8-9]. FE method was also adopted to demonstrate the effectiveness of a single 

barrier in stopping a 7500 kg truck travelling at 64 km/h [10]. However, Municipalities should protect 

large areas using a limited number of barriers. In this work, conducted in collaboration with Besenzoni 

Defence & Protection S.r.l. and Besenzoni S.p.A., the connection of two barriers is designed using FE 

method. Steel and Dyneema® [11] ropes are arranged in different configurations, assessing each time 

the loads involved.  

2.  Materials and methods 

This work deals with the design of the connection between two barriers of the type described in [1,8,10]. 

The designed barrier, shown in Figure 1, is mobile and it is good looking, so it can be used as street 

furniture. It consists of a cast iron base and several steel perimeter sheets. In [1] the use of aluminium 

was investigated as a consequence of the research group expertise in its alloys [12-13]. Any treatments 

such as the deposition of coatings [14-15] were not considered. The dimensions are 3000 mm x 860 mm 

x 1010 mm and the mass is approximately 2050 kg. In the barrier there is a bag containing 1550 kg of 

water, with different purposes: (i) the water allows to reach a significant mass, useful for dissipation by 

friction, after positioning the barrier so the transport of the system is facilitated; (ii) the release of large 

amounts of water following the impact takes away a lot of energy. The plastic strain of the barrier 

contributes to the dissipation of the impact energy [1,8-10]. 

The modelling techniques described in [10] were adopted for the purpose of this paper. FE analysis was 

conducted with Abaqus/Explicit 6.14-5, as explicit integration methods are suitable for impacts [16-18]. 

The behavior of the water contained in the barrier was studied using a Smoothed Particle 

Hydrodynamics approach [19]. 

 

 

Figure 1. Barrier [1,8,10]. 
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Figure 2. Model of the vehicle: geometry and mesh [10]. 

 

The normal impact of an Iveco Eurocargo ML120E24 against the center of the system consisting of 

two connected barriers was studied. The vehicle data are as follows: wheelbase 4185 mm; mass 7500 

kg with ballast; height from the ground 358 mm at the front; position of the center of gravity in 

longitudinal direction 1785 mm from the front axle; vertical position of the center of gravity 970 mm 

above the ground [20]. The truck was modelled as two parallelepipeds of shell elements with suitable 

width (6 or 8 mm) and a frame of shell elements on the bodywork reproducing the ballast. The truck 

was stiffened to have 20% deformability and two side members and two cross members were inserted 

to reduce surface bending as visible in Figure 2 [10], where some surfaces are removed to show the 

inner part. The lack of experimental results makes the authors assume a linear elastic material behavior 

for the wheels. According to this hypothesis, they resist impact. Table 1 shows the materials of the FE 

model. For each of them it is indicated which component it is assigned to and what its properties are 

[8,10,21-22]. The steel properties were also assigned to the vehicle surfaces, although the density value 

was changed to ensure the correct position of the vehicle’s center of gravity. For water, the Wilkins 

energy equation [23] was adopted and for this reason the reference sound speed is indicated in Table1 

[8,10,21-22]. It was decided to connect the barriers with ropes. In [24] a theoretical model for the 

nonlinear bending of wires is proposed. For them, an indefinite elastic behavior was conservatively 

assumed with attention not to exceed the limit load during the simulation since exceeding this value 

would imply the failure of the connection in reality. The ropes were modeled with truss elements of 

circular section. It was assumed the use of two types of materials: steel and Dyneema®. Dyneema® is 

particularly suitable for traction cables and it consists of a synthetic fiber of high-strength polyethylene 

with very high molecular weight and extremely long molecules that allow the force to be transferred 

much more effectively. In terms of resistance, Dyneema® ropes are comparable to steel ropes with the 

advantage of not being subject to corrosion problems. They are also able to withstand the ultraviolet 

rays and through experimental tests this material has shown good resistance to fire [22,25]. The last 

property is very important because it prevents that someone burns the ropes making ineffective the 

system. Corrosion resistance is another important aspect in a huge variety of applications [26-27]. The 

ropes were positioned at different heights and connected to the vertical edges of the barrier by coupling 

type connections. Kinematic connections were used for the coupling of the perimeter sheets. The friction 

behavior in threaded connections [28] was not implemented. The ground was modelled as a surface of 

shell elements with high stiffness and the nodes fixed in order to avoid the deformation of the ground. 
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Table 1. Materials [8,10,21-22]. 
Material Assigned to Density     Young’s 

modulus  

Poisson’s 

ratio 

Yield 

stress 

Reference 

sound speed  

  (kg/m3) (MPa)  (MPa) (m/s) 

S235JR  

(Elastic-perfectly plastic) 

Perimeter sheets 

Vehicle (Different density) 

7800 206000 0.30 235  

Cast iron 

(Elastic-perfectly plastic) 

Base 7300 120000 0.26 250  

Water Fluid  1000    1450 

Rope  

(Steel - elastic) 

Ropes 7800 110000 0.30   

Rope  

(Dyneema® – elastic) 

Ropes 3000 132000 0.30   

 

 

Figure 3. Three connecting ropes and one internal rope in Dyneema®: arrangement of the ropes. 

 

The FE analyzes performed consist of a first calculation step of 20 ms and a second one of 400 ms: 

in the first one, the gravitational load applied made the components come into contact; in the second, 

the impact between the truck and the obstacle was simulated. The pieces of the barrier and the vehicle 

were joined by means of constraints. In order to prevent all parts from interpenetrating, frictionless 

general contact was implemented throughout the model. The interactions with the friction coefficients 

of [10] were implemented to define the behavior between some regions of the model. In the model, the 

wheels cannot rotate in order to reduce the computational cost. To simulate the rolling friction, a 

coefficient of friction of 0.01 was implemented between the ground and the wheels.  

3.  Results and discussion 

3.1.  Three connecting ropes and one internal rope in Dyneema® 

The first case analyzed refers to the impact of a 7500 kg vehicle running at 64 km/h against two barriers 

placed at a distance of 1 m from each other and connected by Dyneema® ropes with a diameter of 20 

mm. The limit load for these ropes is 230 kN [29]. Three ropes were placed at 1 m (C1), 0.39 m (C2) 

and 0.13 m (C3) from the ground (Figure 3). A rope was inserted into each barrier to make the part of 

the barrier far from the impact zone cooperate in absorbing the impact energy. The internal ropes, I1 

and I2, were inserted in the upper part, coaxial to the rope C1. In this case of connection between two 

barriers, the 7500 kg vehicle was stopped in 3 m. The following maximum axial loads were obtained: 

183 kN for C1, 17 kN for C2, 3 kN for C3, 60 kN for I1 and 51 kN for I2. C3 is the most loaded rope 

and all the loads are below the limit so the ropes resist. The results are quite symmetric. Even if the 
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model mesh was as symmetric as possible and symmetry conditions were implemented, the complexity 

of the problem analyzed may be responsible for this behavior. The lack of perfect symmetry overloaded 

a rope rather than the symmetric one. It is reasonable to suppose that in a condition of perfect symmetry 

the load on the two ropes would be intermediate. Since the study conducted focused on the maximum 

values of load obtained for the ropes, it was precautionary. Furthermore, it is difficult for a perfectly 

symmetric situation to occur in reality. 

In addition to the analysis of the loads on the ropes, the equivalent plastic deformation (PEEQ) of 

the sheets after impact was also analyzed. It can be estimated that the failure of the barrier sheets occurs 

in those areas where the PEEQ is greater than the elongation A% of the material. In the case of S235JR 

steel, which is the material of the sheets, this value is 0.26 [30]. Figure 4 shows the PEEQ field for the 

analyzed case. By setting A% = 0.26 as the upper limit of the chromatic scale, it is possible to identify 

the points that exceed A%, which are the gray areas. For this first case of analysis, it can be noted in 

Figure 4 that these areas correspond to the impact areas and those of attachment of the ropes. The failure 

of these areas is useful for dissipating part of the impact energy and therefore for stopping the vehicle. 

3.2.  Three connecting ropes and two internal ropes in steel 

Starting with the model presented in Section 3.1, one internal rope was added for each barrier, coaxial 

to C2. These two additional ropes are called I3 and I4 in this manuscript with I3 under I1 and I4 under 

I2. 16 mm steel ropes were still implemented. The stopping distance in this case is 5 m. The following 

loads were obtained: 168 kN for C1, 4 kN for C2, 2 kN for C3, 69 kN for I1, 46 kN for I2, 20 kN for I3 

and 15 kN for I4. The C1 rope is the one that basically works among the connecting ones. The PEEQ 

distribution shown in Figure 5 was obtained. The position of the gray areas is similar to that of the 

previous cases. In summary, this configuration presents an improvement in terms of load on the 

connecting ropes compared to previous models, especially for the middle and lower ropes. However, in 

parallel with the decrease in the load on the connecting ropes, an increase in displacement of 2 m was 

obtained compared to the models with only one internal rope. This decrease in performance is 

attributable to the increased rigidity of the system due to the presence of a greater number of ropes. It 

was therefore decided to no longer analyze the insertion of a second internal rope in each barrier. The 

presence of this rope would also complicate the assembling of the single barrier as it would interfere 

with the water tank inside. 

 

 

Figure 4. Three connecting ropes and one internal rope in Dyneema®: PEEQ. 
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C1 
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Figure 5. Three connecting ropes and two internal ropes in steel: PEEQ. 

3.3.  One connecting rope and one internal rope in Dyneema® 

Analysing the stress state in the ropes of Sections 3.1 and 3.2 it was noted that the connecting ropes C2 

and C3 were almost unloaded. It was therefore decided to keep only C1 as a connecting rope. A 60 mm 

diameter rope in Dyneema® was chosen. The internal ropes, on the other hand, still had a diameter of 

20 mm. To identify the limiting load for the 60 mm rope, extrapolation from the data in [29] was carried 

out which gave a limiting load of 730 kN. Figure 6 shows the FE model of the new configuration. The 

following loads are obtained on the ropes: 152 kN on C1, 53 kN on I1 and 27 kN on I2. According to 

the results, all the ropes would resist. Analysing the PEEQ values in Figure 7, at the end of the 

simulation, it can be seen that the extension of the areas that exceed the percentage of elongation A% is 

greater. In fact, during the impact dynamics the barriers tend to get closer to each other. This behaviour 

is due to a greater axial stiffness of the rope, associated with the increase in the diameter of the rope. 

The rope, if subject to traction, attracts with greater force the barriers to which it is connected. The 

possible tearing of the sheets can be a favourable effect as it dissipates a part of the impact energy. In 

order to reduce the failure, reinforcements could be positioned in these areas. A displacement of 3 m 

was obtained. A configuration of this type is therefore adequate both in terms of construction and 

performance obtained. It is possible to replace the ropes with chains of similar properties. 

 

 

Figure 6. One connecting rope and one internal rope in Dyneema®: model. 

C1 
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Figure 7. One connecting rope and one internal rope in steel: PEEQ. 

4.  Conclusions 

The terrorist attacks in Europe have highlighted the issue of safety in public places. It is enough to run 

a vehicle at high speed towards the crowd to cause a large number of injuries and victims. The authors 

of this work have already designed a mobile anti-terrorism barrier capable of stopping 3500 kg and 7500 

kg vehicles running at 64 km/h in a few meters. In this work, the connection of two barriers is designed 

using the FE method to perimeter large areas with a small number of devices. Three configurations are 

studied, evaluating each time the loads involved in the case of the normal collision of a truck. It was 

chosen a configuration consisting of the two barriers at a distance of 1 m connected by a Dyneema® 

rope with a diameter of 60 mm and with a coaxial internal rope with a diameter of 20 mm. As failure 

was not implemented in the model, the PEEQ analysis revealed which areas of the barrier could actually 

be damaged. They coincide with the areas where the impact occurs and where the ropes are connected. 

The failure of the barrier sheets could be a good effect, as it dissipates some of the impact energy. 
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